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1 Introduction

ALL-RUT22GW, compact, lightweight and cost-effective Industrial 4G LTE Cellular
Routers, are built in 2-port fast Ethernet connection as well as support 2G/3G/4G mobile
networks for wired and wireless communication in harsh environments. Equipped with
RS232 serial port and digital input/output interfaces, the ALL-RUT22GW are simple to
configure and collect real-time data transmission quickly for Industrial IoT and machine-to-
machine applications. The ALL-RUT22GW is also compliant with IEEE 802.11b/g/n Wi-Fi
connectivity.

Featuring VPN Tunnels, Firewall, TR069, and SNMP Trap, ALL-RUT22GW Industrial 4G LTE
Cellular Routers enhance highly secure authentication, encryption and management to
protect your data efficiently between public and private networking. Supporting -30~+70°C
wide temperature operation and flexible input voltage range of 8-48VDC for diverse
environments and various applications.

ALL-RUT22GW Industrial 4G LTE Cellular Routers are suitable and reliable choices for
fast deployment and easy configuration to simplify your complicated solutions and fit your
services for industrial networking and smart city.

1.1 Features

e Highly reliable and secure for mission-critical cellular communications

e Compact and lightweight design with 2-port Ethernet interfaces

e Support multi-band connectivity with FDD LTE/ TDD LTE/ WCDMA/ GSM/ LTE Cat 4
e Provide IEEE 802.11b/g/n Wi-Fi standards

e Built-in micro SIM connector, RS232 serial port, and DI/DO interfaces

e Integrated detachable antenna against radio interference

e LED indicators for connection and data transmission status

e Industrial rated from -30 to +70°C for use in harsh environments

e |Pv6/IPv4 dual stack and all applications are IPv6 ready

e Support serial communication protocols for rich connectivity

e Enhance security and encryption for authentication and transmission
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1.2 Specifications

Cellular Interface
® Standards:

(Please see ordering information for optional band)
- 4G: FDD LTE, TDD LTE

- 3G: WCDMA
- 2G: GSM/EDGE

® LTE Data Rate: Cat 4, 150Mbps (DL), 50Mbps (UL)
Wi-Fi Interface
® Compliant with IEEE 802.11 b/g/n Wi-Fi standards

® 2.4 GHz radio band for wireless

® 2T2R 300 Mbps wireless operation rate
® Wireless security with WPA2-PSK(AES)
® Multiple SSIDs

® Wireless MAC Filtering

® Wireless client isolation
Hardware Interface
® High Performance 550 MHz SoC with 128MByte

Flash

® 1 x Micro SIM Connector (push-push type)

® 1 xLAN 10/100 Mbps Ethernet port

® 1 xWAN 10/100 Mbps Ethernet port

® \WPS /RESET Button

® 1 x RS232 (TXD/RXD/GND)

o 1 x DI (Non-Isolated), 1 x DO (Non-Isolated)

® 2 x SMA connectors for detachable LTE Antenna

® 2 x RP-SMA connectors for detachable Wi-Fi
Antenna

® 1 x SMA connector for detachable GPS antenna
Physical Characteristics
® Enclosure : Metal Case

® Dimensions (W xH xD) : 91mm x 28mm x 74mm
® Weight : 250 g (0.5512 Ib)

® |[nstallation : DIN Rail / Wall Mount
LED Display

® 1 xPower LED

® 1 x Ethernet LED for each port (LAN/WAN)
® 1 xRSSILTE LED

® 1 x Function LED (User define by Web)

Power Supply

® Power Consumption 7 Watts(Max)

® Power Input 8 ~ 48VDC

Software

o Network Protocols:
IPv4, IPv6, IPv4/IPv6 dual stack, DHCP server and client,
PPPoE, Static IP, SNTP, GPS sync time, DNS Proxy,
VRRP, OSPF, Message Queue Telemetry Transport
(MQTT Broker), BGP, Flow (Modbus master <~ MQTT
client)

® Routing/Firewall:
NAT, Virtual Server, DMZ, MAC Filter, URL Filter, IP

Filter,
VLAN, Static Routing and RIP-1/2, IPS, Policy Route

® VPN:
OpenVPN, IPSec (3DES, AES128, AES196, AES256,
MDS5, SHA-1, SHA256), GRE, PPTP, L2TP

® Wireless Connectivity:
WAN WiFi Client

e Others:
DDNS, QoS, UPnP, SMS Action, GPS Track Drawing,
GPS TCP Push

e Alarm:
DI, DO, SMS, VPN/WAN Disconnect, SNMP Trap, E-mail,
TR0O69

Management Software

® \Web GUI for remote and local management, CLI

® Syslog monitor

SNMP, TR069

FOTA (Firmware over the Air)

Remote management via SSH v2, HTTPS

Local management via Telnet, SSH v2, HTTP/HTTPS

Environment

® Operating Temperature

-30 ~ +70°C
-40 ~ +85°C
10 ~ 95% (non-condensing)
0 ~ 95% (non-

® Storage Temperature

® Ambient Relative Humidity

® Humidity
condensing)

Standards and Certifications

e EMC: CE, FCC

e EMI : EN 301489, FCC Part 15B Class B

e EMS : EN 301489

® Vibration : IEC60068-2-6

® Radio: EN 301511, EN 301908-1, EN 301908-2, EN
301908-13, EN 300328, EN 303413, EN 62311
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1.3 Mechanical Dimensions
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1.4 Ordering Information

Model Name Description

Compact Industrial Wi-Fi 4G LTE Cellular Router
(1 xWAN, 1xLAN, 1 xRS232, 1 x DI, 1 x DO, 1 x micro SIM Slot, GPSx1, Wi-Fi,
-30 ~ +70°C)

ALL-
RUT22GW

2 Hardware Installation

This chapter introduces how to install and connect the hardware.

2.1 LED Indicators
—O O O~

FN  RSSI PWR

LED FN RSSI PWR

ON VPN Connected High Signal Power ON
Slow Blinking | Internet Connected / Reset Medium Signal / Reset N/A

. System Booting / Low Signal / Reset to
Fast Blinking N/A
Reset to Default Default

OFF N/A Error Power OFF

Heart Beat Wi-Fi Connected WPS Processing N/A

2.2 Ethernet Port

(1) 10/100 Mbps Ethernet LAN/WAN
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WAN/LAN2 LAN1

The LAN and WAN interface are standard RJ45 connectors.

Pin Description Function
1 TX+ 10/100 Mbps, TX+ Pin
2 TX- 10/100 Mbps, TX- Pin
3 RX+ 10/100 Mbps, RX+ Pin
4 N/A N/A
5 N/A N/A
6 RX- 10/100 Mbps, RX- Pin
7 N/A N/A
8 N/A N/A

(2) LED Indicator of Ethernet Port

Each Ethernet port has one LED indicators. The Green LED indicates Link/ACT.

LED Status Description
Off Connection is down.
Green (Link/ACT) Blink Data is being transmitted.
On Connection is up.

2.3 Grounding the Router

To prevent the noise and surge effect, please connect the router to the site ground wire by
the ground screw before turning on the router.

Ground Screw

(ALL-RUT22GW)

2.4 Pin Assignments
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V+

V-—

DI

DI_GND

DO Power Input (V+, V-) / DI / DO / UART RS-232 (TXD, RXD, GND)
DO_GND

TXD

RXD

GND

S R

2.5 Connecting the Power Supply

The router requires a DC power supply in the range of 8~48V DC.

Pin Power (8~48VDC)
V+ V - Negative

V V+ Positive

2.6 Connecting 1/O Ports

(1) Digital Input (DI)

The unit has two terminals on the terminal block for the digital inputs.

Pin Description

DI
DI_GND

Digital Input

® DI: Low (+0 to +5V) / High (+8 to +40V)
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(2) Digital Output (DO)

The unit has 2 terminals on the terminal block for the digital outputs.

Pin Description

DO
DO_GND

Digital Output

® DO: Open Collector (maximum 30V/300mA)

-
ey
-

e
*a
-
-

Internal External
Open Collect :
£ 30V/300mA (Max)
S| DO
=S| DO GND
500Q P -
From £
dlﬁ.ﬂplh H
Processor \\__'\
= 20KQ
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2.7 UART (RS-232)

The port is a standard RS-232 signal level interface.

IXD |8
RXD |®
GND |®
TD (OUTPUT)
el RD (INPUT)
SG

RD (OUTPUT)

,/‘
1

5‘4.321
‘\.\9876 . .

RTS (INPUT)

RTS (OUTPUT)
CTS (OUTPUT) CTS (INPUT)
DCE (Female) DTE (Male)
Pin Signal Direction
TXD Transmit Data Output
RXD Receive Data Input
GND Signal Ground -

2.8 Install the SIM Card

SIM

Insert and Remove SIM Card

(1) Before inserting or removing the SIM card, ensure that the power has been turned off
and the power connector has been removed from Cellular Router.

(2) Insert the SIM card with right direction. Push the SIM card in to the slot, and lightly
press it to lock it in the slot.

(3) To remove the SIM card, lightly press the SIM card, and it will pop out.
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2.9 Reset Button

WPS/
RESET

Function

Operation

WPS Processing

Press the button less than 5 seconds.

Reset

Press the button for 5-10 seconds.

Reset to default setting Press the button for more than 10 seconds.

2.10 External Antenna

Each unit has three antenna connectors, MAIN, GPS, AUX (SMA). There will be five
antenna connectors and extra two antennas for Wi-Fi (RP-SMA). Connect the antenna to

MAIN when you have o

nly one antenna. Please tighten the connecting nut properly to

ensure good connection.

WiFi
Antenna

GPS

Antenna

(ALL-RUT22GW)
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3 Configuration via Web Browser

3.1 Access the Web Configurator

The web configuration is an HTML-based management interface for quick and easy to set
up of the cellular router. Monitoring of the status, configuration and administration of the
router can be done via the Web interface.

After properly connecting the hardware of cellular router as previously explained. Launch
your web browser and enter http://192.168.1.1 as URL.

The default IP address and sub net-mask of the cellular router are 192.168.1.1 and
255.255.255.0. Because the cellular router acts as DHCP server in your network, the cellular
router will automatically assign IP address for PC or NB in the network.

Title Bar Panel > Selecting Language

You can choose the languages, including English and Taiwan.

Logging in the Router

In this section, please fill in the default User Name root and the default Password
2wsx#EDC and then click . For the system security, suggest changing them after
configuration.

After clicking, the interface shows [Login ok|

User Name root

Password

Login ok

Note: After changing the User Name and Password, strongly recommend you to save them
because another time when you log in, the User Name and Password have to be used the
new one you changed.
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http://192.168.1.1/

3.2 Navigate the Web Configurator

The main screen is divided into three parts as below.

-Title Bar, [B]- Navigation Panel and [d - Main Window.

Cellular Router A (RSSEN/A)  Uptime: 4220 WAN Priority: Auto (ETH -> LTE) Location: (0.00, 0.00) | @ Google Maps Language ?

S C

Attr. Value
Latitude

Status

Longitude
Horizontal
Altitude

Date(UTC)
Satellite 0

o|olels

1P Routing x

VPN @ WAN LTE
Firewall 0 Attr. Value
Service ) Modem Status Not Inserted
Operator
Management & Modem Access
Diagnosis F IMSt
Phone Number
Band
EARFCN 0
PLMN
Roaming No
Uplink Speed Kbps 0.000
Downlink Speed Kbps 0.000
Tx/Rx KBytes 0.000/0.000
Tx/Rx Dropped Packets 0/0
LTE Net Mode Router Only
LTE APN1 (Router)
Attr. Value

(1) : Title Bar

The title bar provides some useful instructions that appear the situation of router.

Cellular Router * ®ss:NaA)  Upime: 1:0400  WAN Priority: Auto (ETH->LTE) Location: (0.00, 0.00) 1 eM Language ?
Title Bar
Item Description
Show if the SIM card is inserted in the slot. If yes, RSSI (Received Signal
RSSI Strength Indicator) shows the current signal strength in a wireless network

and the name of telecommunication operator.

Uptime Show the time starting turn on the router until current using.

WAN Priority | Show the three mode of WAN status, which is first to use.

Show the position of router from Google Maps.

Note: This function is for GPS spec.

Google Maps | Display Google Map according to location.

Choose your language from the drop-down list on the upper right
corner of the title bar.

Login/Logout | Click to log in or log out of the web configurator.

? Online Manual

Location

Language
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(2) : Navigation Panel-Main Menu and Sub Menu

The menu items are divided into main and sub menu to configure the settings and get
the status of connectivity on the navigation panel.

(3) : Main Window

This section shows the information or setting fields from main menu and sub menu.

When you enter the web browser in the beginning and have not log in, the first item of
main menu shows your status that you are a guest. This status only can view status page
without any permission to log in. The interface of main window displays the status of router
to show about information, including Cellular Attribute, the current connectivity of WAN
Ethernet and LAN Ethernet. If the router has GPS function, the GPS interface is shown.

Note: After logging in the system, you can set up the status of user and divide into three
levels for setting user’s authority, including Super User, Administrator, and Read Only.
For Guest, this status is without any authority. All users log in or log out and they need to
have Web Ul log records.

Status Super User Administrator Read Only Guest
only Super User | only Super User
User name | system account (root/admin) y>up . y>up . N/A
can modify can modify
Password configurable configurable configurable N/A
e Add/Delete/Modify all
. users' accounts except Read/Write only Read
Permission . . ) . N/A
Super User. Configuration | Configuration
e Read/Write Configuration
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Cellular Router * (Rss:Na)  Uptime 14230  WAN Priority: Auto (ETH-> LTE) (0.00, 0.00) | @ Google Maps | Language

System & Value
WAN = Latitude 0
Longitude
LTE il Horizontal 0
Altitude 0
WiFI <
Date(UTC)
LAN = Satellite 0
IP Routing x
Wl O
Firewall L) Attr. Value
Service ° Modem Status Not Inserted
Operator
Management & Modem Access
Diagnosis F =
Phone Number
Band
EARFCN 0
PLMN
Roaming No
Uplink Speed Kbps 0.000
Dovmlink Speed Kbps 0.000
Tx/Rx KBytes 0.000/0.000
Tx/Rx Dropped Packets 0/0
LTE Net Mode Router Only

LTE APN1 (Router)

Attr. Value

1Pv4 Address

1Pv4 Mask

Default Gateway

Connected No

IPv4 Conn Time 00:00
Uplink Speed Kbps 0.000
Dowmlink Speed Kbps 0.000
Tx/Rx KBytes 0.000/0.000
Tx/Rx Dropped Packets 0/0

LTE APN1 DNS

Attr. Value
IPv4 DNS Server #1
IPv4 DNS Server #2
1Pv4 DNS Server #3
IPv6 DNS Server #1
1Pv6 DNS Server #2
1Pv6 DNS Server #3

WAN Ethemet

Attr. Value
IPv4 Address

1Pv4 Mask

Default Gateway

1Pv4 Conn Time 00:00

Attr. Value

1Pv4 Address 192,168 1.1

1Pv4 Mask 255.255.255.0
1PV6 Address

IPv6 Conn Time 00:00

Uplink Speed Kbps 31.000

Dovmlink Speed Kbps 5.000

Tx/Rx KBytes 5650.000/1774.000
Tx/Rx Dropped Packets 00

Connected VPN Connections

Attr. Value
Open VPN 0
IPSec 0
GRE 0
PPTP Server 0
L2TP 0

Status > GPS
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Item Description
Attribute
Latitude Show the latitude information of location.
Longitude Show the longitude information of location.
Horizontal Show the horizontal information of location.
Altitude Show the altitude information of location.
Date (UTC) Show the date information of location.
Satellite Show the satellite information of location.

Status > WAN LTE

Item Description
Attribute
Modem Status The status of LTE.
Operator Display the name of operator.
Modem Access The router to access protocol type.
IMSI The IMSI number of the SIM card.
Phone Number The phone number of the SIM card.
Band The current connected Band.
EARFCN Absolute radio-frequency channel number.
PLMN Public LAN Mobile Network ID.
Roaming Roaming status.

Uplink Speed Kbps

Uplink Speed in Kbps.

Downlink Speed Kbps

Downlink Speed in Kbps.

Tx/Rx KBytes

Accumulated TX/RX in KBytes.

Tx/Rx Droppes Packets

TX/RX Dropped Packets.

LTE Net Mode

LTE Network Mode for both APNs.

Status > LTE APN1 / LTE APN2

Item Description
Attribute
IPv4 Address Ethernet WAN obtain IPv4 Address.
IPv4 Mask Ethernet WAN obtain IPv4 Mask.
Default Gateway Ethernet WAN IPv4 Default Gateway.
Connected Yes: Connected; No: Disconnected.

IPv4 Conn Time

Ethernet WAN IPv4 Connected Time.

Uplink Speed Kbps

Uplink Speed in Kbps.

Downlink Speed Kbps

Downlink Speed in Kbps.

Tx/Rx KBytes

Accumulated TX/RX in KBytes.

Tx/Rx Droppes Packets

TX/RX Dropped Packets.

Status > WAN DNS

Item

Description
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Attribute
IPv4 DNS Server #1 Show the address of IPv4 DNS Server #1.
IPv4 DNS Server #2 Show the address of IPv4 DNS Server #2.
IPv4 DNS Server #3 Show the address of IPv4 DNS Server #3.
IPv6 DNS Server #1 Show the address of IPv6 DNS Server #1.
IPv6 DNS Server #2 Show the address of IPv6 DNS Server #2.
IPv6 DNS Server #3 Show the address of IPv6 DNS Server #3.
Status > WAN Ethernet

Item Description
Attribute
IPv4 Address Ethernet WAN obtain IPv4 Address.
IPv4 Mask Ethernet WAN obtain IPv4 Mask.
Default Gateway Ethernet WAN IPv4 Default Gateway.
IPv6 Conn Time Ethernet WAN IPv4 Connected Time.

Status > LAN Ethernet

Item Description
Attribute
IPv4 Address LAN is assigned IPv4 Address.
IPv4 Mask LAN is assigned IPv4 Mask.
IPv6 Address LAN is assigned IPv6 Address.
IPv6 Conn Time IPv6 Connected Time.
Uplink Speed Kbps Uplink Speed in Kbps.
Downlink Speed Kbps Downlink Speed in Kbps.
Tx/Rx KBytes Accumulated TX/RX in KBytes.
TX/RX Dropped Packets TX/RX Dropped Packets.

Status > GPS

Item Description
Attribute
Open VPN Open VPN connected number
IPSec IPSec connected number
GRE GRE connected number
PPTP Server PPTP server connected number
L2TP L2TP connected number

4.1 Status > GPS

For those GPS enabled router, you can see on the right-top banner of web interface
when connecting your GPS function. After clicking |Google Maps banner, a map will

automatically display the current information of map according to location of router.
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Location: (0.00, 0.00) 9 Google Maps
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5 Configuration > System

This system section provides you to configure the following items, including Time and Date,
Logging, Alarm, Ethernet Ports, and Client List.

System F-

Time and Date
Logging
Alarm
Ethemnet Ports

Client List

5.1 System > Time and Date

This section allows you to set up the time and date of router and NTP server. There are two
modes at Time and Date Setup, including Get from Time Server and Manual. The default
mode is Get from Time Server.

If the router has GPS function, you can turn on "GPS Time" for sync time from GPS server.

For Time Zone Setup, the Daylight Savings Time allows the device to forward/backward
the amount of time from Ahead of standard time setting automatically when the time is
at the Daylight Savings duration that you have set up before.

I. Get from Time Server
e Set up the time servers of IPv4 and IPv6.

e Select your local time zone.
e Click to keep your configuration settings.
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s Time And Date

Current Time Mar 15, 2019 9:21:24 AM

Time and Date Setup

Mode O Manual ® Geffrom Time Server
GFS Time @ Off ® On
IPv4 Server #1 0.openwrt.pool.ntp.org

IPv4 Server #2 pool ntp_org
|Pvd Server #3 clock.sjc.he.net
IPvE Server #1 time-d.nist.gov
IPvE Server #2 2. pool.ntp.org
IPvE Server #3 clock nyc_he.net
Time Zone Setup
Time Zone (GMT) Greenwich Mean Time - Dublin Edinburgh, Lisbon, London v

Daylight Savings ® Off @ On

Ahead of standard time 60 mins
Start Date 3 2 o (Month [ Week [ Day)
Start Time 2 0 (Hour : Minute)
End Date 11 2 o (Month / Week [ Day)
End Time 2 0 (Hour : Minute)
Time Server

Server Mode ® Off © On

Server Port 123
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II. Manual

e Set up the information of time and date, including year, month, date, and hour,

minute, and second.

e Set up your local time zone.
e Click |Apply to submit your configuration changes.

& Time And Date

Current Time
Time and Date Setup

Mode

YYYY-MM-DD HH:MM:SS
Time Zone Setup
Time Zone

Daylight Savings

Ahead of standard time
Start Date
Start Time
End Date
End Time
Time Server

Server Mode

Server Port

Mar 15, 2019 9:22:38 AM

® Manual Get from Time Server

2019 -3 -1 15 7 1 58 I 25

(GMT) Greenwich Mean Time : Dublin Edinburgh, Lishon, London

= Off on
60 mins
3 I 2 o (Month / Week |/ Day)
2 0 (Hour : Minute)
11 2 o (Month / Week / Day)
2 0 (Hour : Minute)

® Off on
123

Ill. Time Zone Setup
e Set up Daylight Savings as On.
e Set up Ahead of standard time.

e Set up the information of Start Date/Time, including Month, Week, Day, Hour and

Minute.

e Set up the information of End Date/Time, including Month, Week, Day, Hour and

Minute.

o Click to submit your configuration changes.
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Time Zone Setup

Time Zone
Daylight Savings

Ahead of standard time
Start Date
Start Time
End Date

End Time

(GMT) Greemwich Mean Time : Dublin Edinburgh, Lisbon, London v
Off = On

60 ming

3 Il 2 I o (Month /' Weelk / Day)

2 | o {Hour : Minute)

> /2 I o (Month / Week / Day)

by ' {Hour - Minute)

System > Time Zone Setup > Daylight Savings

Item

Description

Daylight Saving

Turn on/off the Daylight Savings feature. Select from Off or
On. The default is Off.

Ahead of standard
time

The forward/backward minutes when enter/leave Daylight
Savings duration. Default is 60 minus.

Start Date / Start Time

Time to enter Daylight Savings duration.
The Month range is 1~12.
1 - Jan. 7 - Jul.
- Feb. 8 - Aug.
- Mar. 9 - Sep.
- Apr. 10 - Oct.
- May 11 - Now
6 - Jun. 12 - Dec

The Week range is 1~5.

1 - first week in month.

2 - second week in month
3 - third week in month

4 - fourth week in month
5- fifth week in month

u b WN

The Day range is 0~6.

0 - Sunday (The start day of a week)
1- Monday

2 - Tuesday

3 - Wednesday

4 - Thursday

5 - Friday

6 - Saturday

The Hour range is 0~23.

The Min range is 0~59.

End Date / End Time

Time to leave Daylight Savings duration.
Same with Start Date/Start Time.

IV. Time Server
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The Time server feature allows user to set a time server for LAN side client to get
the time through NTP/SNTP protocol.

Time Server

Server Mode = Off on

Server Port 123

System > Time Server
Item Description
Server mode Turn on/off the time server.
Server port The UDP port listened by time server.

5.2 System > Logging

This section allows cellular router to record the data and display the status of data.

‘5.2.1 Logging > Logging

(1) Logging section provides you to control all logging records.

(2) Users need to select |Apply| to confirm your settings.

sh Logging

Mode Disable ® Enable
Remote Log ® Disable Enable
Log Server Address 255 255255255

Apply
System > Logging > Logging
Item Description
Mode Turn on/off the logging configuration. Select from Disable or

Enable. The default is Enable.

The logging messages send to remote log or not. Select from
Disable or Enable. The default is Disable.

When you choose “Enable” on Remote Log, you should input IP
address to save and receive all logging data.

(Note: This server should have installed Log software.)

Remote Log

Log Server
Address

5.2.2 Logging > Log

This section displays all data status.
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(1) You can choose Filter function to quickly search for your data.

(2) When you click , all of the data that displays on the interface will be totally
cleared without any backup.

(3) When you click , the system will update and display the latest data from your
cellular router.

(4) When you click |Download Logs| the system will download the latest data from your

cellular router.

oo

= Date Level Group Module Message

i

System > Logging > Log
Item Description
Filter Filter the required data quickly.
Date Show the date of log for each logging data.
Group Show the group of software functions.
Module Show the module of group of software functions.
Message Show the messages for each logging data.
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5.3 System > Alarm

This section allows you to configure the alarm.

Mode # Disable Enable

Alarm input < SMS < DI ¢ VPN disconnect < YWAN disconnect
¢ LAN disconnect ¢ Reboot

Alarm output 7 SMS ¥ DO # SNMP trap
# TROGY

DI 1 Trigger ® High Low
DO behavior & Always Pulse
SMS/E-mail Limit 150 english characters

Hint: for SMS/E-mail only accept trusted and on duty members

Apply

Note:

(1) If you select in Alarm input/output, you need to add the trust phone number into
Contracts/ On Duty.

(2) If you select SNMP trap| in Alarm output, you need to set up SNMP trap configuration
from Service SNMP.

(3) If you select in Alarm output, you need to set up SMTP configuration from Service
SMTP.

(4) If you select[TR069 in Alarm output, you need to set up TR069 configuration from Service
TR0O69.

System > Alarm
Item Description
Turn on/off the Alarm configuration. Select from Disable or Enable. The
default is Enable.
Select from SMS, DI 1, DI 2, VPN disconnect and WAN disconnect as input
to trigger alarm.
e SMS: It means on duty team members on Contacts / On Duty can send
SMS to the phone number of using SIM card to trigger alarm.
e DI: 10 to trigger alarm.
Alarm Input | ¢ VPN disconnect: All tunnels get disconnected then trigger alarm.
e WAN disconnect: WAN connections get disconnected then trigger

Mode

alarm.
e LAN disconnect: LAN connection get disconnected then trigger
alarm.
e Reboot: Reboot then trigger alarm.
Alarm Select from SMS, DO, SNMP trap and E-mail as alarm output.
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Output

Select from High or Low. The default is High Trigger.

High: SW is On to trigger.

Low: SW is OFF to trigge.

Always: Pull DO high.

Pulse: High and Low continuously.

Pulse Time Length: Pulse time length (mini seconds).

Write your messages and limit 150 English characters for the messages to
deliver.

DI 1 / 2
Trigger

DO behavior

SMS/E-mail

5.3.1 Alarm > Contacts > Create and name the Group

e Click trusted and on duty members for naming and the interface will show the group’s
name in the Group setting as below.

Mode @ Disable © Enable

Alarm input ¢ SMS < DI # VPN disconnect < WAN disconnect
¢/ LAN disconnect ¢/ Reboot
Alarm output # SMS ¢ DO # SNMP trap # E-mail
¢ TRO69

DI 1 Trigger @® High © Low
DO behavior ® Always © Pulse

o

SMS/E-mail Limit 150 english characters

Hint: for SMS/E-mail only accep trusted and on duty members |

Apply

£ Contacts / On Duty

Contacts Duty Schedule

All Users Name Phone E-mail
+ Add Group + Add User

Please do NOT add device phone number into contacts

Apply

© ALLNET GmbH Computersysteme 2020 - All rights reserved
Errors and changes reserved
28



Add Group

All Users o Name Phone E-mail
+ Add Group
Please do NOT add device phone number into contacts

Apply

e You can click E or u button to edit or delete the group.

€ Contacts / On Duty

Contacts Duty Schedule

All Users. 1 MName Phone E-mail
& Office 1 | O test +886912345678 test@test com E
+ Add Group + Add User

Please do NOT add device phone number into contacts

Apply
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5.3.2 Alarm > Contacts > Add User

e Select your naming group and click + Add User| button to add your user’s information,
including Name, Phone and E-mail.

£ Contacts / On Duty

Contacts Duty Schedule

All Users Name Phaone E-mail
+ Add Group

Please do NOT add device phone number into contacts

Apply

v
e After filling in your information for each row, chose your naming group and click -

to submit your settings.

Add User

Name test

Phone +886912345678

E-mail test@test.com
Groups -
Office 1 avice phone number into contacts

e After submitting your setting, the interface returns to Group window setting. Now you
can see your naming group and the user’s information that you have added.

All Users Name Phone E-mail
m fest +886912345678 test@test.com (@)
+ Add Group + Add User

Please do NOT add device phone number into contacts
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e You can click E button to edit the user’s information or click the check box and

i Delete
_ to delete the user.

Contacts Duty Schedule

All Users. ¢ MName Phone E-mail

& Office 1 2 Y [F] st +886912345678 test@test com E

+ Add Group 4& Change group - @ Delete
ge group

Please do NOT add device phone number into contacts

Apply

‘ 5.3.3 Alarm > Duty Schedule

e Select Duty Schedule|to edit the schedule of the on duty group.

£3 Contacts / On Duty

Contacts Duty Schedule
Group SUN MON TUE WED THU FRI SAT
Office 1
+ Add Group
Apply

5.4 System > Ethernet Ports

This section allows you to configure the Ethernet.

For Flow Control, it allows you to configure the Ethernet and solve unstable throughput
under heavy loading. Sending 64 Bytes with bandwidth 100M bps traffic to LAN and WAN
at the same time, the throughput may drop to zero at either side. When the system is very
busy or buffer is exhausted, the flow control packet will be sent out to indicate that the link
party has stopped to send the packet to system. The flow control packet will be sent out
again once the system goes back to normal to indicate the link party that it can send packet
again.

Note: The LAN port of Ethernet has different layout based on which router model you

use.
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& Ethemet

Ethernet Ports Status
LAN  100M Full
WAN  Off
Ethernet Ports Configurations

LAN = Auto 100M Full 100M Half © 10M Full 10M Half Disable

WAN @® Auto 100M Full 100M Half < 10M Full 10M Half Disable

WAN Ethernet
WAN MTU 1500 min: 500; max: 1500
Flow Control

LAN Off ® On

WAN/LANZ2 Port Function

» Auto WAN LAN2

Hint For Auto mode, it decided by WAN Priority setting

Refresh

System > Ethernet Ports

Item Description
Ethernet Ports Status Show the connectivity status of LAN and WAN.
Ethernet Ports | Select from Auto, 100M Full, 100M Half, 10M Full, 10M
Configurations Half and Disable.

MTU is the Maximum Transmission Unit that can be sent
over the WAN Ethernet interface. It allows users to
adjust the MTU size to fit into their existing network
environment.

Allow users to control the traffic ingress from Ethernet
LAN or WAN.

Allow users to setup the WAN/LAN2 Port function as
Auto, LAN, or WAN.

WAN Ethernet

Flow Control

WAN/LAN2 Port Function
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5.5 System > Client List

This section allows you to understand how many devices have been connected and their
status from the router. There are two types, one is DHCP Client and the other is Online.
The default is both types to show all status when the router is on DHCP Client and Online.

& Client List
List Type DHCP Client Online
# IP Address MAC Address Hostname Start End
1 192 165.1.19 00-e0:4c:68:21:73

System > Client List

Item Description
e DHCP Client: List all clients’ information when it is via
List Type DHCP.
e Online: List the information when it is online.

6 Configuration > WAN

This section allows you to configure WAN, including Priority, Ethernet and IPv6 DNS.

WAN =
Priority
Ethernet

IPvE DNS

6.1 WAN > Priority
You can set up the priority of WAN. The default is Auto.

v

WAN Priority ‘ Auto (ETH -= LTE)

Hint LTE Only
ETH Only

Apply
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WAN Priority LTE Only ¥
LTE Net Mode Bridge + Router Bridge Only ® Router Only © Dual Router

Hint Ethernet WAN as LAN2 when WAN/LAN2 Port Function is Auto

Apply
WAN > Priority
Item Description
e Auto (ETH -> LTE): WAN Ethernet is first priority and the second
I riority is LTE.
Priority P y

LTE Only: The priority is only LTE.
ETH Only: The priority is only WAN Ethernet.

LTE Net Mode
(The priority is
LTE Only)

Bridge + Router: APN1 act as bridge for internet access. APN2 act
as router for management from WAN site which like TR069, ssh...
Bridge Only: APN1 act as bridge for internet access.

Router Only: APN1 act as router for internet access.

Router + Router: APN1 act as router for internet access. APN2 act
as router for management from WAN site which like TR069, ssh...

6.2 WAN > Ethernet

‘6.2.1 WAN Ethernet Configuration ‘

This section provides three options, including DHCP Client, PPPoOE Client and Static
IPv4. The default is DHCP Client.

= WAN Ethemet

Work As

IPv4 DNS Server #1

IPv4 DNS Server #2

Configuration Ethernet Ping Health

DNS Server Configuration

IPv4 DNS Server #3

# DHCP Client PPPoE Client Static [Pv4

From ISP v
From ISP v
From ISP v

Apply

WAN > Ethernet ‘
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Item Description

There are three options to obtain the IP of WAN Ethernet.

e DHCP Client: DHCP server-assigned IP address, netmask, gateway,
and DNS.

e PPPoOE Client: Your ISP will provide you with a username and
password. This option is typically used for DSL services.

e Static IPv4: User-defined IP address, netmask, and gateway address.

WAN Ethernet

When selecting “DHCP Client”, you can set up DNS Server Configuration.

For IPv4 DNS Server, it provides three options to set up and each option has provided with
“From ISP", “User Defined” and “None"” to configure.

= WAN Ethernet

Work As ® DHCP Client PPPoE Client Static IPv4

Configuration Ethernet Ping Health

DNS Server Configuration

IPv4 DNS Server #1 FromIsP v
From ISP

IPv4 DNS Server #2 User Defined
None

IPv4 DNS Server #3 FromIsP v

Apply

WAN > Ethernet > DHCP Client

Item Description

e Each setting DNS Server has three options, including From ISP,
User Defined and None.

e When you select From ISP, the IPv4 DNS server IP is obtained
from ISP.

e When you select User Defined, the IPv4 DNS server IP is input
by user.

IPv4 DNS Server #1
IPv4 DNS Server #2
IPv4 DNS Server #3
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When you select PPPoE Client, the interface shows the item of configuration to fill in your
User Name and Password.

= WAN Ethernet

Work As 0 DHCP Client @ PPPoE Client © Static IPvd

Configuration Ethernet Ping Health

PPPaE Client Configuration
User Mame test

Password Proee—

Apply

When you select Static IPv4, the interface shows the information of configuration,
including IP Address, IP Mask and Gateway Address.

= WAN Ethemnet

Work As 0 DHCP Client © PPPoE Client @® Static IPv4

Configuration Ethernet Ping Health

Static IPv4 Configuration
IP Address 0.0.0.0
IP Mask 255 255 255 0
Gateway Address 0000
DNS Server Configuration
IPv4 DMS Server #1
IPvd DMNS Server #2

IPv4 DNS Server #3

Apply
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WAN > Ethernet > Static IPv4

Item Description
Static IPv4 Configuration
IP Address Fill in the IP Address.
IP Mask Fill in the IP Mask.
Gateway Address Fill in Gateway Address.

DNS Server Configuration
IPv4 DNS Server #1
IPv4 DNS Server #2 The IPv4 DNS server IP is input by user.
IPv4 DNS Server #3

6.2.2 Ethernet Ping Health

If you configure “WAN Priority” to “Auto” mode, the system would choose the cost
effective connection first such as Ethernet. However, in case the Ethernet connection exist
but it is unable to access internet; you can enable “Ethernet Ping Health” and the system
would switch to LTE connection and switch back whenever Ethernet is able to access internet
again.

= WAN Ethemet

Work As DHCP Client PPPoE Client @® Static IPv4

Configuration Ethernet Ping Health

Ethernet Ping Health Disable @ Enable
Interval 10 (1~ 60 Seconds)
IPv4 Host 1 8888
IPv4 Host 2 8844
IPV6 Host 1 2001:4860:4860-8888
IPv6 Host 2 2001:4860:4860-8844

Hint  Wan Priority: Auto
Ethernet ping health: Enable

« The ethernet connection will switch to existed LTE connection whenever ping specified url fail.
« The ethernet connection will switch back whenever ping specified url pass.

Apply
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WAN > Ethernet > Ethernet Ping Health

Item Description
Ethernet Ping Health | Select from Disable or Enable. The default is Enable.
Interval The interval is from 1 to 60 seconds.
IPv4 Host 1 Input the address of IPv4 Host 1.
IPv4 Host 2 Input the address of IPv4 Host 2.
IPv6 Host 1 Input the address of IPv6 Host 1.
IPv6 Host 2 Input the address of IPv6 Host 2.
Hint Show the usage descriptions.

In addition, you can check which WAN is actually using from “Status” page. The interface
will be shown check mark (v symbol) on the connection title. For IPv6 address, the status
will be displayed on LAN Etherent Interface when IPv6 is using as WAN connection.

WAN LTE

Attr.

SIM Card
Modem Status
QOperator
Modem Access
IMSI

Phone Number
Band

Channel ID
IPv4 Address
IPv4 Mask

Current SIM Backup 5IM

siM2 SIM1

Ready Locked

Far EasTone Chunghwa Telecom
FDD LTE FODD LTE
466011100041467 466924290307730
LTE BAND 3 LTE BAND 7

1550 3050

10.145.86.142
255.255.265.255

" WAN Ethemnet

Attr.
IPv4 Address
IPv4 Mask

Value Attr. Value
118.167.125.240 IPv4 Address 192.168.1.1
255,255,255 255 IPv4 Mask 255.255.255.0

rlF'vB Address 20[]1]}011:?00[1:434::10[]‘
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6.3 WAN > IPv6 DNS

This section allows you to set up IPv6 DNS Server Configuration.

= IPv6 DNS

APN1 DNS Server Configuration

IPv6 DNS Server #1 From ISP
IPv6 DNS Server #2 From ISP
IPv6 DNS Server #3 From ISP

APN2 DNS Server Configuration

IPv6 DNS Server #1 From ISP
IPv6 DNS Server #2 From ISP
IPv6 DNS Server #3 From ISP

Apply

For IPv6 DNS Server, it provides three options to set up and each option has provided with
“From ISP”, “User Defined” and “None” to configure.

# IPv6 DNS

APN1 DNS Server Configuration

IPvE DNS Server #1 From ISP
From ISP

IPvE DNS Server #3 From ISP

APN2 DNS Server Configuration

IPvE DNS Server #1 From ISP
IPvE DMNS Server #2 From ISP
IPvE DNS Server #3 From ISP

IPvé& DNS Server #2 User Defined
None

v

Apply

WAN > IPv6 DNS
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Item ‘ Description

DNS Server Configuration

e Each setting DNS Server has three options, including From ISP,
User Defined and None.

e When you select From ISP, the IPv6 DNS server IP is obtained
from ISP.

e When you select User Defined, the IPv6 DNS server IP is input
by user.

IPve DNS Server #1
IPve DNS Server #2
IPve DNS Server #3

7 Configuration > LTE

This section allows you to configure LTE Config, GPS Config, Dual APN, APN Usage, SMS,
Serving Cell, and DNS.

LTE all
LTE Config

GPS Config

Dual APN

APN1 Usage

APMNZ2 Usage

SMS

Serving Cell

DN3
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7.1 LTE > LTE Config

‘7.1.1 LTE Configuration

You can set up the LTE Configuration and LTE Ping Health.

.l LTE Config

LTE Caonfig
MTU

LTE Ping Health

LTE Ping Health

Interval
IPv4 Host 1
IPv4 Host 2
IPv6 Host 1
IPv6 Host 2

Hint

Auto v Change this field require rebooting

1500 min: 500; max: 1500

0 Disable @® Enable

60 Seconds

8.8.8.8

8.5.4.4

2001:4860:4860::5888

2001:4860:4560::5544

LTE ping health: Enable

» Then system ping specified IP address to aveid the base station kick out the idle device.

Apply

.l LTE Config

LTE Config

MTU

I TE Dirna Haalik

‘ Auto v Change this field require rebooting
4G Only min: 500; max: 1500
3G Only
2G Only

LTE > LTE Config

Item Description
e Auto: Automatically connect the possible band.
LTE Config : 4G Only: Connect to 4G network only.
[ ]

3G Only: Connect to 3G network only.
2G Only: Connect to 2G network only.

MTU

MTU is the Maximum Transmission Unit that can be sent
over the LTE interface. It allows user to adjust the MTU size
to fit into their existing network environment.

7.1.2 LTE Ping Health

For LTE connection, you can enable “LTE Ping Health” to keep alive to avoid base station
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kicking out the device in idle time.

LTE > LTE Config > LTE Ping Health
Item Description

LTE Ping Health Select from Disable or Enable.
Interval Input the interval seconds of ping.
IPv4 Host 1 Input the address of IPv4 Host 1.
IPv4 Host 2 Input the address of IPv4 Host 2.
IPv6 Host 1 Input the address of IPv6 Host 1.
IPv6 Host 2 Input the address of IPv6 Host 2.
Hint Show the usage descriptions.

7.2 LTE > GPS Config

This section allows you to set up GPS Configuration and connect RS232 from the used router
to have more detailed information for your specific purpose.

.l GPS Config

Report To RS232 CLOG

NMEAType  # GBSV ¥ GGA ¥ RMC ¥ GSA

Apply

You can download software from internet and activate the GPS Configuration to display
what information you need from your software.

LTE > GPS Config
Item Description
Report to Select from RS232 and LOG.
NMEA Type Select from GSV, GGA, RMC and GSA.

For example, you can use some software depending on your requirements and activate the
GPS Configuration to display what information you need from your selecting software.

© ALLNET GmbH Computersysteme 2020 - All rights reserved
Errors and changes reserved
42




& (PowerGPS Trial 2.3.5) (Released for MTK)

- X
Flle View Setting MTK Tools Window Help
= o - HCT
;,//‘7 | | HOT ‘\v,xm Lmn| FULL |V|=-n @c‘ ST ‘ EPO ‘
M |la|@ | = ]| (=@ =], (=@ |[=]
PMTK T/F | NvEs T 65
S MTK Packet [arly chars betwssn § and ' 60
Send | [PMTK = p
45
Ressive e
T 3
s (=]
2
=30
E =
20
15
10
0 T T T T
61 G3 G6 G7
s[1en PRN
& Track =R EcE ) [Sll=l=] | = ===
{Heasital ] vttical | velncity | Prim | Sstup | Signal - Fix | Fix Qualie| 5V | DOP | Information WMEA | MTK Binary | Packet |
= 7 EPEGE] GGPGSV.31,11.01.48.028 3203.45.1 22,1906, 323231 07 24,15 m
~ a0 034405 3 $GPRGADT44Z200,2445 436302 N,121 00.554890E.1,04,1.1.101,
344113 GPAMCD14420.00 4,244 436254 N1 2100 554752.£,0.0,911
== s |0 0342011 $GPREAAZDLIETTZ530.,... 14100570
£ M
£ P = 40
s =]
i- ® S
=
£ 20
Z- 0 | hio Fix
o L] 1
' Time
-2 15 A 0.5 o 0.5 1 15 2 — - N
Delta East (m} ¥ =MinCHR [¥ =MaxCNR [¥ = Fix . N v

ew  Tools Help

S Iw )7

4 7 3 Front Banel Status |.;' Seatter flot | - Fositian Fiat [ﬁ WMEA Mandar

Latitude: 24.77396
Longitud 121.00931

Altitude: 131.400 M
PDOP: 1.2 (0.0)
HDOP: 0.9 (0.0)
VDOP: 0.9 (0.0)
Satellites Tracked: 7
Satellites in View: 11

© ALLNET GmbH Computersysteme 2020 - All rights reserved
Errors and changes reserved
43



7.3 LTE > Dual APN

This section allows you to understand the status of connectivity for Dual APN.

.l Dual APN

Connect Policy

Connect Action

Disable Roaming O No ® Yes

SIM Configuration APN1 APN2

Status Not Inserted
# SIM PIN Enable

SIM PIN
Confirmed SIM PIN
SiM PUK

Confirmad SIM PUK

Apply

e SIM PIN: If you have configured SIM PIN code into SIM card, please type SIM PIN code

in Dual SIM configuration to make unlock successfully.

e SIM PUK: If you have typed wrong SIM PIN code and retried more than 3 times, the SIM
Card will become the blocked mode. In this case, you have to type PUK and new SIM

code to unlock SIM Card.
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Old PIN
New PIN

PIN Remaining 0
Mumiber

FUEK Remaining 0

Mumiber

e Change SIM PIN : If you want to change SIM PIN code, you can click button and

type old SIM PIN code and new SIM PIN code. Please aware not to exceed the retry number

(PIN remaining number and PUN remaining number).

LTE > Dual SIM

Item

Description

Connect Policy

Connect Action

e Connect: After manually disconnect, it will show
button. Click to get connection or reboot the device to make it
automatically connect.

e Disconnect: When getting connection, the button
appear. After manually click Disconnect, the system would not
automatically get connection until next reboot.

Disable Roaming

e NO: Make the connection even the device is in roaming state.
e YES: No connection when the device in roaming state.

SIM Configurations

Status Display the status of SIM Card.
Enable to display SIM PIN setting.
SIM PIN Enable * - spiay Hing
e Disable to hide SIM PIN setting.
SIM PIN A personal identification number (PIN) for ordinary use to protect

your SIM card.

Confirmed SIM PIN

Double confirm SIM PIN.

SIM PUK

If user input the wrong SIM PIN more than 3 times, the user needs
another password personal unblocking code (PUK) for PIN
unlocking. Please check your operator for forgotten PUK number.

Confirmed SIM PUK

Double confirm SIM PUK.

Change SIM PIN

When you change the SIN PIN, please aware not to exceed the
retry number (PIN remaining number and PUN remaining

number).
Old PIN Please input the current SIM PIN.
New PIN Please input the newly update SIM PIN.
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PIN remaining number

Display the allowed remaining PIN retry number.

PUK remaining | Display the allowed remaining PUK retry number.
number
APN1/ APN2
The Access Point Name (APN) is the name of the setting that set
up a connection to the gateway between your carrier's cellular
APN network and the public Internet. Leaving it empty will search
internally database automatically by SIM card for connection.
However, please notice APN1 and APN2 must be manually
configured different setting while concurrently use.
The username can be input by user or the system will search from
Username . . .
internal database if the APN setting is empty.
Password The password can be input by user or the system will search from

internal database if the APN setting is empty.

Confirm Password

Double confirm password.

Auth
(None/PAP/CHAP)

If Auth mode is not None, most servers require username and
password above.
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7.4 LTE > Usage Display

This section shows the status of current SIM card, operator, IMSI and the charts for Real

Time, Hourly, Daily, Weekly, and Monthly.
(1) Real-Time Usage:

It displays accumulated real-time Download/Upload/Total MB for 10 seconds period.

il Usage Display

Current SIM: SIM1 Operator: Far EasTone IM3I: 466011100041467

Real Time Hourly Daily Weekly Monthly

Used MB in 10 Seconds

22VvB Owme 22VvB

Download Upload Total

Real Time Usage

o S
o B
_-__‘__.‘__._‘_—-——‘
-
m
=
-
-
W p—r———a— . . . . . . . . . . . . . . . . —————
80 58 54 50 48 48 44 42 ] 3B 38/ M 32 30 2 8 24 22 20 18 4 12 10 8 4 2

Window Size (80 Seconds)

(2) Hourly Usage:
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It displays Download/Upload/Total MB per hour in one day for current using SIM card
and the view window size is 24 hours.

.l Usage Display

Current SIM: 1M1 Operator: Far EasTone IMSI- 46601110004 1467
Real Time Hourly Daily Weekly Monthly
Hourly Usage
[ ] Cowrosd ] Upload [ ] To=
140
E n
40
o 1 2 3 4 g 8 7 2 g 0 2 4 5 ] 7 z 2 20 21 2 22
Hour Download Upload Total
0 0 0 0
1 0 0 0
2 0 0 0
3 0 0 0
4 0 0 0
5 0 0 0
G 0 0 0
7 129 34 163
8 0 0 0

(3) Daily Usage:

It displays Download/Upload/Total MB per day in one month for current using SIM card
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and the view window size is 31 days.

.l Usage Display

Current SIM: SIM1 Operator: Far EasTone IMSI: 46601110004 1467
Real Time Hourly Daily Weekly Monthly
Daily Usage
I ] Dowioad | | Upload [ ]| Total

160

140

100

g_

&0

40

20

} 1 2 3 4 5 -] T B "] 0 11 12 13 14 15 i@ 17 128 W% 20 2 22 X 24 25 M T B X N N

Day Download Upload Total
1 0 0 0
2 0 0 0
3 0 0 0
4 0 0 0
5 0 0 0
f ] ] ]
7 ] ] ]
a 0 0 0
g 0 0 0
10 0 0 0
" 129 34 163

(4) Weekly Usage:

It displays Download/Upload/Total MB per day in one week for current using SIM card

and the view window size is 7 days.
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_all Usage Display

Current SIM: SIM1 Cperator: Far EasTone IMSI: 466011100041467
Real Time Hourly Daily Weekly Monthiy
Weekly Usage
I ] Dowload | | Upload [ ] Total
140
% ”
40
SUN MON TUE WED THU FRI SAT
ek Day
Week Day Download Upload Total
SUN 0 0 0
MOM 129 M 163

(5) Monthly Usage:

It displays Download/Upload/Total MB per month in one year for current using SIM card
and the view window size is 12 months.

© ALLNET GmbH Computersysteme 2020 - All rights reserved
Errors and changes reserved
50



.all Usage Display

Current SIM: SIM1 Operator: Far EasTone IMSI: 466011100041467
Real Time Hourly Daily Weelkly Monthly
Monthly Usage
[ ] Dowiload | | Upload [ ] Total
140
E n
40
"JAN FEB MAR AFR MY JUN Jul AUG SEF ocT MOV OEC
Month
Month Download Upload Total
JAN 0 1] 0
FEE 0 0 0
MAR 128 34 163

7.5 LTE > SMS

This section provides two settings, one is SMS Action and the other is View SMS.

(1) When enabling SMS Action, it allows trust phone number which in Contacts/On Duty
list by sending key words SMS to trigger device setting/action/query status.
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SMS Action View SMS

Mods

) Disable @& Enable

Actions and Keywords Setup

Reboot

Disconnect LTE

Connect LTE

Disable OpenVPN

Enable OpenVPN

Disable IPSec

Enable IPSec

Query Mobile Status

Disable Alarm

Enable Alarm

Disable DO Alarm

Enable DO Alarm

Disable SMS Alarm

Enable SMS Alarm

Disable SNMP Alarm

Enable SNMP Alarm

Disable E-Mail Alarm

Enable E-Mail Alarm

DO On

DO Off

DO Pulse

Restore DO Alarm

##SMS REBOOT##

##MOBILE DISCONNECT##

#MOBILE CONNECT##

#OPENVPN DISABLE##

#OPENVPN ENABLE#

##|PSEC DISABLE##

##IPSEC ENABLE##

#HMOBILE STATUS#H#

##DISABLE ALARMz#

#HENABLE ALARM#

##DISABLE DO ALARM##

#ZENABLE DO ALARM##

##DISABLE SMS ALARM#

#HENABLE SMS ALARM#

##DISABLE SNMP ALARM#

#HENABLE SNMP ALARM##

##DISABLE EMAIL ALARM##

#HENABLE EMAIL ALARN#

##D0 ONs#

#D0 OFF#

#4D0 PULSE##

##RESTORE DO ALARM##

Hint: Only accept SMS from trusted and on duty members

Apply

(2) View SMS allows you to review the information of SMS that you have received,

®
including the state, phone and date and time. You can click . view button to

-
review all messages, button to clear all messages, and button to

reload all messages.
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SMS Action View SMS

# State Phone Date Time Message View

0 Read 0954000366 18/11/14 09:43:00 005B906050B34F8696FBTB5492349AD49A5T5230671F01ATTES005D60A8TE84514D8

18/11/14 09:48:00

005B906050B34F8696FB7B5492349AD49A575230671F901A77E5005D60A87684514D8
CBBOYAD49A575C0765BC003359295F8C5230671F002E4EFB610F937556DE8986672C7

C218A0A621675

Close

7.6 LTE > Serving Cell

This section displays all parameters, including the following items:
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il Serving Cell

Attr. Value
Rate LTE
RSRFP -104
RSRQ -9
SINR 12
RSCP

ECIO 0

Cell Identity 22014713
eNB ID 220147
Cell ID 13
PCIID 237
EARFCN 3250
UL Bandwidth 20MHz
DL Bandwidth 20MHz
RSSI 0 dBm

LTE > Serving Cell
Item Description
RSRP Reference Signal Received Power.
RSRQ Reference Signal Received Quality.
SINR Loarithmic value of SINR.
RSCP The Received Signal Code Power Level of the cell that was scanned.
ECIO Carrier to noise ratio in dB = measured Ec/lo value in dB.
Cell Identity eNB ID (20 Bits) + Cell ID (8 Bits).
eNB ID eNB ID.
Cell ID Cell ID.
PCI ID Physical Cell ID.
EARFCN The E-UTRA-ARFCN of the cell that was scanned.
UL Bandwidth Up Link Bandwidth.
DL Bandwidth Down Link Bandwidth.
RSSI Received Signal Strength Indication.

7.7 LTE > DNS

This section allows you to setup LTE specific DNS setting.
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APN1 DNS Server Configuration

IPv4 DNS Server #1 ‘ From ISP v

IPv4 DNS Server #2 User Defined
MNaone

IPv4 DNS Server £3 From ISP v

APN2 DNS Server Configuration

IPv4 DNS Server #1 From ISP v
IPv4 DNS Server #2 From ISP v
IPv4 DNS Server #3 From ISP v
Apply
LTE > DNS
Item Description

1. Each setting DNS Server has three options, including From
ISP, User Defined and None.

2. When you select From ISP, the IPv4 DNS server IP is
obtained from ISP.

3. When you select User Defined, the IPv4 DNS server IP is

IPv4 DNS Server #1
IPv4 DNS Server #2
IPv4 DNS Server #3

input by user.
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8 Configuration > WiFi

This section allows you to set up the WiFi configuration.
WiFi =
WIiFi Config
MAC Filter

Client List

8.1 WiFi > WiFi Config

This section allows you to set up the Wi-Fi configuration.

< Config

WiFi Network
AP Enable Disable @ Enable
AP Isolate ® Off On
HT Mode ® 20M 40M
Country Code TW - Taiwan v
Channel Auto v
Name(SSID) M330-W-44d1fa72d797

Hidden SSID ® Off On

Security Option WPA2-PSK(AES) v
Passphrase | sessese (8~63 characters)
Key Update 0 (0 no update or 30~86400 seconds)

WiFi > Config
Item Description

Turn on/off the Wi-Fi Network. Select from Disable or Enable. The
AP Enable .

default is Enable.

AP isolation is a technique for preventing mobile devices
AP Isolate connected to an AP from communicating directly with each

other.
HT Mode (HT 20M: Only 20MHz Operation is Supported,40M: Both 20MHz and
Capability) 40MHz Operation is Supported.
Country Code Select Country Area for supported Channels
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WiFi > Config
Item Description
Name(SSID) SSID is Wi-Fi identification. The maximum length is 32

SSID hiding is the process of hiding the network name from being
publicly broadcast.

Auto (Automatically select the best channel) or manually select

Hidden SSID

Channel channel number.

Security Option None / WPA2-PSK(AES).

Passphrase :}he legal length is 8 ~ 63. The string should belong to [0-9 A-F a-
Key Update 0 means no update or 30~86400 seconds update period.

8.2 WiFi > MAC Filter

This section allows you to set up MAC Filter.

= WiFi Network MAC Filter

Mods » Disable Enable
# Mode MAC Address Edit
1 Disable E
2 Disable E
3 Disable E
4 Disable E
5 Disable E
6 Disable E
7 Disable E
8 Disable E
g Disable E
10 Disable E
1 Disable E
12 Disable E
13 Disable E
14 Disable E
15 Disable E
16 Disable
Apply
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After clicking edit button, you can edit your MAC address.

Edit MAC Filter Entry #1

Mode # Disable Enable
MAC Address
Save
WiFi > MAC Filter
Item Description
Mode Select from Disable. The default is Disable.
MAC Address Fill in your MAC address.

8.3 WiFi > Client List

This section allows you to see all the Connected WiFi Client List.

< Client List

WiFi Client List
MAC Address IP Address Connected Time
BC:6C21:5D:17:23 19216815 6
Item Description
MAC Address MAC Address

Client IP Address

IP Address
Connected Time in Seconds.

Connected Time
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9 Configuration > LAN
This section allows you to configure LAN IPv4, LAN IPv6, VLAN and Subnet.

LAN r—
[Pvd

IPv&

VLAN

Subnet

9.1 LAN > IPV4

Set up your IP Address and IP Mask. Also, fill in the information of DHCP Server
Configuration.

= LAN IPv4

IP Address 192.168.1.1

IP Mask 255 255 2550
DHCP Server Configuration

# DHCP Server Configuration

IP Address Pool From| 192.168.1.2 To 192.168.1.254

Apply

LAN > IPv4
Item Description
e |P Address:192.168.1.1
e |P Mask:255.255.255.0

LAN IPv4 Both of them are default, you can change them according to your
local IP Address and IP Mask.

DHCP Server e Enable to make router can lease IP address to DHCP clients

Configuration which connect to LAN.

e Define the beginning and the end of the pool of IP addresses

IP Address Pool which will lease to DHCP clients.
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9.2 LAN > IPv6

Select your type of IPv6, which shows Delegate Prefix from WAN or Static, and then set
up DHCP Server Configuration, including Address Assign, DNS Assign and DNS Server.

= LAN IPv6

Type & Delegate Prefix from WAN Static

Static Address
DHCP Server Configuration

Address Assign * Stateful Stateless

Apply

LAN > IPv6
Item Description
¢ Delegate Prefix from WAN
Select this option to automatically obtain an IPv6 network prefix
from the service provider or an uplink router.
e Static
Select this option to configure a fixed IPv6 address for the cellular
router’s LAN IPv6 address.
Static Address | You need to input the static address when you select the static type.
DHCP Server Configuration
Select how you obtain an IPv6 address.
e Stateless: The cellular router wuses IPv6 stateless auto
configuration. RADVD (Router Advertisement Daemon) is enabled
Address Assign to have the cellular router send IPv6 prefix information in router
advertisements periodically and in response to router solicitations.
e Stateful: The cellular router uses IPv6 stateful auto configuration.
The LAN IPv6 clients can obtain IPv6 addresses through DHCPv6.

Type

9.3 LAN > VLAN

This section allows you to set up VLAN that provides a network segmentation system to
distinguish the LAN clients and separate them into different LAN subnet for enhancing
security and controlling traffic.

Mode = Off Tag Baze

VLAN Isclation Off @ On

Apply

When VLAN Mode is set to Tag Base, the VLAN setting window will appear as shown below.
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The VLAN Isolation function allows administrator to separate the different Subnet (VLAN).
When it is on, the different Subnet (VLAN) user cannot communication each other.

Mode Off ® Tag Base
VLAN Isolation Off @ On
Enable Subnet VID Name
’ NET1 v . lan({Full Feature LAN)
NET? v 2 lan 2(LAN)
NET3 v 3 lan 3(LAN)
NET4 . 4 lan.4(LAN)
NET5 v 5 lan 5(LAN)
NETE N 6 lan G(LAN)
NET7 v 7 lan.7(LAN)
NETS v 8 lan 8(LAN)
Apply

For each row, the settings can be enabled or disabled by checkbox and select the Subnet
and the VLAN ID (VID). The Subnet sets up the IP address and IP mask for the router, so
this router can communicate with the third party by this IP address and IP mask on this VLAN.

(Note: The NET1 can't remove it and fixes in the first row.)

Furthermore, the Subnet provides DHCP Server function to allow the third party for the
same VLAN to get IP address and IP mask. Therefore, you do not need to configure manually.

(Note: The subnet information window will show from LAN > Subnet.)

LAN > VLAN (1-port LANSs)

Item Description
Mode The VLAN mode is Off or Tag Base (802.1p VLAN).
VLAN Isolation The VLAN Isolation is Off or On.
Enable The assigned row of setting is enabled.
Subnet The subnet provides IP address and IP mask for the router.
VID The VLAN ID range is from 1 to 4094.
Name The Interface name and LAN feature.
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9.4 LAN > Subnet

This section allows you to get the information of IP Address and IP Mask and edit for the
VLAN Subnets from DHCP Server Configuration.

Name IP Address IP Mask Edit
NET2 192.168.2.1 255.255.255.0 E
NET3 192.168.3.1 255.255.255.0 E
NET4 192.168.4.1 255.255.255.0 E
NETS 192.168.9.1 295.259.255.0 E
NET6 192.168.6.1 255.255.255.0 E
NETT 192.168.7.1 255.255.255.0 E
NET8 192.168.8.1 255.255.255.0 E

Note: Subnet NET1 is the default IPv4 LAN, go IPv4 for configuration.

Apply

This Subnet setting is the same as LAN > IPv4 setting and follows with Tag Base Mode of
VLAN to enable the function.

Edit Subnet NET2

IP Address 192.168.2.1
IP Mask 255.255.255.0
DHCP Server Configuration

[/ DHCP Server Configuration

IP Address Pool From| 192.168.2.2 To| 192.168.2.254

Save
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101IP Routing

This section allows you to configure the Static Route, RIP, OSPF, and BGP.

IP Routing p 4

Static Route
RIP
OSPF
BGP
101 IP Routing > Static Route

This section allows you to configure the Static Route. A static route is a pre-determined path

that network

information must follow to reach a specific host or network.

3¢ Static Route

Mode = Off Oon
Settings Status
Mode Name Destination Gateway Interface Delete
or ® On 192 168.100.0/24 192.168.1.250 B
Mode Off ® On
Name
Destination
Gateway
Interface <empty> v
Apply
IP Routing > Static Route > Settings
Item Description
Mode The setting is for full network. Select from Off or On.
Settings
Mode The setting is for the specific network. Select from Off or On.
Name Set up each name for your running host or network.
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Destination | Fill in the destination of a specific subnet or IP from network.

Gateway Fill in the gateway address of your router.
Interface Select the interface from LAN or Ethernet.
Note:

® The destination field is required to fill in. The format of destination is IPv4 or IPv6.

® The address of gateway or the type of interface can be chosen one or both to fill in the
field.

® There are two fail situations when you fill in the incorrect type for the field.

(1) Input the invalid format of destination. The interface is shown in |Apply fail to notice.

S

Apply fail

Destination: 192.168.10.256
Error; Invalid Destination

(2) Input the IP address of destination/gateway from IPv4 and IPv6 at the same time.
The interface is shown in to notice. You should select either IPv4 or IPv6
as the address of destination/gateway.

©

Apply fail

Destination: 2000::/48
Gateway: 192.168.1.200

Error: Destination Gateway Type Not Matched

The status tab shows the information from the settings of static route.

© ALLNET GmbH Computersysteme 2020 — All rights reserved
Errors and changes reserved
64



34 Static Route

Mode ® Off on
Settings Status
Destination Gateway Interface Protocol
default 10.35.128.186 LTE
10.35.128.184/30 LTE kermnel
192.168.1.0/24 lan kernel
2401:e180:8842:1076::/64 lan kernel
2000::/3 LTE
fe80::3131:745b:7dd6:8172 LTE
fe80::/64 eth0 kermnel
fes0:./64 lan kemnel
fe80::/64 wlan0 kernel
fesl:/64 LTE kemel
default fe80::3131:745b:7dd5:8172 LTE
Apply
IP Routing > Static Route > Status
Item Description
Mode The setting is open for full network. Select from Off or On.
Status
Destination Show the status of destination from the setting section.
Gateway Show the status of gateway from the setting section.
Interface Show the status of interface from the setting section.
Protocol Show the status of protocol from the setting section.
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10.2 IP Routing > RIP

This section allows you to configure RIP and select the mode from Disable or Enable. The

default is Disable.
Note:

RIP (Routing Information Protocol, RFC 2453) is an Interior Gateway Protocol (IGP) and is

commonly used in internal networks. It allows a router to exchange its routing information
automatically with other routers, and allows it to dynamically adjust its routing tables and
adapt to changes in the network.

General Interfaces

Mode

Redistribute local routes

Redistribute connected routes

Redistribute OSPF routes

Redistribute BGP routes

s Off On

s Off On from the device's own routing table

s Off On to networks which are directly connected to the device
= Off On learned via the OSPF routing protocol

s Off On learned via the BGP routing protocol

Apply

IP Routing > RIP > General

Item Description

General
Mode Select from Off or On to open or close RIP function.
Redistribut local o

ecistribute oca Select from Off or On to open or close redistribute local routes.
routes
Redistribute connected | Select from Off or On to open or close redistribute connected
routes routes.
Redistribut OSPF -
r:utlcs-zs" ute Select from Off or On to open or close redistribute OSPF routes.

Redistribute BGP routes | Select from Off or On to open or close redistribute BGP routes.
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General Interfaces

e Maode Interface Authentication Key Key ID Passive Edit Delete

Add RIP Interface

Mode Off ® On
Interface eth1(WWAN Ethemat) v
Authentication md5 v
Keay The key used for authentication (maxlength=16)
Key ID 1 The ID of the key usad for authentication (1-255)
Passive s Off On Do not send out RIP packets on this intarface

Apply

IP Routing > RIP > Interfaces

Item Description
Interfaces
Select from Off or On to use or not to use the RIP function in the
Mode .
interface.
Interface Select from eth1 (WAN Ethernet) or LAN.

Select from none or md5 to approve authentication.
Authentication | Note:

Please offer Key and Key ID when you select md5 to use HMAC-MD5.
Key The key used for authentication (maxlength=16).

Key ID The ID of the key used for authentication (1-255).

Select from Off or On to send out or not to send out RIP packets on
this interface.

Passive
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10.3 IP Routing > OSPF

This section allows you to set up OSPF with three sub configurations, including General,
Interfaces and Networks configuration.

(1) General Configuration

X OSPF

General Interfaces Networks

Mode & Off On

Redistribute local routes ® Off on from the device's own routing table

Redistribute connected routes ® Off on to networks which are directly connected to the device
Redistribute RIP routes ® Off on learned via the RIP routing protocol
Redistribute BGP routes ® Off on learned via the BGP routing protocol

Apply
IP Routing > OSPF > General
Item Description

Mode Select from Off or On to open or close OSPF function.

Redistribute local routes Select from Off or On to open or close redistribute local
routes.

Redistribute connected | Select from Off or On to open or close redistribute

routes connected routes.

Redistribute RIP routes Select from Off or On to open or close redistribute RIP
routes.

Redistribute BGP routes stetcetsfrom Off or On to open or close redistribute BGP
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(2) Interfaces Configuration

There are 2 parts for OSPF Interfaces configuration.
e OSPF Interfaces Summary
Click button to edit the existed interface.
Click button to delete the existed interface.
e Add/Edit OSPF Interface

Note: This interface can be added at maximum is 2.

X OSPF

General Interfaces MNetworks
Summary
# Mode Interface Authentication KEY KEY [n] Cost Passive Edit Delete
1 on ethi none - - 0 off (@ | B
Add OSPF Interface Add/Edlt
IMode Qff ® On
Interface eth1 v
Authentication mds v
Key The key used for authentication (maxlength=18)
Key ID 1 The 1D of the key used for authentication (1-255)
Cost 0 The cost for sending packets via this interface (0: OSPF defaults)
Passive = Off on Do not send out OSPF packets on this interface
Apply
IP Routing > OSPF > Interfaces
Item Description
Mode Select from Off or On to use or not to use the OSPF function in the
interface.
Interface Select from eth1 (WAN Ethernet) or LAN.

Select from none or md5 to approve authentication.

Authentication | Note:
Please offer Key and Key ID when you select md5 to use HMAC-MD5.

Key The key used for authentication (maxlength=16).
Key ID The ID of the key used for authentication (1-255).
Cost The cost for sending packets via this interface (0: OSPF defaults).

Select from Off or On to send out or not to send out OSPF packets on

Passive ..
this interface.
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(3) Networks Configuration
There are 2 parts for OSPF Networks configuration.
e OSPF Networks Summary
You can edit and delete the existed OSPF networks.
e OSPF Networks Add/Edit

This sub configuration is used to configure all the networks, the maximum is 2.

X3 OSPF

General Interfaces Networks
# Mode Prefix Prefix Length Area Edit Delete
1 on 192.168.1.1 24 0 (@ | [ x |
Add OSPF Network Add/Ed“:
Mode Off ® On
Prefix DOOC XOOC XK XXX Prefix of the network
Prefix Length 24 Length of the prefix
Area 0 Routing area to which this interface belongs (0-65535, 0 means
backbone)
Apply

IP Routing > OSPF > Networks

Item Description
Mode Select from Off or On to enable the network setting.
Prefix Set Prefix of the network

Prefix Length | Set Length of the prefix
Routing area to which this interface belongs (0-65535, 0 means
backbone)

Area
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10.4 IP Routing > BGP

This section allows you to set up BGP with three sub configurations, including General,
Neighbors and Networks configuration.

(1) General Configuration

X3 BGP

General Neighbors Netwoks

Maode s Off On

AS Nurnber 1 The number of the autonomous system (1 ~ 4294967255)
Redistribute local routes = Off On from the device's own routing table
Redistribute connected routes s Off On to networks which are directly connected to the device

Apply
IP Routing > BGP > General
Item Description

General
Mode e Off: BGP function is off.

e On: BGP function is on.
AS Number The number of the autonomous system (1 ~ 4294967295)

.. e Off: Not redistribute local routes from the device's own routing

Redistribute

table.
e On: Redistribute local routes from the device's own routing table.
e Off: Not redistribute connected routes to networks which are

local routes

Redistribute . .

directly connected to the device.
connected - . .
— e On: Redistribute connected routes to networks which are directly

connected to the device.
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(2) Neighbor Configuration

The neighbors sub configuration is used to configure all the BGP routers to peer with
and the maximum neighbors is 16.

X BGP

General Neighbors Netwoks
#  Mode IP Address AS Number Multihop Update Source Address Edit Delete
1 on 192.168.1.105 1 on (@ | [ x |

Add BGP Neighbor

Mode Off ® On
IP Address IP address of the peer router
AS Number 1 Autonomous system number of the peer router
Multihop Off ® On Allow multiple hops between this router and the peer router
Update Source Mode ® Of on Whether to specify the source address to this neighbor
Update Source Address The source address to this neighbor

Apply
IP Routing > BGP > Neighbors
Item Description
Mode Select from Off or On to enable the neighbor setting.
IP Address Set IP address of the peer router.
AS Number Autonomous system number of the peer router.
Multihop Allow multiple hops between this router and the peer router.
Update Source Mode Whether to specify the source address to this neighbor.
Update Source The source address to this neighbor.
Address
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(3) Networks Configuration

The networks sub configuration allows to add IP network prefixes that shall be
distributed via BGP in addition to the networks that are redistributed from other sources
as defined on the general sub configuration and the maximum neighbors is 16.

X BGP

General Neighbors Netwoks
# Mode Prefix Prefix Length Edit Delete
1 on 4440 24 E n
Add BGP Network
Mode Off ® On
Prefix WO 200 YOO 00C Prefix of the network
Prefix Length 24 Length of the prefix

Apply

IP Routing > BGP > Networks
Item

Description
Mode Select from Off or On to enable the network
Prefix Set Prefix of the network
Prefix Length Set Length of the prefix
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11 Configuration > VPN

This section allows you to configure Open VPN, IPsec, GRE, PPTP Server, and L2TP.
VPN o
Open VPN

IPSec

GRE

PFTF Server

L2TP

111 VPN > Open VPN

This section allows you to set up the connection of Open VPN. The default mode is Disable.
From Log tab, the interface will show the status of connection to make you follow the
situation whenever it is successful or fail connection.

@ Open VPN

Mode @ Disable ) Enable

# Mode VPN Mode Device Protocol Port Edit
1 Disable Client TUN uDP 1701 @
2 Disable Client TUN uDP 1701
3 Disable Client TUN uDP 1701
4 Disable Client TUN uDP 1701
5 Disable Client TUN uDP 1701
6 Disable Client TUN uDP 1701
7 Disable Client TUN UDP 1701
8 Disable Client TUN uDP 1701
9 Disable Client TUN UDP 1701
10 Disable Client TUN uDP 1701

Apply
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‘ 11.1.1 Open VPN Common Setting

(1) Click E button to edit Open VPN Connection.

(2) From Setting tab, you can set up the connection of Open VPN.

Edit Open VPN Connection #1

Seting  Log
Mode ® Disable Enable
VPN Mode O Server ® Client O Custom
VPN Type @ Roadwarrior ) Bridging
Status Idle

TLS Mode ® Disable © Enable

Cipher BF-CBC v

IPv6 Mode ® Disable © Enable

Device ® TUN O TAP

Protocol ® UDP © TCP

Port 1701
VPN Compression @® Disable ) Enable
Authentication Certificate v
VPN > Open VPN > Setting
Item Description
Mode Turn on/off Open VPN to select Disable or Enable.

e Server: Tick to enable Open VPN server tunnel.

e Client: Tick to enable Open VPN client tunnel. The default is
Client.

VPN Mode e Custom: This option allows user to use the .ovpn configuration
file to quickly set up VPN tunnel with third-party server or use
the Open VPN advanced options to be compatible with other
servers.

e Roadwarrior (default)

VPN Type e Bridging: Bridging the VPN tunnel and LAN/VLAN

Status Display the status of Open VPN.

TLS Mode Sglect from Disable or Enable for data security. The default is
Disable.

Cipher The Open VPN format of data transmission.

IPv6 Mode Select from Disable or Enable. The default is Disable.
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Device Select from TUN or TAP. The default is TUN.

Select from UDP or TCP Client which depends on the application.
The default is UDP.

Port Enter the listening port of remote side Open VPN server.

Protocol

. Select Disable or Enable to compress the data stream. The default
VPN Compression

is Disable.
e Select from two different kinds of authentication ways:
Authentication Certificate or pkcs#12 Certificate.

e The pkcs#12 option is only available on the VPN client mode.

11.1.2 Open VPN Client Setting |

Select option “Client” from VPN Mode, and this section allows you configure the Open VPN
client route and authentication files.

The files could be imported by clicking button and the file should be downloaded
from Open VPN server.

Client
Server Address 0.0.00

Route Client Metworks s Off On

Local Network
Network
MNetmask
NAT

1:1 NAT s Off On

Client - Security
Root CA &, Import
Cert &, Import
Key &, Import

P12 &, Import

Back Refresh

VPN > Open VPN > Client VPN Mode
Item ‘ Description
Client
Server Address Fill in WAN IP of Open VPN server.
Route Client Select from Off or On. This setting needs to match the server
Networks side. When enabled, the cellular router will auto apply the
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properly routing rules.

Local Network

The local network exported by OpenVPN. When keeping this

Network option blank, the OpenVPN will export the LAN network
automatically.
The local netmask exported by OpenVPN. When keeping this
Netmask option blank, the OpenVPN will export the LAN netmask
automatically.
NAT
e Tick to enable NAT Traversal for Open VPN. This item must
be enabled when the router under NAT environment.
1:1 NAT e Select from Off or On.

e When two routers’ LAN Subnet are same and create Open
VPN tunnels, this function should be turned on.

Client-Security

The Certificate Authority file of Open VPN server could be

Root CA downloaded from Open VPN server.

Cert The certification file is for Open VPN client, which could be
downloaded from Open VPN server.

Key The private key file is for Open VPN client, which could be
downloaded from Open VPN server.

P12 The PKCS#12 file is for Open VPN client, which could be

downloaded from Open VPN server.

11.1.3 Open VPN Server Setting

Select option “Server” from VPN Mode, and this section allows you to configure the server

status of VPN Mode.

Note: When selecting the option of Route Client Networks, the Open VPN server will
route the client traffic or not.

You should fill in the client IP and netmask when this option is enabled.
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Roadwarrior

Route Client Networks

#1
#2

#3

#7

Local Network
Metwork
MNetmask

NAT

1:1 NAT

o Off @& On

Connections - Net / Mask

0.0.0.0 Il 0.0.00
0.00.0 Il 0.0.00
0.000 /1 0.0.0.0
0.0.0.0 Il 0.0.00
0.0.0.0 /I 0.0.0.0
0.00.0 I 0.0.0.0
0.000 /| 0.0.0.0
0.00.0 Il 0.0.00

Blank will use default LAN network

Blank will use default LAN netmask

® Of OO0

=

Server - Server Security

Root CA
Cert, Key
Server - User Security

.ovpn Server Address

User 1 ] Valid
User 2 [ Valid
Userd [0 Valid
User4 [ Valid
User 5 [ Valid
User6 [0 Valid
User 7 ] Valid
User 8 [ Valid

Back

@, Create

@, Create

blank: auto detect the WAN IP address

@, Create password for create

LN ECECN | password for create

&, Create password for create

& Create password for create

LRECECH | password for create

&, Create password for create

& Create password for create

& Create password for create

VPN > Open VPN > Server VPN Mode
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Item Description

Server

VPN Network The network ID for Open VPN virtual network.

VPN Netmask The netmask for Open VPN virtual network.

Roadwarrior: Select from Off or On. The Open VPN server will route the client
Route Client | traffic or not. User should fill in the client IP and netmask when
Networks this option is enabled.

Local Network

The local network exported by OpenVPN. When keeping this
Network option blank, the OpenVPN will export the LAN network
automatically.
The local netmask exported by OpenVPN. When keeping this
Netmask option blank, the OpenVPN will export the LAN netmask
automatically.

NAT

e Tick to enable NAT Traversal for Open VPN. This item must
be enabled when router under NAT environment.

1:1 NAT e Select from Off or On. The default is Off.

e When two routers’ LAN Subnet are same and create Open
VPN tunnels, this function is turned on.

Server- Server Security
Root CA Create Root CA key.

Cert, Key and DH Create Cert, Key and DH key.
Server- User Security

According to your requirement, you can create different kinds

User 1 - User 8 .
of user security key from User 1 to User 8.

11.1.4 Set up Open VPN Custom

For Custom of VPN Mode, this section helps you use the .ovpn configuration file to quickly
set up VPN tunnel with third-party server or use the Open VPN advance options to be
compatible with other servers.

Note:

® \When clicking the button, you can import third-party Open VPN

configuration that find out from Internet and save the document into your server or PC.

® After importing the file, the interface will show button. Click for
displaying the information and for downloading the file.

® For third-party Open VPN configuration, suggest from http://www.vpngate.net/en/
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Edit Open VPN Connection #1

Setting | Log

IMode ® Disable Enable

VPN Mode Server Client @® Custom

Custom Config B import ~ovpn | |

Username
Password

Status Idie

VPN > Open VPN > Custom VPN Mode

Item Description
Mode Select from Disable or Enable. The default is Disable.
VPN Mode Select from custom mode.

Custom Config

Import Open VPN configuration.

Fill in the username if the imported file has already set up the

Username
username.
Password Fill in the password if the imported file has already set up the
password.
Status Display the connection status of Open VPN, such as IP address and the

connected time.
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11.2 VPN > IPsec

This section allows you to set up IPsec Tunnel. The setting has four tags, Connections,
Authentication IDs, X.509 Certificates, and CA Certificates.

For the IPsec connection which be authenticated by pre-shared key, it only need to setup
the Connections and Authentication IDs. For the IPsec connection which be
authenticated by RSA or TLS, the settings must cover the four parts.

Mode ® Disable Enable

Type @ Policy-based Foute-based

VPN > IPsec > General setting
Item Description

Mode Select from Disable or Enable. The default is Disable.

11.2.1 IPsec > Connections

This section provides the information of the IPsec connections. Each connection will show
the State, IKE information and Tunnel information.

® In the default setting, the list of connections is empty. You can create the new connection
by click [+ Add Connection| button.

® For the edit, you can click the \:| and buttons to edit IPsec phase 1 and
phase 2 setting respectively.

® For the advance settings, like Dead Peer Detection, a.k.a DPD, you can click the
button to edit it.

Mode ® Disable Enable

Connections Authentication 1Ds X509 Certificates CA Certificates

IPsec SA active and link up

| : Edit IPsec Phase 1 setting

. O .

« O : Only IPsec SA active e .

« - Connecting . : Edit IPsec Phase 2 setting

« © :|Psec SAinactive « - : Edit IPsec Advance setting

« O :Disabled

# Name State IKE information Tunnel information

1 o (# Phase 2

+ Add Connection

Apply
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(1) IPsec Phase 1 Setting

Connection #1 Phase 1

Mode

Name

Protocol

Aggressive mode

Auth Type

Encryption

Hash

DH Group

Lifetime

Local Host

Local ID

Remote Host

Remote 1D

® Disable Enable

IKEv1

Disable

PSK

AES128

SHA1

5 (1536 bit)

3 hours

<empty> (allow any)

<empty> (allow any)

Back Save
VPN > IPsec > Connections > Phrase 1 setting
Item Description

Mode Select from Disable or Enable. The default is Disable.

Name Short name or description.

Protocol Select from IKEv1 or IKEv2. The default is IKEv1.
Select from Disable or Enable. The default is Disable.

Aggressive When this option be enabled, the connection will be running on

mode IKEv1 Aggressive mode.
(Note: This option only work on IKEv1.)

Auth Type Select from PSK (default), RSA, EAP-TLS.
(Note: The EAP-TLS is for IKEv2 only.)

Encryption The encryption algorithm.
Select from AES128 (default), AES192, AES256 or 3DES.

Hash The integrity algorithm.
Select from MD5, SHA1 (default) or SHA256.
The Diffie Hellman Group.

DH Group Select from 1(768 bit), 2(1024 bit), 5(1536 bit) (default), 14(2048 bit),
15(3072 bit), 16(4096 bit), 17(6144 bit) or 18(8192 bit).
The length of the keying channel of a connection.

Lifetime Select from 30 minutes, 1 hour, 2 hours, 3 hours, 6 hours, 12 hours or
24 hours.

Local Host The IP address of the router's public network interface.
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If this value is blank, the connection will automatically detect the
correct IP address.

Local ID

The identification for authentication on local peer.
Select from the created authentication IDs or empty.

Remote Host

The IP address of the peer gateway's public network interface.
If this value is blank, the connection will act the server role to wait
the incoming request.

Remote ID

The identification for authentication on remote peer.
Select from the created authentication IDs or empty.

(2) IPsec Phase 2 Setting

Connection #1 Phase 2

Protocol ESP v
Encryption AES128 v
Hash SHA1 v

DH Group 5 (1536 bit) v
Lifetime 3 hours b

Local Subnet

Remote Subnet

Service Any v

Save

VPN > IPsec > Connections > Phrase 2 setting

Item Description

Protocol Only support ESP.

Encryption The encryption algorithm.
Select from AES128 (default), AES192, AES256 or 3DES.

Hash The integrity algorithm.
Select from MD5, SHA1 (default) or SHA256.
The Diffie Hellman Group.

DH Group Select from 1(768 bit), 2(1024 bit), 5(1536 bit) (default), 14(2048 bit),
15(3072 bit), 16(4096 bit), 17(6144 bit) or 18(8192 bit).
The length of a particular instance of a connection.

Lifetime Select from 30 minutes, 1 hour, 2 hours, 3 hours, 6 hours, 12 hours or

24 hours.

Local Subnet

The private subnet behind the router.

The available formats are A.B.C.D, A.B.C.D/M, A.B::C.D or A.B::C.D/M

If this value is blank, the connection will set it as the “Local Host” of
Phase 1 setting.

Note: This option only work on Policy-based IPsec VPN type.

Remote

The private subnet behind the peer gateway.
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Subnet

The available formats are A.B.C.D, A.B.C.D/M, A.B::C.D or A.B::C.D/M

If this value is blank, the connection will set it as the “Remote Host"” of
Phase 1 setting.

Note: This option only work on Policy-based IPsec VPN type.

Service

Restrict the VPN traffic to the particular protocol only.
Select from the Any, TCP, UDP or L2TP.

(3) IPsec Advance Setting

Connection #1 Advance

DPD interval (s)

DPD retry

30

5

Save

VPN > IPsec > Connections > Advance Setting

Item

Description

DPD interval

The period time interval to detect dead peers.
The default is 30 seconds.

DPD retry

The max number of retry of dead peer detection.
The default is 5 times.
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11.2.2 IPsec > Authentication IDs

This section provides the authentication ID set to authenticate the IPsec connections.

In the default setting, the list of authentication ID is empty. You can create the new
authentication ID by click |+ Add Authentication ID| button.

Note: Please apply the changes before editing the connection settings.

Maode & Disable Enable

Connections Authentication IDs X.509 Certificates CA Certificates

= ID Type Pre-shared Key / X.509 Certificate

1 PSK v

<+ Add Authentication 1D

Apply

VPN > IPsec > Authentication IDs
Item Description
The identification for authentication.
It only work on PSK type.
Select from PSK or RSA. The default is PSK.
Type e PSK: Use the pre-shared key to authenticate the connection.
® RSA: Use the certificate to authenticate the connection.

ID

Pre-shared Key The X.509 certificate for authentication.

/
X.509 The certificate could be generated or imported by X.509 Certificates
Certificate section.
According to the above options, there are some combinations to authenticate the IPsec
connection.
VPN > IPsec > Authentication IDs
Pre-shared
# ID Type Key / X.509 Comment
Certificate
1 PSK password The d‘efault password for the PSK
connections.
The password only for the PSK connection
. with remote.IPsec ID.
2 | remote.ipsec | PSK 2WSAHEDC Normally, this case will be wused to
authenticate peer gateway.
. The identification for the connection.
3 local.ipsec PSK . .
Normally, this case will be used to announce
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the ID of the router.

The ID field will be omitted, and use the

4 test RSA | created X.509 common name(CN) of X.509 as the ID field.

11.2.3 IPsec > X.509 Certificates

This section provides the certificates setting which could be used by IPsec authentication ID.

Each certificate will show the State and Subject information and provide the controlling
buttons to let user import, download or edit the certificate/key files.

Note: Please apply the changes before editing the Authentication IDs settings.

B IPSec

Mode = Disable © Enable

Conneciions Authentication IDs X509 Ceriificates CA Cerlificates
+ & : Generated « i :GetlInformation
« I : Imported « | & :Download File
e X /i i §

. Cert or l_(eu_. is missed « B :ImportFile
« - Generafing

« O :Waiting Apply

ks State  Subject Cert Key Edit
1 v C=CN, O=Company, CN=local.ipsec i X i X [
2 v C=CN, O=Company, CN=remote.ipsec i X i X [

+ Add X 509
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11.2.4 |Psec > CA Certificates

This section provides the CA certificates setting which could check whether the X.509
certificate is valid or not.

There is one self-signed CA (generated by the router), and it supports the user import the
self-signed CAs to the router. The self-signed CA will help the router to verify the self-signed
X.509 certificate which is imported on X.509 Certificates section.

Each CA certificate will show the State and Subject information and provide the controlling
buttons to let user could download or edit the certificate / key files.

B IPSec

Mode = Disable Enable

Connections Authentication 1Ds X509 Ceriificates CA Certificates
o & : Generated o | i : Getlinformation
» [  Imported « | & |: Download File

« <% Generating
« QO Waiting Apply

- State  Subject Cert Edit
Self-signed CA < C=CN, O=Company, CN=ipsec.ca il& (#
+ Add CA cerificate

Certificate Generation

There are two kinds of certificate generated by router, one is self-signed CA, the other is
X.5009.

To generate the self-signed CA certificate:

1. Navigate to [CA Certificates| tab.

Click the '~ edit button to navigate the Certificate Setting page.

Click the [Generate Certificate] button and [Save].

2.
3. Fill up the information of the CA certificate.
4.
5.

Click the Apply button to apply the changes.
To generate the X.509 certificate:

1. Make sure the self-signed CA certificate generated.

2. Navigate to [X.509 Certificates| tab.
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N oo v s~ W

Certifi

Add the new X.509 certificate by [+ Add X.509 button. (If it's not existed.)
Click the Edit button to navigate the Certificate Setting page.

Fill up the information of the X.509 certificate.

Click the |Generate Certificate] button and [Save].

Click the |Apply button to apply the changes.

cate Setting

VPN > IPsec > CA Certificates

Item

Description

Country Name

The 2-letter country code. e.g. US
This option is required for certificate generation.

State

The state name. e.g. Some-State

Location

The location name. e.g. city-name

Organization Name

The organization name. e.g. company-name
This option is required for certificate generation.

Organization Unit
Name

The organization unit name.

Common Name

The host name associated with the certificate. e.g.
example.com
This option is required for certificate generation.

E-mail

The maintainer's E-mail.

Country Name (C)

State (ST)

Location, e.g. city (L)

Orgnization Name (Q)

Orgnization Unit Name (OU)

Common Name (CN)

E-mail

Self-signed CA Cerlificate

# Generate Certificate

Save

Certificate Importing

Same as the Certificate Generation, the router supports the CA and X.509 certificate
importing.

To import the CA certificate:

1.

Navigate to [CA Certificates| tab.
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Click the |+ Add CA certificate| button.

Select the CA certificate file from browser window.

When the file be selected and everything all right, the newly CA certificate will show
the CA certificate list with Imported state.

To import the X.509 certificate:

1.
2
3
4.
5

6.
7.
8.

Navigate to X.509 Certificates| tab.
Click the + Add X.509 button. The list will pop up the blank X.509 entry.

Click the button.

Select the X.509 certificate file from browser window.

. When the file be selected and everything all right, the state should be Cert or Key

is missed.
Click the Key Import button.
Select the X.509 key file from browser window.

When the state shown Imported, the importing procedure is completed.

Download the certificate

If the certificate is generated or imported, there will be the download button to download
each certificate and key file.

Note: When the connection is authenticated by RSA or EAP-TLS, the user must download
the X.509 certificate, key and CA certificate, and import the files to the remote gateway.

11.2.5 IPsec > Net-to-Net Configuration

In this case, the IPsec VPN tunnel uses the two LAN side subnet clouds and makes them
communicate each other. There are two part settings for the Cellular router IPsec feature.

Cellular Router Cellular Router
IPSec server WAN: 10.0.0.1/24 e IPSec client

Local ~ WAN: 10.0.0.2/24

JLAN 192.168.100.1/24 JLAN 192.168.200.1/24

Remaote

PC1:192.168.100.2/24 PC2: 192.168.200.2/24

® Pre-shared Key authentication

Configure Net-to-Net VPN Server

1. Change Mode from Disable to Enable.

2. Navigate to the |[Authentication IDs tab.
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3. Add the authentication ID
* Keep ID as blank, Type as PSK and fill the password to Pre-shared Key field.
4. Apply the changes
5. Navigate to the tab.
6. Add IPsec connection
(1) Edit the phase 1 setting
(2) Change Mode from Disable to Enable.
(3) Save the changes.
(4) Edit the phase 2 setting
(5) Fill up the Local Subnet and Remote Subnet.
* e.g. Local Subnet: 192.168.100.0/24, Remote Subnet: 192.168.200.0/24
(6) Save the changes
7. Apply the changes

Mode " Disable @ Enable

Type © Policy-based () Route-based

Connections Authentication IDs X.509 Certificates CA Certificates

- # ID Type Pre-shared Key / X.509 Certificate

+ Add Authentication ID
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Connection #1 Phase 1

Mode ") Disable @ Enable
Name 8]
Protocol IKEv1 ¥

ap

Aggressive mode Disable

Auth Type PSK

am

ap

Encryption AES128

Hash SHA1

ap

DH Group 5 (1536 bit)

-

Lifetime 3 hours ;
Local Host

Local ID <empty> (allow any) :
Remote Host

Remote ID <empty> (allow any) y

Connection #1 Phase 2

Protocol ESP ¥

Encryption AES128

ap

Hash SHA1

ap

ap

DH Group 5 (1536 bit)

Lifetime 2 hours ;
Local Subnet 192.168.100.0/24
Remote Subnet 192.168.200.0/24

ap

Service Any
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Configure Net-to-Net VPN Client

1.
2.
3.

Change Mode from Disable to Enable.

Navigate to the |[Authentication IDs tab.

Add the authentication ID

Keep ID as blank, Type as PSK and fill the password to Pre-shared Key field.

Apply the changes

(1)
(2)
®3)

(4)
(5)
(6)

(7)

. Navigate to the tab.

. Add IPsec connection

Edit the phase 1 setting

Change Mode from Disable to Enable.

Fill the IP address of VPN server to Remote Host Field.

. e.g. Remote Host: 10.0.0.1

Save the changes

Edit the phase 2 setting

Fill up the Local Subnet and Remote Subnet.

. e.g. Local Subnet: 192.168.200.0/24, Remote Subnet: 192.168.100.0/24

Save the changes

7. Apply the changes

Connections Authentication IDs X.509 Certificates CA Certificates

Mode ) Disable @ Enable

Type © Policy-based ) Route-based

# ID Type Pre-shared Key / X.509 Certificate

1 PSK A1 asssnen

+ Add Authentication ID
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Connection #1 Phase 1

Mode ") Disable @ Enable
Name 8]
Protocol IKEv1 :

ap

Aggressive mode Disable

L Ld

Auth Type PSK

ar

Encryption AES128

Hash SHA1

ap

DH Group 5 (1536 bit)

L Ld

Lifetime 3 hours s
Local Host
Local ID <empty> (allow any) y
Remote Host 10.0.0.1
Remote ID <empty> (allow any) =

=
Connection #1 Phase 2

Protocol ESP =

L Ld

Encryption AES128

Hash SHA1

ap

DH Group 5 (1536 bit)

L Ld

Lifetime 2 hours y
Local Subnet 192.168.200.0/24
Remote Subnet 192.168.100.0/24
Service Any v
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IPsec Net-to-Net with Pre-shared Key result

e Server

Caonnections Authentication IDs X.509 Certificates CA Certificates

= @ :IPsec SA active and link up .| | : Edit IPsec Phase 1 setting
+ O :Only IPsec SA active . : Edit IPsec Phase 2 setting
* i.7:Connecting . | - :Edit IPsec Advance setting
« © :|Psec SA inactive
« O :Disabled

~) # Name State IKE information Tunnel information

11 psk [} IKEv1: 10.0.0.1[10.0.0.1] ... 10.0.0.2 | | 192.168.100.0/24 ... 182.168.200.0/24

[10.0.0.2]
<+ Add Connection
* Client

Connections Authentication IDs X.509 Certificates CA Certificates

+ @ :IPsec SA active and link up . | | : Edit IPsec Phase 1 setting
= © :Only IPsec SA active « [EIEZZX) : Edit 1Psec Phase 2 setting
* i*:Connecting « = :Edit IPsec Advance setting
+ © :IPsec SA inactive
+ O :Disabled

) # Name State IKE information Tunnel information

11 psk V] IKEv1: 10.0.0.2 [10.0.0.2] ... 10.0.0.1 | | 192.168.200.0/24 ... 192.168.100.0/24

[10.0.0.1]

<+ Add Connection

® RSA authentication - Server

Prepare the self-signed CA certificate

1. Navigate to the [CA Certificateg tab.

2. Edit the self-signed CA. (Skip it if the self-signed CA is generated.)
(1) Fill the information of the self-signed CA
(2) Country Name: CN
(3) Organization Name: Company

(4) Common Name: IPsec.ca

(5) Click the |Generate Certificate| button

(6) Save the changes
3. The State of self-signed CA will be Waiting Apply
4. Apply the changes
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5. Waiting for the State of self-signed CA become generated
6. Refresh the page

Self-signed CA Certificate

Country Name (C)

State (ST)

Location, e.g. city (L)
Orgnization Name (Q)
Orgnization Unit Name (OU)
Common Name (CN)

E-mail

# Generate Certificate

Prepare the X.509 certificates

1. Navigate to the |X.509 Certificates tab.

2. Click the add button to add the X.509 certificate

3. Edit the newly X.509 certificate for the local router.
(1) Fill the information of the X.509 certificate
(2) Country Name: CN
(3) Organization Name: Company

(4) Common Name: local.IPsec

(5) Click the |Generate Certificate| button

(6) Save the changes
4. Click the add button to add the X.509 certificate
5. Edit the newly X.509 certificate for the remote router.
(1) Fill the information of the X.509 certificate
(2) Country Name: CN
(3) Organization Name: Company

(4) Common Name: remote.IPsec

(5) Click the |Generate Certificate| button

(6) Save the changes
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6. Apply the changes
7. Waiting for the State of X.509 Certificate become generated

X.509 Certificate #1

Country Name (C)

State (ST)

Location, e.g. city (L)
Orgnization Name (O}
Orgnization Unit Name (OU)
Common Name (CN)

E-mail

# Generate Certificate

X509 Certificate #2

Country Name (C)

State (ST)
Location, e.g. city (L}
Qrgnization Name (0)
Qrgnization Unit Name (QU)
Common Name (CN)

E-mail

# Generate Certificate
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@ IPSec

Mode " Disable @ Enable

Type  © Policy-based ) Route-based

Connections Authentication IDs X_509 Certificates CA Certificates

« @ :Generated « i :Get Information

» [ : Imported « | & |: Download File

= % :Certor Key is missed + W |:Import File

= I :Generating

« © : Waiting Apply
| # State Subject Cert Key Edit
] 1 (] C=CN, O=Company, GN=local.ipsec @
| 2 o C=CN, O=Company, CN=remote.ipsec =

=+ Add X.509

Mode ") Disable @ Enable

Type © Policy-based () Route-based

Connections Authentication IDs X.509 Certificates CA Certificates

+ @ : Generated + i :GetInformation

« [ : Imported « | & :Download File

+ X :Certor Key is missed . B :Import File

« 2% : Generating

+ O : Waiting Apply
| # State Subject Cert Key Edit
] 1 [} C=CN, 0=Company, CN=local.ipsec i & i & rs
O 2 [V] C=CN, 0=Company, CN=remote.ipsec i & i & =

=+ Add X.509

Apply
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Prepare the authentication IDs

1. Navigate to the |Authentication IDg| tab.

2. Add tow authentication IDs

* Keep first one's ID as blank, Type as RSA and select the C=CN, O=Company,

CN=local.IPsec X.509 certificate.

* Keep second one's ID as blank, Type as RSA and select the C=CN, O=Company,

CN=remote.IPsec X.509 certificate.

3. Apply the changes

Mode ) Disable @ Enable

Type © Policy-based ) Route-based

Connections Authentication IDs X.509 Certificates CA Certificates

7 # ID Type Pre-shared Key / X.509 Certificate

- 1 RSA : C=CN, 0=Company, CMN=local.ipsec

- 2 RSA y C=CN, O=Company, CN=remote.ipsec

+ Add Authentication ID

am

ap

Setup the connection on VPN server

1. Change Mode from Disable to Enable.

2. Navigate to the tab.

3. Add IPsec connection
(1) Edit the phase 1 setting
(2) Change Mode from Disable to Enable.
(3) Change Auth Type from PSK to RSA.

(4) Change the Local ID and select the local.IPsec (RSA) authentication ID.

(5) Save the changes
(6) Edit the phase 2 setting
(7) Fill up the Local Subnet and Remote Subnet.

* e.g. Local Subnet: 192.168.100.0/24, Remote Subnet: 192.168.200.0/24
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(8) Save the changes
4. Apply the changes

Connection #1 Phase 1

Mode " Disable @ Enable
Name
Protocol IKEv1 y

a»

Aggressive mode Disable

ap

Auth Type RSA

“p

Encryption AES128

L Ld

Hash SHA1

a»

DH Group 5 (1536 bit)

Lifetime 3 hours y
Lecal Host

Local ID ID#1: local.ipsec (RSA) 3
Remote Host

Remote ID <empty> (allow any) ;

Connection #1 Phase 2

Protocol ESP v
Encryption AES128 v
Hash SHAM v
DH Group 5 (1536 bit) v
Lifetime 3 hours v
Local Subnet 192.168.100.0/24
Remote Subnet 192.168.200.0/24
Service Any v
Coos

© ALLNET GmbH Computersysteme 2020 - All rights reserved
Errors and changes reserved
99



® RSA authentication - Client

Prerequisite for VPN Client with RSA authentication

1. The self-signed CA certificate which generated by VPN server

2. The X.509 certificate and key for remote router which generated by VPN server

These files could be downloaded from VPN server. The detail could reference ” How to
download the certificate section ” of user manual.

Import the CA certificate and the X.509 certificate

Please refer the Certificate Importing section of user manual to import the required files.

@ IPSec

Mode ® Disable Enable

Type ® Policy-based Route-based

Connections Authentication IDs X.509 Certificates CA Certificates

« & : Generated = | i [ GetInformation

« [ : Imported « | & Download File

« 27t Generating

« ©Q : Waiting Apply
# State Subject Cert Edit
Self-signed CA =

+ Add CA certificate

Apply

© ALLNET GmbH Computersysteme 2020 - All rights reserved
Errors and changes reserved
100



Mode © Disable ) Enable

Type © Policy-based () Route-based

Connections Authentication IDs X.509 Certificates CA Certificates

« @ : Generated « i :GetInformation
« [ : Imported « | & :Download File
= % :Certor Key is missed « B :lmport File

« 2% Generating
« O : Waiting Apply

. # State Subject Cert Key Edit

o 1 E C=CN, O=Company, CN=remote.ipsec i & i &

+ Add X.509

Setup the connection on VPN client

1. Change Mode from Disable to Enable.

N

. Navigate to the |Authentication IDg tab.

3. Add one authentication ID

* Keep second one's ID as blank, Type as RSA and select the C=CN, O=Company,

CN=remote.IPsec X.509 certificate.

4. Apply the changes
. Navigate to the tab.

6. Add IPsec connection

Ul

(1) Edit the phase 1 setting
(2) Change Mode from Disable to Enable.
(3) Change Auth Type from PSK to RSA.
(4) Change the Local ID and select the remote.IPsec (RSA) authentication ID.
(5) Fill the IP address of VPN server to Remote Host field.
* e.g. Remote Host: 10.0.0.1
(6) Save the changes
(7) Edit the phase 2 setting
(8) Fill up the Local Subnet and Remote Subnet.
* e.g. Local Subnet: 192.168.200.0/24, Remote Subnet: 192.168.100.0/24
(9) Save the changes
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7. Apply the changes

Mode ) Disable @ Enable

Type © Policy-based () Route-based

Connections Authentication IDs X.509 Certificates CA Certificates

0 # ID Type Pre-shared Key / X.509 Certificate

L L3

O 1 = RSA 3 C=CN, O=Company, CN=remote.ipsec

*+ Add Authentication ID

Apply

Connection #1 Phase 1

Mode ") Disable @ Enable
Name A
Protocol IKEV1 =

a»

Aggressive mode Disable

a»

Auth Type RSA

L Ld

Encryption AES128

L Ld

Hash SHA1

“p

DH Group 5 (1536 bit)

Lifetime 3 hours ;
Local Host
Local ID ID#1: remote.ipsec (RSA) :
Remote Host 10.0.01
Remote ID <empty> (allow any) 3

=]
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Connection #1 Phase 2

Protocol ESP v
Encryption AES128 v
Hash SHA1 v
DH Group 5 (1536 bit) v
Lifetime 3 hours v
Local Subnet 192.168.200.0/24
Remote Subnet 192.168.100.0/24|
Service Any v
=

® IPsec Net-to-Net with RSA authentication result

e Server

Connections Authentication IDs X.509 Certificates CA Certificates

+ @ :IPsec SA active and link up « [EXZZZ30: Edit IPsec Phase 1 setting
* © : Only IPsec SA active « [EXZTTF) : Edit IPsec Phase 2 setting
. .
b .Connacterg ) « = :Edit IPsec Advance setting
« © :IPsec SA inactive
+ © :Disabled
] # Name State IKE information Tunnel information
O 1 rsa ©  IKEv: 10.0.0.1 [local.ipsec] ... TUTTOTN 192.168.100.0/24 ... 192.168.200.0/24 e d) | -
10.0.0.2 [remote.ipsec]
=+ Add Connection
* Client
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Connections Authentication IDs X.509 Certificates CA Certificates

« @ :IPsec SA active and link up « [EXZZZ3) : dit Psec Phase 1 setting

= O :Only IPsec SA active « [EIEZ=X) : edit 1Psec Phase 2 setting
. .

' .Connecterg _ « = :Edit IPsec Advance setting

« @ :|Psec SA inactive

+ O : Disabled

# Name State IKE information Tunnel information

1 rsa ] IKEv1 : 10.0.0.2 [remote.ipsec] ... [ Phase 1 192.168.200.0/24 ... 192.168.100.0/24

10.0.0.1 [local.ipsec]

4+ Add Connection

© ALLNET GmbH Computersysteme 2020 - All rights reserved
Errors and changes reserved
104



11.3 VPN > GRE

This section allows you to set GRE configuration. The default mode is off.

Generic Routing Encapsulation (GRE) is one of the available tunneling mechanisms
which uses IP as the transport protocol and can be used for carrying many different
passenger protocols. The tunnels behave as virtual point-to-point links that have two
endpoints identified by the tunnel source and tunnel destination addresses at each endpoint.

Mode = Off On

Apply

The GRE Mode is on.

© GRE

IMode Off @® On
Local Address 192.168.1.4
Remote Address 19216815
Tunnel Device Address 10114
Tunnel Device Address Prefix a8
Apply
VPN > GRE
Item Description
Mode Select from Off or On to enable GRE.
Local Address Set local address of the GRE tunnel.
Remote Address Set remote address of the GRE tunnel.
Tunnel Device Address Set IP address of this GRE tunnel device.
Tunnel Device Address ) .
Pl:efix vi Set Prefix of the Tunnel Device Address.
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11.4 VPN > PPTP Server

This section provides 2 sub configurations, including General Configuration and Clients
Configuration.

(1) General Configuration

©@ PPTP Server

General Clients
Mode ® Off On
Server Address 192.168.10.1
Client Address Range 192.168.10.2 - 10
Apply
VPN > PPTP Server > General
Item Description
Mode Select from Off or On to enable PPTP Server.
IP addresses to be used at the local end of the tunneled PPP
Server Address ) .
links between the server and the client.
Client Address Range | A list of IP addresses to assign to remote PPTP clients.

(2) Clients Configuration
There are two parts for Clients configuration.
* Summary part: User can delete and edit the existed PPTP clients.

* Add/Edit part:

VPN > PPTP Server > Clients
Item Description
Mode Select from Off or On to set the client setting.
Username The username of this client.
Password The password of this client.
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©@ PPTP Server

General Clients

Summary

# Mode Username Password Edit Delete

1 on client client [ x |
Add PPTPD Client Add/Edlt

IMode O Off ® On

Username

Password

Apply
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11.5 VPN > L2TP

This section allows you to set up L2TP and provides three modes for configuration, including
Off, Server, and Client Mode.

(1) General Mode: The default mode is Off as shown in the following interface.

Mode ® Off Server Client

Apply

(2) Server Mode:

Choose the Server mode and the interface will be changed as below.

@ L2TP

Maode Off ® Server Client
Auth ® PAP CHAP MS-CHAP MS-CHAPv2

Local IP
Remote begin IP
Remete end IP

User List

Empty Users

Add L2TP User for Server Mode

Username

Password

VPN> L2TP > Server Mode

Item Description
Mode Select from Off or On to set the client setting.
Auth The authentication method for L2TP connection. Available options:
PAP, CHAP, MS-CHAP, MS-CHAPv2
Local IP The virtual IP for L2TP server.
R i . .
emotlt;.; begin The begin address of L2TP client's IP pool.
Remote end IP | The end address of L2TP client's IP pool.
Username The L2TP client's username. Could be used to add the newly client or
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update existed client.
The L2TP client's password. Could be used to add the newly client or
update existed client.

Password

Fill in the username and password and click the button, you can create the L2TP client
and manage them under server mode.

Q@ L2TP

IMode O Off ® Server O Client
Auth ® PAP O CHAP O MS-CHAP O M3-CHAPvZ

Local IP
Remate begin IP
Remote end IP

User List

# Username Edit Delate

1 test B
Add L2TP User for Server Mode
Username test
Password meen

Add
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(3) Client Mode:

Choose the Client mode and the interface will be changed as below.

@ L2TP

Mode off Server @ Client

Connection List

Empty Connections

Add L2TP Connection for Client Mode

Mode Off ® On

Server domain name or IP

Auth ® PAP CHAP MS-CHAP MS-CHAPv2

Username
Password

NAT Off ® On

Default Route Off ® On

Apply

VPN> L2TP > Client Mode

Item Description
Mode Turn on/off this L2TP connection
Server The L2TP server address or hostname.
Auth The authentication method for L2TP connection. Should same as L2TP
server's auth type.
Username The username for L2TP authentication.
Password The password for L2TP authentication.
NAT Turn on to translate the LAN subnet IP to L2TP virtual IP.

Default route | Turn on to redirect all traffic to L2TP tunnel.

Fill in the required parameters and click the button to create the L2TP connection and
manage the L2TP connection under client mode.
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@ LTP

Mode O Off O Server @ Client
Connection List
#  Mode Server Auth Username NAT Default Route Edit Delete
1 On 162.168.10.1 pap test on on B
Add L2TP Connection for Client Mode
Mode ) Off @ On
Server 192.168.10.1
Auth  ® PAP O CHAP O MS-CHAP () MS-CHAPVZ
Username test
Password e
NAT O Off ® On
Default Route ) Off ® On
Apply

. .4 . .
Click the button and edit the parameters to update the L2TP connection.
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12 Configuration > Firewall

This section allows you to configure Basic Rules, Port Forwarding, DMZ, IP Filter, MAC Filter,
URL Filter, NAT and IPS.

Basic Rules
Port Forwarding
DMZ

IP Filter

MAC Filter
URL Filter

MAT

IPS

12.1 Firewall > Basic Rules

This section allows you to set the Basic Rules configuration.

U Basic Rules

WAN Ping Blocking [ IPvd [ IPvE

Apply

Firewall > Basic Rules
Item Description
WAN Ping Blocking Check IPv4 or IPv6 for blocking
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12.2 Firewall > Port Forwarding

. . . . # . .
This section allows you to set up Port Forwarding and click edit button to configure.

U Port Forwarding

Mode @ Disable © Enable
# Mode Description Protocol Edit =
1 Disable ssh TCP (@ |
2 Disable TCP (@ |
3 Disable TCP (@ |
4 Disable TCP (@ |
5 Disable TCP (@ |
6 Disable TCP (@ |
7 Disable TCP (@ |
8 Disable TCP (@ |
9 Disable TCP (@ |
10 Disable TCP (@ |
11 Disable TCP (@ |
12 Disable TCP (@ |
13 Disable TCP (@ |
- —— —— M

Edit Port Forwarding Entry #1

Mode ® Disable ) Enable

Description ssh

Protocol ® TCP © UDP

Source Port Begin 22
Source Port End 22
Destination 1P 0.0.0.0
Destination Port Begin 22
Destination Port End 22

Save
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Firewall > Port Forwarding
Item Description

Turn on/off Port Forwarding to select Disable or Enable. The
Mode o

default is Disable.
Description Descript the name of Port Forwarding.

Select from UDP or TCP Client which depends on the
Protocol o

application.
Source Port Begin Fill in the beginning of source port.
Source Port End Fill in the end of source port.
Destination IP Fill in the current private destination IP.
Destination Port | Fill in the beginning of private destination port.
Begin
Destination Port End | Fill in the end of private destination port.

12.3 Firewall > DMZ

This section allows you to set the DMZ configuration.

U DMZ

Mode ® Disable Enable

Host IP Address 0.0.0.0

Apply
Firewall > DM2
Item Description
Mode Select from Disable or Enable. The default is Disable.
Host IP Address Fill in your Host IP Address.
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12.4 Firewall > IP Filter

This section allows you to configure IP Filter. After clicking button, you can edit your IP
protocol, source/port and destination/port. The default is Disable mode and Black list.

U IP Filter

Mode ® Disable © Enable
List ® Black © White (Warnig: White List will block device services, enable them in
"senvice Port'.)

# Mode Protocol Source [ Port Destination / Port Edit
1 Dizable All 0.0.00/- 0.0.00/- =

2 Disable All 0.0.0.0/-—- 0.0.00/7-
3 Disable All 0.0.0.0/- 0.000/-
4 Dizable All 0.0.00/- 0.0.00/-
5 Disable All 0.0.00/7-—- 0.0.007 -
G Disable All 0.0.0.0/- 0.000/-
7 Disable All 0000/ 0.0.00/-
) Disable All 0.0.00/7-—- 0.0.007 -
9 Dizable All 0.0.0.0/- 0.000/-
10 Disable All 0000/ 0.0.00/-
" Disable All 0.0.0.0/- 0.0.007-—-
12 Dizable All 0.0.00/- 0.0.00/-
13 Disable All 0000/ 0.0.00/-
14 Disable All 0.0.0.0/- 0.0.007-—-
15 Dizable All 0.0.00/- 0.0.00/-
16 Disable All 0.0.0.0/-—- 0.0.00/7-

Apply
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e Black List: When set as Black List, the specific IP address/port in rule will be blocked.
e White List: When set as White List, the specific IP address/port in rule will be accepted.

U IP Filter

Mode: ® Disable Enable

List Black ® White (Warnig: White List will block device services, enable them in 'Service
Port')

Management IP Address 0.0.0.0

Note: Before you click the Apply button, please make sure the Managemanet PC can connect and login to
the WebUI of Router.

Service Ports U53.C00

Note: You can prepend the service character in front of port number for non default setting. The default
setting is WAN side, protocol is TCP, and the direction is Output.
Note: The Service character include 'L’ for LAN side, "A' for LAN plus WAN; 'U" for UDP, 'C' for ICMF, and 'P"
for all protocols; 'I' for Input.
+ For example: U53 means allow device make a outgoing connection(default) to remote DNS(UDP)
server on WAN side(default)
+ For example: L1443 means allow PC make a (I)ncoming connection to WebUl(default TCP) of Router
on LAN(L) side

# Mode Protocol Source / Port Destination / Port Edit
1 Disable All 0.0.0.0 0.0.0.0 E
2 Disable All 0.0.0.0 0.0.0.0 [ |
3 Disable All 0.0.0.0 0.0.0.0 E
4 Disable All 0.0.0.0 0.0.0.0 (@ |
5 Disable All 0.0.0.0 0.0.0.0 [ |
5 Disable All 0.0.0.0 0.0.0.0 E

Management IP Address:

For White List only. Since White List will block all user communication except those has been
assigned by rules, it is better to assign a specific IP address for the administrator to access the
Router which is Management IP Address.

Service Ports:

For White List only. The setting is specified for Router access only. The user can set it to allow
Router access outside WAN or inside LAN Service. For example, access outside WAN DNS
service. It also allows user to access Router service from outside WAN or inside LAN. For
example, access Router Web service.

© ALLNET GmbH Computersysteme 2020 - All rights reserved
Errors and changes reserved
116



Edit Black/White List

(1) dlick button to edit Black/White list.
(2) The default is Disable mode as the following interface (Black/White).

Edit IP Filter Black List Entry #1

Black List Setting

Mode ® Disable © Enable

Protocol ® Al O ICMP O TCP O UDP
Source IP 0.0.00
Example:

+ 192.168.0.123

+ 192.168.1.0/24

+ 192.168.1.0/255.255.255.0

+ 192.168.1.1-192.168.1.123

« 2607:f0d0:1002:51::4

+ 2607:70d0:1002:51:.0/64

« 2607:f0d0:1002:51::4-2607:f0d0:1002:51::aaaa

Source Port 0
Example:
v 1234
« 1234:5678:
Destination IP 0.0.00
Destnation Port 0

Save
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Edit IP Filter White List Entry #1

White List Setting

Mode ® Disable Enable
Protocol = All ICMP TCP uppP
Source IP 0.0.00
Example:
« 192.168.0.123
» 192.168.1.0/24

« 192.168.1.0/255.255.255.0

= 192.168.1.1-192.166.1.122

« 2607:f0d0:1002:51::4

= 2607:0d0:1002:51::0/64

« 2607:f0d0:1002:51::4-2607:f0d0:1002:51::aaaa

Source Port 0
Example:
- 1234
« 1234:5678
Destination 1P 0.0.0.0
Destnation Port 0
Firewall > IP Filter
Item Description
Mode Select from Disable or Enable. The default is Disable.
Protocol Select from All, ICMP, TCP or UDP.
Source IP Fill in your source IP address.
Source Port Fill in your source port.
Destination IP Fill in your destination IP address.
Destination Port Fill in your destination port.

(3) When selecting Enable Mode, the protocol is TCP. The source IP has IPv4 and IPv6 setting
formats.

(4) For Source IP, there are three types to input your source IP that depends on your
requirement, including single IP, IP with Mask or giving a range of IP. The following
table provides some examples.

Firewall > Edit IP Filter > Source IP
IP Format Single IP IP with Mask Ranged IP
192.168.1.0/24 192.168.1.1-
192.168.1.0/255.255.255. | 192.168.1.123
2607:f0d0:1002:51::4-
2607:f0d0:1002:51::aaaa
Note: Setting up a range of IP, please use — hyphen symbol to mark your ranged IP.

IPv4 192.168.0.123

IPv6 2607:f0d0:1002:51::4 | 2607:f0d0:1002:51::0/64

(5) For Source Port, there are two types to input your source port that depends on your
requirement, including single port (e.g.1234) or giving a range of ports (e.g.1234:5678).

Note: Setting up a range of source ports, please use: colon symbol to mark your ranged
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ports.
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12.5 Firewall > MAC Filter

This section allows you to set up MAC Filter. After clicking button, you can edit your
MAC address.

U MAC Filter

Mode @ Disable O Enable
# Mode MAC Address Edit
1 Disable
2 Disable
3 Disable
4 Disable
5 Disable
6 Disable
7 Disable
8 Disable
9 Disable
10 Disable
1 Disable
12 Disable
13 Disable
14 Disable
15 Disable
16 Disable
Apply
Mode @ Disable © Enable

MAC Address

Save

Service > MAC Filter
Item Description
Mode Select from Disable or Enable. The default is Disable.
MAC Address Fill in your MAC address.

Note: Setting up MAC address, please use “:” colon symbol (e.g. xx : xx : xx : xx) or “-" hyphen

© ALLNET GmbH Computersysteme 2020 - All rights reserved
Errors and changes reserved
120




symbol to mark (e.g. xx - XX - XX - Xx).

12.6 Firewall > URL Filter

. . . C # .
This section allows you to set up URL Filter. After clicking button, you can edit the type
of filter and information.

U URL Filter

Mode @ Disable ) Enable
# Mode Filter Key/Full Edit
1 Disable Key
2 Disable Key
3 Disable Key
4 Disable Key
5 Disable Key
6 Disable Key
7 Disable Key
8 Disable Key
g Disable Key
10 Disable Key
11 Disable Key
12 Disable Key
13 Disable Key
14 Disable Key
15 Disable Key
16 Disable Key
Apply
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Edit URL Filter Black List Entry #1

Mode © Disable ® Enable
Filter O Key @® Ful
Key/Full tw.yahoo.com

Hint About the "Full” filter:

» Please NOT include 'hitp:/” or "hitps./r inside the URL
» [t only works at LTE Net Modes 'Router Only" and 'Dual Router'
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Note: Please not include “https://” or "http://" for the URL address in the Full Filter.

Firewall > URL Filter
Item Description
Mode Select from Disable or Enable. The default is Disable.
Filter Select from Key or Full. The default is Key.
Key / Full Fill in your Key / Full information.

12.7 Firewall > NAT

This section allows you to set NAT configuration.

When NAT mode is Enable, the router will replace the source private IP address by its
Internet public address for outgoing packets, and replace the destination Internet public
address by private IP address for incoming packets.

When NAT mode is Disable, the router will send the source LAN private IP address for
outgoing packets and allow to receive the destination LAN private IP address for incoming
packets.

Mode Disable @® Enable

Apply
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12.8 Firewall > IPS

This section allows you to set IPS configuration. IPS prevents the system from being attacked
by the Internet.

The system allows to limit the max incoming connection number from WAN per source IP
address to prevent system resource exhausted. Also, the system allows to limit the max
incoming connection retry number during a specific time period from WAN per source IP
address to prevent too many unexpected connections retry event from causing system busy.

U IPS(Intrusion Prevention System)

Mode ® Off On

Per IP Address

Total allow incoming connection number 10

IMax incoming connection retry number 20 during | 120 seconds

Apply
Firewall > IPS
Item Description

Mode Turn on / off IPS function (default: Off)
Total allow incoming connection | Selectthe checkbox to enable or disable the
number function. The default number is 10.
Max incoming connection retry | Select the checkbox to enable or disable the
number function. The default number is 20.
Duration time The default time is 120 seconds.
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13 Configuration > Service

This section allows you to configure the SNMP, TR069, Dynamic DNS, VRRP, MQTT, UPnP, SMTP,
and IP Alias.

SNMP

VREP

MQTT

UPnP

SMTP

P Alia

TROE9

Dynamic DNS

S

13.1

Service > SNMP

This section allows you to set the SNMP configuration.

‘13.1.1 Community

© SNMP

Community

# Mode

Enable

Enable

Disable

Mode 0 Disable @® Enable

SNMP v3 User Configuration SNMP trap configuration

Name Access
v | public Read-Only
v private Read-Write
v Read-Only

Apply
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Service > SNMP > Community
Item Description
Mode Select from Disable or Enable to configure SNMP.
Community iEC#;).nﬁgure community setting with three options, including # 1, # 2 and
Mode Select from Disable or Enable.
Name Name each community.
Access Select from Read-Only or Read-Write.

13.1.2 SNMP v3 User Configuration

For SNMP v3 User Configuration, you need to register authentication and allow a receiver
that confirm the packet was not modified in transit. There are three options to set up SNMP
v3 Configuration.

© SNMP

Mode Disable ® Enable
Community SNMP v3 User Configuration SNMP trap configuration
# Mode Name Access
1 Disable v Read-Only v
2 Disable v Read-Only v
3 Disable v Read-Only v
Authentication
# Mode Auth Password Auth Protocol Privacy Password Privacy Protocol
1 Auth v MD5 v DES v
2 Auth v MD5 v DES v
3 Auth v MD5 v DES v
Apply

Service > SNMP > SNMP v3 User configuration

Item Description
Select from Disable or Enable to configure SNMP.
Mode ..
The default is Disable.
Name Fill in your name.
Auth Mode Select from Authentication or Privacy.
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Authentication
Password

Fill in your authentication password.

Authentication Protocol

Select from MD5 or SHA.

Privacy Password

Fill in your privacy password.

Privacy Protocol

Select from DES or AES.

Access

Select from Read-Only or Read-Write.

113.1.3  SNMP trap configuration

This section allows you to set up the SNMP trap configuration when you select the
function from Alarm output of system for your router. With SNMP trap setting, you can

know the status of remote device.

© SNMP

Mode

Community
#  Mode
1 )
Disable v
2 Disable v

SNMP vi3 User Configuration

Disable @® Enable

SNMP trap configuration

Community Name Destination

public

private

Mode

Alarm input

Alarm output

DI 1 Trigger

DO behavior

SMS/E-mail

Apply

* Disable Enable
1 SMS ¢l DI 1 VPN disconnect 1 WAN disconnect
# | AN disconnect #| Reboot
1 SMS # Do | SNMP trap # E-mail
1 TROGS
® High Low
® Always Fulse
Limit 150 english characters

Hint: for SMS/E-mail only accept trusted and on duty members

Apply

Service > SNMP > SNMP trap configuration

Item

Description

Mode

Select from Disable or Enable. The default is Disable.
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Community
Name

Destination The destination (domain name/IP) of remote SNMP trap server.

Fill in your community name.

13.2 Service > TR069

This section allows you to set up TR069 client configuration. You can get information how
to install TR069 Server (GenieACS Installation) from the application configuration chapter.

© TR069

Mode *» Disable Enable
ACS URL http://192.168.1.100:8080/acs
ACS Username cpe

ACS Password

Periodic Inform ® Disable Enable
Periodic Inform Interval{Sec) 1800
Connection Request Username tr069

Connection Request Password

Connection Request Port 7547
Apply
Service > TR069
Item Description
Mode Select from Disable or Enable. The default is Disable.
ACS URL Fill in the URL address of ACS (Auto-Configuration Server).

Fill in the ACS username to authenticate the CPE (this router)
when connecting to the ACS.
Fill in the ACS password to authenticate the CPE (this router)
when connecting to the ACS.
Select from Disable or Enable. The default is Disable. The CPE

ACS Username

ACS Password

Periodic Inform reports the status to the ACS when enabling a period of time
set.

Periodic Inform Fill in the periodic time. The CPE reports to ACS the status

Interval (Sec) according to your duration in seconds of the interval set.

Connection Request | Fill in the connection request username to authenticate the ACS

Username if the ACS attempts to communicate with the CPE.

Connection Request | Fill in the connection request password to authenticate the ACS

Password if the ACS attempts to communicate with the CPE.

Connection Request | Fill in the connection request port to authenticate the ACS if the

Port ACS attempts to communicate with the CPE.
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13.3 Service > Dynamic DNS

This section allows you to set up Dynamic DNS.

© Dynamic DNS

Mode @ Disable ) Enable
Service Provider dynvs.com v
Host Name
Token ID
Update Period Time (Sec) 2592000

IP Address Selection ® Internet P O WANIP

Apply
© Dynamic DNS
Mode ® Disable () Enable
Service Provider | dynve.com v

Host Name www.nsupdate.info
www.duckdns.org
WWW.Noip.com

Token 1D freedns. afraid.org
dyndns.org
Update Period Time (Sec) 2592000

IP Address Selection ® InternetIP O WANIP

Apply
Service > Dynamic DNS
Item Description

Turn on/off this function to select Disable or Enable. The
Mode o

default is Disable.
Service Provider Select the Service Provider of Dynamic DNS.
Host Name Fill in your registered Host Name from Service Provider.
Token ID Fill in your Token ID from Service Provider.
Host Secret ID Fill in your Secret ID from Service Provider.
Username Fill in your registered username from Service Provider.
Password Fill in your registered password from Service Provider.
Update Period Time |Fillin “0” to mean 30 days.
(Sec)

© ALLNET GmbH Computersysteme 2020 - All rights reserved
Errors and changes reserved
129




IP Address Selection

Select either Internet IP or WAN IP.

Note: There are six options of Service Provider as below to explain the information.

Service Provider

dynv6.com

Host Name

Register hostname, e.g. tester.dynv6.net

Token ID

The token ID, e.g. v_ABjMMQxeAnWv5UwtuVn1QBriynzq

Service Provider

www.nsupdate.info

Host Name

Register hostname, e.g. tester.nsupdate.info

Host Secret ID

The Host Secret ID, e.g. e2AMDsLmVF

Service Provider

www.duckdns.org

Host Name

Register hostname, e.g. tester.duckdns.org

Token ID

The token ID, e.9.12345678-de49-4e97-a33¢c-98b159aead2b

Service Provider

no-ip.com

Host Name Register hostname, e.g. tester.hopto.org
Username Register username.
Password Register password.

Service provider

freedns.afraid.org

Host Name Register hostname, e.g. tester.mooo.com
Username Register username.
Password Register password.

Service provider

dyndns.org

Host Name Register hostname, e.g. tester.dyns.com
Username Register username.
Password Register password.
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13.4 Service > VRRP

This section allows you to configure VRRP.

© VRRP

Mode @ Disable O Enable
Group 1D 1

Priority 100
Virtual [P 0.0.0.0

Apply

Service > VRRP
Item Description
Mode Select from Disable or Enable. The default is Disable.
Group ID | Specify which VRRP group of this router belong to (1-255). The default is 1.
Enter the priority value from 1 to 254. The larger value has higher priority.

Priority The default is 100.
e Each router in the same VRRP group must have the same virtual IP
Virtual IP address. The default is 0.0.0.0.

e This virtual IP address must belong to the same address range as the real
IP address of the interface.

13.5 Service > MQTT

This section makes you configure MQTT which allows the MQTT client to send the message
within specific topic or channel. By default, the router does not allow anonymous to
read/write the MQTT topic or channel. Thus, you need to create the account with username
and password for MQTT client in the web UL.
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Mode * Disable Enable
Port 1883
Manage Users
Username Password Delete
Username
Password
ACLs
User Topic Subscribe Publish Delete
User v
Topic
Subscribe
Publish
Apply
Service > MQTT
Item Description
Mode Select from Disable or Enable. The default is Disable.
Port Fill in the port number of MQTT application.
Create the users and show all users’ names. Allow each user to delete
Manage Users .
their name.
Username Fill in the username of manage user.
Password Fill in the password of manage user.
ACLs Allow to specify what topic should be limited.
User Select the users and identify their authority to read or write the MQTT
topic/channel.
Topic Name the topic of MQTT message.

Take for example, the interface is shown as below.

The Manage Users section will show all users that you create. Moreover, each user can use
the delete button to delete it. For the ACLs control, user can specify what topic should be
limited. In this case, we set up the publisher pub1 to write the critical topic. Additionally,
we also allow the subscribers sub1 and sub2 to read the critical topic. Thus, only the sub1
and sub2 can receive it when pub1 sending the message.
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Mode @® Disable © Enable

Port 1883
Manage Users
Username Password Delete
Sub1 B
Sub2 B
Sub3 B
Pub1 ﬂ
Pub2 [ x |
Usemame
Password

ACLs

User Topic Subscribe Publish Delete
Sub1 Critical L2 e [ x|
Sub2 Critical @ e [ x|
PUD1 Critical o @ [ x|
User v
Topic

[ Subscribe

] Publish
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13.6 Service > UPnP

This section allows you to set up UPnP confirguration to select the mode from Disable or
Enable. The default UPnP is enabled for the cellular router.

IMode Disable @® Enable

Apply

Note:

UPnP™ (Universal Plug and Play) is a set of protocols that allows a PC to automatically
discover other UPnP devices (anything from an Internet gateway device to a light switch),
retrieve an XML description of the device and its services, control the device, and subscribe
to real-time event notification.

PCs using UPnP can retrieve the cellular router's WAN IP address, and automatically create
NAT port maps. This means that applications that support UPnP, and are used with UPnP
enabled cellular router, will not need application layer gateway support on the cellular
router to work through NAT.

13.7 Service > SMTP

This section provides you to send your email for the server. For instance, the email will be
sent to notify when the Alarm has a nofitication by the server.

© SMTP

Mode: * Disable Enable

Server

Port ‘ 987 v

Username 465
587

Password

Apply

Service > SMTP

Item Description
Mode Select from Disable or Enable. The default is Disable.
Server The email will be sent through the server.
There are three ports for SMTP communication between mail
servers.
Port e Port 25 : Use TCP port 25 without encryption.
e Port 465 : SMTP connections secured by SSL.
e Port 587 : SMTP connections secured by TLS.

Username /
Password

Fill in your username and password as the same your server.
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13.8

Service > IP Alias

This section allows you to set IP Alias configuration.

IP Alias is associating more than one IP address to a network interface. With IP Alias, one
node on a network can build multiple connections with the network, each serving a

different purpose.

IP Alias can be used to provide multiple network addresses on a single physical interface.

© IP Alias

Mode Off ® On
Entries
# Mode Interface Addr Mask Edit Delete
1 on lan 192.168.3.1 255.255.255.0 (@ | [ x |
Add IP Alias Entry

Mode Off @ On

Interface eth1{WAN Ethernet) A
Addr 2000 2000 3000 XXX
Mask 255.255.255.0
Apply
Service > IP Alias
Item Description

Mode

Select from Off or On to enable the IP Alias.

Entries

The setting can be edited or deleted the existed entries.

Add / Edit IP Alias Entry

o Mode: select from Off or On to use or not use this entry.

e Interface: the interface you want to provide the
additional address.

e Addr: the IP address.

o Mask: the network mask.
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14 Configuration > Management

This section provides you to manage the router, set up your administration and know about
the status of current software and firmware. Also, you can back up and restore the
configuration.

Identification
Administration
Contacts / On Duty
S5H

Firmware
Configuration

Load Factory

Restart

14.1 Management > Identification

This section allows you to confirm the profile of router, current software, firmware version
and system uptime.

£¢ |dentification

Attr. Value

Active Image Partition a

IModel Name M330-W

LAN Ethernet MAC Address 00:03:79:06:2F:BD
WAN Ethernet MAC Address 00:03:79:06:2F BE
Software Version 338

Firmware Version V0.02

Hardware Version

Software MCSV 014B00000022EB2C
Hardware MC3V 014B000000000000
Serial Number BLOU43VZ0002
Modem Firmware Version EC25EFAROBAO03MAG
IMEI 866758043832480
Uptime 6:42:38
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Management > Identification

Address

Item Description
Model Name The model name of cellular router.
LAN Ethernet MAC The LAN Ethernet MAC address.
Address
WAN Ethernet MAC

The WAN Ethernet MAC address.

Software Version

The software version currently running on the device.

Firmware Version

The firmware version of the device.

Hardware Version

The hardware version of the device.

Software MCSV

Show the software MCSV of the running firmware

Hardware MCSV

Show the current hardware MCSV of the device.

Serial Number

Show the product serial number.

Modem Firmware Version | Show the modem firmware version of the device

Show the IMEI (International Mobile Equipment Identity

IMEI
number).
Uptime Show the current system uptime.
14.2 Management > Administration

This section allows you to set up the name of the device and change your new password. For

the Session TTL, you can set up what duration of time will be logout. If you don’t need to
have this timeout limitation, you can fill in “0”(Zero). The default timeout is 5 minutes.

£ Administration

System Setup
Model Name
Session TTL
Admin Password
New Password

Retype to confirm

M330-W

0 (minutes, 0 means no timeout)

Apply
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14.3 Management > Contacts / On Duty

This section allows you to create the groups, add the usersFor more detailed instruction,
please navigate to System > Alarm.

‘ 14.3.1 Contacts

£ Contacts / On Duty

Contacts Duty Schedule

i% Office 1 o Test +386912345678 test@test.com

+ Add Group + Add User

Please do NOT add device phone number into contacts

Apply

+ Add Group|: Please fill out group name.
+ Add User|: Please fill out Name/Phone/E-Mail/Groups.

‘ 14.3.2 Duty Schedule

£ Contacts / On Duty

Contacts Duty Schedule
Group SUN MON TUE WED THU FRI SAT
Office 1 (] (] (] (] O O (]
+ Add Group
Apply

Please select duty date for every group. The trust and responsible groups can control/receive
alarms and SMS.
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14.4 Management > SSH

Secure Shell (SSH) allows user to configure system via a secure channel. User can configure
system from either public domain or local LAN.

£ SSH

Mode () Disable @® Enable
LAN Server Port 22
WAN Server Port 8022
Access Control ® Allow All O Allow specified IPv4vE Address below
Apply
£ SSH
Mode O Disable ® Enahle

LAN Server Fort 22

WAN Server Port 8022

Access Control O Allow Al ® Allow specified IPvdvi Address below

IPv4vE Address Set

# IP Address

Hint: IPv4 address format could De »00 s0nd xeod 3000 O 2000000 0000odyy where xoois IPvd and vy is netmask bits.

Apply

Management > SSH
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Item Description

Mode Select from Disable or Enable SSH function.

LAN Server Port | The LAN side TCP port number listened by SSH server.

WAN Server Port | The WAN side TCP port number listened by SSH server.

e Allow All: Any client who own the IPv4v6 Address can reach
system is able to connect system.

e Allow specified IPv4v6 Address below: Only those
configured IPv4v6 Address client are allowed to connect system.

Access Control

14.5 Management > Firmware

This section provides you to upgrade the firmware of router.

(1) dlick 'g button to choose your current firmware version in your PC.

(2) Select button to update.

(3) After upgrading successfully, please reboot the router.

Select the firmware to upgrade

14.6  Management > Configuration

This section supports you to export or import the configuration file.

(1) dlick Ll st button to export your current configurations.

£# Configuration

Backup the running configurations Select the configuration file to restore

(2) Cdlick _ S s button to import the configuration file.

14.7 Management > Load Factory

This section supports you to load the factory default configuration and restart the
device

Load Factory and Restart

immediately. You can click the button.

# Load Factory

Load the factory default configuration and restart the device immediately

Load Factory and Restart
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14.8 Management > Restart

This section allows you to click button and the router will restart immediately.

£+ Restart

Restart the device immediately

15 Configuration > Diagnosis

This section allows you to diagnose Ping and Traceroute for your Host (IP address or Domain
Name).

Diagnosis F

Ping

Traceroute

15.1 Diagnosis > Ping

Please assign the Host you want to ping.

Use Interface As Source ® No © Yes

Use Interface APN2 v ( LTE Net Mode: NA )

Host J

Diagnosis > Ping

Item Description
Use Interface As Source Use or not use the Interface as source
Use Interface APN1/ APN2
Host The host name or the host IP address
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15.2 Diagnosis > Traceroute

Please assign the Host **you want to** traceroute.

Use Interface As Source ® No O Yes

Use Interface APNZ r [ LTE Met Mode: NA )

Host

Tracerouie

The result of the traceroute is as below.

Use Interface As Source ® No O Yes

Use Interface APNZ r [ LTE Net Mode: NA )

Host 2888

Traceroute

traceroute to %.8.8.8 (8.8.8.8), 3@ hops max, 38 byte packets
ltraceroute: sendto: Metwork is unreachable

Diagnosis > Ping
Item Description
Use Interface As Source Use or not use the Interface as source
Use Interface APN1/ APN2
Host The host name or the host IP address
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16 Configuration Applications

This section explains specific examples how to configure your applications.

16.1 WAN Priority

You can select from ETH First, LTE Only, ETH Only or LTE First.

WAN Priority ETH First T

LTE Only
ETH Only
LTE First

(1) WAN Priority > ETH First:

In case both Ethernet and LTE can access Internet, the router would route network
packages through Ethernet. The reason is Ethernet that is low price and stable.

However, in case Ethernet is unplug or not able to access Internet (check by ping), the
router would route network packages through LTE network.

——

ETH First Priority LTE
\\_ \
— = =—— — 2 Internet

gy
Cellular Router \/
LTE Second Priority
LTE o Internet
— K—\
Y Q

Ethernet

F1E

Cellular Router <

(2) WAN Priority > LTE Only:

In this mode, the router only routes network packages through LTE.

LTE Only LTE
e

Internet

LTE ﬁ Internet
A —
o C)
Ethernet
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Cellular Router

A

Cellular Router

(3) WAN Priority > ETH Only:



In this mode, the router only routes network packages through Ethernet.

ETH Only i o
*—T_T—____‘_ - = — Internet
~ o~ Ethernet j & Q
Cellular Router S -
LTE s Internet

Ethernet j y Q

NI

b

A

Cellular Router

(4) WAN Priority > LTE First:

In case both Ethernet and LTE can access Internet, the router would route network
packages through LTE.

However, in case LTE is unplug or not able to access Internet (check by ping), the router
would route network packages through Ethernet network.

LTE First Priority

@ = —— Internet
~ » Ethernet - @
Cellular Router i

ETH Second Priority

LTE Internet

Cellular Router Q/ »

16.2 LAN > IPv4/IPv6 Dual Stack

The router supports IPv4/IPv6 dual stack by default, it means IPv4 packages route to IPv4
network and IPv6 route to IPv6 network.
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“ B~

QNS

\J

Native IPv4 Site

\ 4

== .
> ~ * IPv4 Network
Dual Stack Host Cellular Router
Dual Stack Router
-
—’ :
N S

IPv6 Network

\ 4

Dual Stack Site

v

Native IPv6 Site

Since IPv6 is global IP, there is no NAT between WAN site and LAN site. One device only
needs one global IPv6. There is IPv6 firewall protection in the router by default. Only the

IPv6 packages come from LAN site device and got reply back.

Attr. Current SIM

SIM Card SiM1

Modem Status Ready

Cperator Chunghwa Telecom
Modem Access FDD LTE

IMSI 466924290307730
Phone Number

Band LTE BAND 7
Channel ID 3050

IPv4 Address 10.167.236.11
IPv4 Mask 255.255.255.255

Backup SIM
SIM2

Mot Inserted

Ethernet LAN

Value

192.168.1.1

255.255.255.0

Attr. Value Attr.

IPv4 Address 192.168.11.176 IPv4 Address

IPv4 Mask 255.255.255.0 IPvd4 Mask
IPvE Address

2001:b021:4a::100

The router automatically detects IPv6 environment and query IP. After the IP is obtained

successfully, it will distribute to LAN site hosts.
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B Command Prompt (1) - O >

config Jfall

Mindows I[P Configuration

e FBE Family Controller #2
00 -FD
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16.3 MQTT Broker

The cellular router provides the MQTT broker feature which allow the MQTT client sending
the message within specific topic (channel).

By default, the cellular router does not allow anonymous to read/write the MQTT topic
(channel).

72111 % message 1

message 1

message 2

& L

Cellular Router

O message 2 MQTT Broker
A message 2

pub2 )

________ normal channel
critical channel

Thus, you need to create the account with username and password for MQTT client in the
web UI.

© MaTT
Mode © Disable ® Enable
Port 1883
Manage Users
Usemame Password Delete
Sub1 n
Sub2 a
Sub3 wane n
Pub1 a
Fuhz n
Username
Password
=

The Manage Users section will show all created users. Each user can use the button
to delete it. For the ACL control, you can specify what topic should be limited.
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For example, we set the publisher pub2 to write the critical topic.
Additionally, we also the subscribers sub1 and sub3 can read the critical topic.

Thus, when pub2 is sending the message only the sub1, the sub3 can receive it.

ACLs
User Topic Subscribe Publish Delete

Sub1 Critical = [ x
Sub3 Critical = [ x
Pub2 Critical < [ x|
User v
Topic

Subscribe

Publish

[ nao |
Apply

16.4 Alarm Configuration

After you enable alarm, all the selected alarm input events would trigger selected alarm
output.

amsbhedl 0 - > S E-Mail

! D1 DI2 DO
VPN Disconnect ' | EEmmesy > SMS

St et ’~° '
e s T S B > e > § SNMP Trap
h A

Cellular Router

(1) Alarm Input:
e The alarm would be triggered when DI1/DI2 show(s) high signal.

e The user’s phone number is in device contact phone book can send a SMS to device
SIM card to trigger alarm.

e VPN / WAN disconnect would trigger alarm no matter which interface is currently
using.
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(2) Alarm Output:

e In case of SMS is selected then only user’s phone number is in selected group and on
selected working day would receive alarm SMS.

e In case of DO is selected, please make sure your DO is connected to your alarm device.

e In case of SNMP trap is selected, please make sure you enable SNMP trap (Service ->
SNIMP) and fill our server IP.

Mode ® Disable © Enahle

Alarm input f SMS # DI # VPN disconnect # WAN disconnect
# LAN disconnect # Reboot

Alarm output ¢ SMS “ DO # SNMP trap * E-mail
* TROG9

DI 1 Trigger ® High © Low

DO behavior ® Always O Pulse

SMS/E-mail Limit 150 english character:

[T

Hint: for SMS/E-mail only accept trusted and on duty members

Apply

© SNMP

IMode (0 Disable @ Enable
Community SNMP v3 User Configuration SMMP trap configuration

# Mode Community Name Destination

1 Disable v| | public

2 Disable v | private
Apply

16.5 Open VPN Configuration

Generic setup
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For Open VPN configuration, use the certificate to authenticate the VPN connection.

Thus, you need to generate the required files for Open VPN server or import the required
file to Open VPN client.

[16.5.1 Open VPN Server Mode

Open VPN server certificate generation

Server - Server Security

Root CA
Cert, Key
Server - User Security

User 1 ~1 Valid password for create (@
User 2 ~| Valid password for create (®
User 3 ~1 Valid password for create (@
User 4 ~| Valid password for create (®
User 5 ~1 Valid password for create (®
User 6 ~| Valid password for create (®
User 7 ~1 Valid password for create ®
User 8 ~| Valid password for create (®

For the Open VPN server mode, the Open VPN web Ul provides the buttons to generate the
required files. The files include Root CA, Cert, Key and Open VPN client files. The file will
be generated when you click the corresponded button.

Note: The Cert, Key generation will take around 10 minutes.
To generate the Open VPN client files, you need to type the password to create it.

The password will be used in the Open VPN client when the client uses PKCS#12 to
authenticate the VPN connection. After the generation, the web Ul shows the below picture.
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Server - Server Security

I

Cert, Key
Server - User Security

User 1 Valid

User 2 [~ Valid
User 3 [ Valid
User 4 [~ Valid
User 5 [ Valid
User 6 7] Valid
User 7 [~ Valid
User 8 7 Valid

a,

ililiilikikili

password for create

password for create

password for create

password for create

password for create

password for create

password for create

password for create

And you can click the info button to show the detail for each files, or click the download

button to download the file to PC.

16.5.2 Open VPN Client Mode

Open VPN client certificate import

For the Open VPN client mode, the Open VPN web Ul provides the buttons to import the
required files. The Open VPN client can use the Root CA, User Key and User Cert files from
Open VPN server to authenticate the VPN tunnel. Or just only use the PKCS#12 (P12) file
from Open VPN server to authenticate it.

Note: The PKCS#12 files will contain the Root CA, User Key and User Cert.

When the files are imported, the web Ul is as shown in the right-bottom picture.

Client - Security
Root CA
Cert
Key

P12

:
§

:
§

2
§

Client - Security
Root CA
Cert
Key

P12

e [
o
o
o

Same as Open VPN server part, you can use

information of file or download the file to PC.

the info/download
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16.5.3 Open VPN Net-to-Net

Cellular Router
OpenVPN server

==

|LAN 192.168.1.1/24

JVAN: 172.168.1.1/24

You can use the Open VPN VPN tunnel to make the PC1 and PC2 communicate each other.

Cellular Router
OpenVPN client

»

Lll

TN

PC1:192.168.1.2/24

(1) Open VPN server configuration

WAN: 172.168.1.2/24

-

[LAN 10.0.0.1/24

e—

PC2:10.0.0.2/24

|~

For the Open VPN server side, the basic setting is as shown in below figure.

Edit Open VPN Connection #1

Mode

VPN Mode

TLS Mode

TLS minimal version

Cipher

Status

Device
Protocol

Port

VPN Compression

Authentication
Server
Client Mode
VPN Network
VPN Netmask
Roadwarrior

Route Client Networks

#1

) Disable @ Enable

© Server () Client ) Custom

© Disable ) Enable
©@none (1.0 11 (12

BF-CBC

Running
CN IP

user-00-00@openvpn  192.168.30.6

© TUN O TAP

© UDP ) TCP

170

© Disable (' Enable

Certificate

© Roadwarrior

182.168.30.0

255.255.255.0

- Off @ On

Connections - Net / Mask

10.0.0.0

/| 255.255.255.0

“r

Connected since

2017-06-21 10:38:13

r

The VPN Network and VPN Netmask are required fields.
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Note: The VPN Network should be network ID (e.g. 192.168.30.1 is invalid setting.)

When PC1 and PC2 communicate each other, the Route Client Networks should be

enabled.

And add the LAN information of Open VPN client side, in this case the #1 route will be
10.0.0.0 and 255.255.255.0

Note: The #1 route means the routing information for User 1.

If all settings set up properly, the web Ul will show the Apply OK and the Open VPN
server status should be Running. When Open VPN Client mode is connected, the status
will show the information which client is connected, IP address and connected time.

Status

Running

CN

user-00-00@openvpn

P

Connected since

192.168.30.6 2017-06-21 10:38:13

In the status, the CN field will indicate which client is connected and the user-00-
00@0pen VPN value is from the User 1 certificate information. You can check it by
clicking the button, the web Ul will display the window as the below figure.

[ ] @ 192.168.1.1/cgi-binfopenvpn.cgi?act=info&file=cert&type=user&conn_id=0&user i...

@ 192.168.1.1/cgi-binjopenvpn.cgi?act=infodfile=cert&type=user&conn_id=0&user

Certificate:

Data:

Version:

Serial Number:

1

0x0)

1 {0x1)

Signature Algorithm: sha256WithRSAEncryption
Issuer: C=CH, O=strongSwan, CH=0penVEN
Validity

Not Before: May

Not After : Ma

Y

5 06:34:08 2017 GMT
7 06:34:08 2027 CGMT

| Subject: C=CH,

O=strongSwan,

CN=user-00-008openvpn

Gubject Public Key Info:
Public Key Algorithm: rsaEncryption

Signature Algorithm:
s fds
:dB:
$23:
:9d:
:03:
:38:
:d0:
:3e:
tbf:
1db:
1d2:
:12:
tel:
tef:
rdd:

cf

Public-Key:

Modulus:

00

cd:
les
teb:
tca

e3

47z
:cT:
Sb:
le:
id:
e’:
if:
bl:
:ch
fo:
63z
03:
fb:

62

28

tac

09:
10

1f

92:
£3:
B2
4f:
63:
f6:

47
43
93:
f5:

ae:ed

Exponent:

08:
6d:
Tb:
2f:

b

Ob:
46

23:5b

1e9:d5
rec:d?
t8e:58

:07:62:

:7b:50

rad:fo:
t7o:2l:
rda:fe:
:86:ch:

tbo:le

£4:91:
tc:el:
tb2:0c:

tbl:

52:

th5:

bd:

ab:
f6:
Oe:

tc3:

a3d:
30
4d:

tf3:
taf:

ae:
62:
£8:

655

sdl:
dc:
93:
ib:
:bb:
rde:
:ch:
o
K
32:
ac:
12:
36:
:db:

----- BEGIN CERTIFICATE=====
MIICS52CCAcBCAQEWDQYTEoZ IThveNAQELBQAWNDELMAKGAIUERhMCOOgxEzARBgNV
BRoMCnNOcm9uZ INIYW4xEDAOBgNVBAMMB 0 9wZWSWUE4wHhc NMTowNTASMDY zNDR4
WheNMicwNTAIMDY zZNDA4 WA/ MOswCOYDVOOGEWIDSDETMBEGAL1UECawK e 3Rvb25n

ca
b8:
Oe
08:

HTH

a7:
05:
db:
12
57
dd:
10
fa:
85:
65:
f1
BELl:

37

:cT:

11:

:d2:

al:
be:
39:
do:
04:

iec:

ff:
el:

12f:

Ta:
le:
ad:

:eld:

2b:

(2048 bit)

:t1B:70:
:17:00:
:eT:f8:
:6d:
cab:cd:
194:7b:
tel:7d:
:90:53:
te2:ed:
tflicd:
:97:59:
tbd:fl:
tdarba:
:96:1c:
:73:b0:
:b3:70:
:55:8a:

(0x10001)

ted:
:16:
tal:

k]

eb:
:d0:

17:
35:
le:
tbhe:
34:
al:
:95:
:53:
+£0:
ib8:
t14:
thf:
:b8:
H

le

ea:
1d:
46:

ed:
ed
63

40:
db
1b:

Sc:
:91:
zod:
2:0d:
=71:
tcct
£33
HL Y]
H-XH
s2a:
:fc:
zla:
:f6:
=62:

T1l:

sdd:
.1

98:

ibd:

Ob:

1£5¢:

tde:
ted:
tcc:
:0b:
:2b:
:67:
:de:
tle:

sha256WithRSAEncryption
tde:

(2) Open VPN client configuration

:30:
:91:
saf:
:55:
:lo:
HL.LH

sde

:de
:1b

icc:

:45

:fd:

: B8

tcd:
:fd:
78
tbe:
=73:
:33:
:3b:
:d9:

tae
tals:
66
:8f:
:d0:
60z
cad:
tcl:

ba:
el:
b

73:
39:
da:
af:

:12:

53:

:d8:

76:
02:
ba:
95:
f5:

30:c7:
63:88:
22:ff:

TB:78:
2e:54:

:chrlb:

:e0:80:
ieTicb:

1f:7b:

tce:28:

31:ba:

:d9:a3:

id...

The CN information of user
certificate is as shown in the
subject field.
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For the Open VPN client side, the basic setting is as below figure.

Edit Open VPN Connection #1

Mode

VPN Mode

TLS Mode

TLS minimal version

Cipher

Status

Device
Protocol

Port

VPN Compression

Authentication

Client

Client Mode

Server Address

PKCS12 Password

Route Client Networks

Disable @ Enable

Server @ Client Custom

© Disable Enable

© none 1.0 1.1 1.2
BF-CBC
Connected
P Connected since

192.168.30.6 2017-06-21 10:38:15

© TUN TAP

© UDP TCP

1701

© Disable Enable

pkecs #12 Certificate

© Roadwarrior

172.168.1.1

1234567

off © On

«

<«

The Server Address is required field, which indicate the Open VPN server address which
Open VPN client try to connect. And the PKCS12 Password only works when selected the
pkcs #12 Certificate authentication option.

This option requires the P12 file which generated from Generic Setup Open VPN server part.
The password also be set on the Generic Setup Open VPN server part.

If you use the Certificate authentication option, the Open VPN client will require the Root
CA, User cert and User key files.

Same as the Open VPN server configuration part, Open VPN client web Ul also provides the
status information. When all settings set up properly, the status will change from Idle to
Running. When Open VPN tunnel is created, the status shows Connected and the
information for IP address and the time.
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16.5.4 Open VPN 1:1

NAT

Cellula

OpenVPN server

1:1 NAT

I

src: 192.168.11.2 l

=

src: 192.168.11.2

dst: 192.168.10.2

«
WAN: 172.168.1.1/24

Cellular Router
QpenVPN client

o

r Router

WAN: 172.168.1.2/24

LAN: 192.168.1.1/24 LAN: 192.168.1.1/24

T

src: 192.168.1.2
dst: 192.168.10.2

—
.

—

PC1

For the net-to-net part

e

192.168.1.2/24

==y
PC2: 192.168.1.2124

, the Open VPN server LAN network and the Open VPN client LAN

network are different. But some time, the LAN network will be same for both sides.

When this situation occ

urred, the routing rules will be ambiguous that will result in the PC1

and the PC2 can't communicate each other. Thus, the router Open VPN provides the 1:1 NAT

feature. The feature wil

| convert the conflict subnet to different subnet. In this case, you can

use 1:1 NAT feature to convert the Open VPN server and client side LAN network.

For the Open VPN ser

ver side, we fill up the Network be 192.168.10.0 and Netmask

255.255.255.0. The setting will make the router convert the Open VPN server side LAN

network from 192.168.

Roadwarrior

Route Client Networks

#2

#3

#4

#5

#6

#7

#8

NAT

1:1 NAT

Network

MNetmask

1.0/24 to 192.168.10.0/24 when the VPN traffic is coming.

Off @ On

Connections - Net / Mask
192.168.11.0 ! 255.255.255.0
0.0.0.0 /' 0.0.0.0
0.0.0.0 /' 0.0.0.0
0.0.0.0 /' 0.0.0.0
0.0.0.0 /' 0.0.0.0
0.0.0.0 /' 0.0.0.0
0.0.0.0 /' 0.0.0.0
0.0.0.0 /' 0.0.0.0
Off @ On
192.168.10.0
255.255.255.0

For the Open VPN client side, same as server side but we fill up the Network as 192.168.11.0.

© ALLNET GmbH Computersysteme 2020 — All rights reserved
Errors and changes reserved
155



The setting will make router convert the Open VPN client side LAN network from
192.168.1.0/24 to 192.168.11.0/24 when the VPN traffic is coming.

Client
Client Mode © Roadwarrior
Server Address 172.168.1.1 B
PKCS12 Password proscend
Route Client Networks Ooff @ On
NAT
1:1 NAT Ooff @ On
Network 192.168.11.0
Metmask 255.255.255.0

16.5.5 Open VPN with third-party server

Internet

A

Cellular Router \ 4

OpenVPN client [%

e % OpenVPN tunnel J ]
- ) —

|LAN 192.168.1.1/24

OpenVPN third-party server
e.g. vpngate

—
p—i

7=\
92.168.1.2/24

PC1: 192.168.1.2/
A VPN enables you to send and receive data across shared networks.

For some users, they will use the VPN to access the limited network service from the different
country. But normally, the third-party Open VPN server will provide the .ovpn configuration
files for the Open VPN client. The .ovpn is hard to convert to the cellular router Open VPN
client configuration. So, we provide the Custom mode to make the user can easy use
the .ovpn to set up the cellular router Open VPN client. The Custom mode provide the
import button to allow user import the third-party Open VPN server .ovpn configurations
file.

For example, use the Japan Open VPN server which provided by http://www.vpngate.net/en/.
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Firstly, download the ovpn configuration files from vpngate.net.

Additionally, use the Open VPN custom import button to import it. The result is as the below
figure. If the .ovpn configuration file is correct, the web Ul will show Apply OK.

Edit Open VPN Connection #1

Mode ) Disable @ Enable
VPN Mode " Server () Client @ Custom
Status Connected
IP Connected since

10.211.1.5 2017-06-21 11:30:40

If the third-party Open VPN server is reachable, the VPN tunnel will be established.

When the Open VPN VPN tunnel is established, the status shows Connected and the
information for IP address and the time. In this moment, the PC1 can visit the
http://www.vpngate.net and the web Ul should indicate the PC1 in the Japan at now as the
below figure.

Follow @vpngate

Ga - Anacademic experiment

VPN Gate Sgwd  ® Graduste School of

An acadermnic experiment University of Taukuba, Japan
en ww taukubmac i engiiih

Hosted by
volunteers

(T Tube)
E twitter ¥
Target servers
internet www.vpngate.net Oversea internet

ate Client

Free Access to World Knowledge Beyond Government's Firewall.
Your IP: FL1-119-240-145-93.stm.mesh.ad jp (119.240.145.93)
L]

Your country: Japan
Let's change your IP address by using VPN Gate!

.ﬂ Welcome to VPN Gate. (Launched on March 8, 2013
= You can get through your government’s firewall to browse restricted websites. (e.q. YouTube.)

- You can disguise your IP address to hide your identity while surfing the Internet S SOftEther VP N
Supgorts Ope P

- You can protect yourself by utilizing the strong encryption while using public Wi-Fi. More Detalls... sec and SSL-VPN,

Supports Windows, Mac, iPhone, iPad and Android. An open-source Vi ment project since March 8

VPN Gate is based on SoftEther VPN, a multi-protocol VPN server.

Today: 1,403,922 connections, Cumulative: 3,897,814,392 connections, Traffic: 104,975.51 TB. 3,897,814,392 VPN connections from 233 Countries.
oo s om 75 s cmo v desinson oy rsiion v v v e SR o oy e G
VPN-3897614392  2018/03/07 1:31:13 (C mins ago) ™ ykraine ¥l Canada 184,146 OpenVeN 1 Korea Republic of 23,065.257.5G8 118,005,960
VPN-3897814391 | 2018/03/07 1:30:31 (0 mins ago} ¥ srance = Croava (LOCAL Name. Hrvatska) 93.143.x OpenVeN 2 Mchna 10,001.271.4G8 539,459,030
VPN-3897814390 2018/03/07 1:29:53 (1 mins ago} &8 United Kingdom  * Japan 5B.183.x.% OpenVPN 3 B ynited States 9,442,2486GB 230,129,948
VPN-3897814389 2018/03/07 1:29:40 (1 mins ago) ¥ £rance - yonezuela 190.75.%x OpenVPN 4 W raivan 7,964,803.1GB 306,587,109
VPN-3897814388 2018/03/07 1:29:36 (1 mins agol MM france ™ venezuela 180.75.x.x OpenVPN S * jagan 6,644,7027GB 104,583,401
Recent VPN activity status weorldwide (3,185 entries) Top countries with most users (Refreshed in real time)

16.5.6 Install Open VPN Access Server on Docker

Open VPN Access Server on Docker installation
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Open VPN Access Server is a full featured secure network tunneling VPN software solution
that integrates Open VPN server capabilities, enterprise management capabilities, simplified
Open VPN Connect Ul, and Open VPN Client software packages that accommodate Windows,
MAUGC, Linux, Android, and iOS environments. Open VPN Access Server supports a wide range
of configurations, including secure and granular remote access to internal network and/ or
private cloud network resources and applications with fine-grained access control.

All Open VPN Access Server downloads come with 2 free client connections for testing
purposes.

$15.00 License Fee Per Client Connection Per Year. Support & Updates included. 10 Client
minimum purchase.

The detail please look https://Open VPN.net/index.php/access-server/pricing.html
Quick Installation
= Prerequisites
e Ubuntu 16.04
e curl or wget should be installed
Install via curl
sh -c "$(curl -fsSL https://bit.ly/2GrzYyS)"
Install via wget
sh -c "$(wget https://bit.ly/2GrzYyS -O -)"
Install Docker on Ubuntu 16.04 64bit
Reference: https://docs.docker.com/engine/installation/linux/docker-ce/ubuntu/
Set up the repository
sudo apt-get remove docker docker-engine docker.io
sudo apt-get update
sudo apt-get install \
apt-transport-https \
ca-certificates \
curl\
software-properties-common
curl -fsSL https://download.docker.com/linux/ubuntu/gpg | sudo apt-key add -
sudo add-apt-repository \
"deb [arch=amd64] https://download.docker.com/linux/ubuntu \
$(Isb_release -cs) \
stable"
Install Docker CE
sudo apt-get update

sudo apt-get install docker-ce
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Install Open VPN Access Server by docker image

Reference: https://hub.docker.com/r/linuxserver/Open VPN-as/

sudo mkdir -p /Open VPN-as
sudo docker create --name=0Open VPN-as \
-v /Open VPN-as:/config \
-e TZ="Asia/Taipei" \
-e INTERFACE=enp3s0 \
--net=host --privileged linuxserver/Open VPN-as
sudo docker start Open VPN-as
Check the Open VPN Access Server by visiting https://<server_ip_or_domain>:943
Setup Open VPN Access Server for Cellular Router
The admin page is https:/<server_ip_or_domain>:943/admin
The default administrator username and password is admin/password.

Login page:

8 VPN

OpenVPN Technologies, Inc.

Admin Login
Username

Password

After logged, please change the user authentication type to Local like the following figure.
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https://hub.docker.com/r/linuxserver/openvpn-as/

mPE NVPN” Access Server Logout Help

Status Settings Changed At a glance
T LOCAL selected for user authentication. Server Status: an -
The active profile 'Default' has been modified and saved. License: 2 devices Info

Current Users
Press the button below to propagate the changes to the running server.

Log Reports -
Current Users: 0 List
. . L Update Running Server ]
Configuration 3. l —
License : :
: User Authentication
B User credentials are validated using one of the three (external) user databases below or
Server Network Settings using the locally configured users on 'Users Permissions' page.

VPN Mode
VPN Setti IMPORTANT NOTE: if you are using autologin profiles (selectable on the User
EIENGS Permissions page), bear in mind that they authenticate using a certificate only and
Advanced VPN will therefore bypass credential-based authentication using the external
Web Server authentication DBs below.

Authenticate users using:

(6 e ]3]

Client Settings

Failover
PAM
User Management RADIUS
LDAP
User Permissions
Group Permissions Save Settings

Revoke Certificates

Authentication
1
PAM

RADIUS
LDAP

Tools

Profiles
Connectivity Test
Documentation
Support

And switch to the User Permission page to create the user for Cellular Router.

(In this case, we use the test/test to be the example.)

m PE NVPNn Access Server

Status User Permissions
Status Overview  goarch By Username/Group (use "%’ as wildcard)

Current Users
No Default Group % Search/Refresh

Log Reports
Configuration Allow
g Username GCroup Mqre Admin  Auto- L Delete
i Settings : Access
License login
SSL Settings admin Mo Default Group & Show .r a
Server Network Settings New Username:

VPN Mode 2 - No Default Group {_;

VPN Settings
Advanced VPN
Web Server

Require user permissions record for VPN
access
Client Settings

Failover Save Settings

User Management

1 | User Permissions I

Group Permissions

Revoke Certificates

Also check the Access from all other VPN clients to make the Cellular Router could be
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reachable.

User Permissions

Search By Username/GCroup (use "%' as wildcard)

No Default Group 5 SearchjRefresh

Allow

Username Group qure Admin  Auto- ] Delete
ettings logi Acce:
ogin
admin No Default Group 5  Show j 8
New Username: - - -
No Default Group Hide
test

Local Password: 4 wene ( Mo Password Set )
Select IP Addressing : © Use Dynamic () Use Static
Access Control
Select addressing method: © Use NAT . Use routing

Allow Access To these Networks:

]

List subnets in network/ nbits form

Allow Access From: " all server-side private subnets
Allow Access From: 5. | B all other VPN clients

VPN Gateway -

Configure VPN Gateway: © No()Yes

DMZ settings

Configure DMZ IP address: O No () Yes

Require user permissions record for VPN
access

6. [Tomw e |

User Permissions Changed
User 'test’ added.

Press the button below to propagate the changes to the running server.

7_ Update Running Server

Setup Cellular Router Open VPN client

(MPENVPN

Username
test

Password

| Login ¢|[ Go J

Use the user test/test to login https:/<server_ip_or_domain>:943
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Please make sure to change the type from Connect to Login.

@®PENVPN

Connect | | Logout

To download the OpenVPN Connect app, please
choose a platform below:

OpenVPN Connect for Windows
+ OpenVPN Connect for Mac OS X
OpenVPN Connect for Android

« OpenVPN Connect for i0OS
OpenVEN for Linux

Connection profiles can be downloaded for:

« Yourself (user-locked profile)

After logged, please download the .ovpn configuration by click the user-locked profile.

Edit Open VPN Connection #1

Setting Log

Mode ) Disable @ Enable

VPN Mode "~ Server () Client @ Custom
Custom Config I Import *.ovpn i E2

Username test
Password test

Status Connected

IP Gonnected since

172.27.232.2 2017-07-26 14:01:39

4.

=

Upload the .ovpn configuration to Cellular Router Open VPN custom mode, and input the
username and password.
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OpenVPN Acess Server

Services
HTTPS
SNMP
Modbus @
or Y
TRO69 Cellular Router —
PC Cellular Router
OpenVPN client | OpenVPN client
test/test | admin/password

When the VPN tunnel established, the Cellular Router can be managed/accessed by the other
VPN clients.

16.5.7 Install Pritunl Open VPN server on Docker

Pritunl Open VPN server on Docker installation

Pritunl is a distributed enterprise vpn server built using the Open VPN protocol.

Quick Installation

Prerequisites

Ubuntu 16.04

e curl or wget should be installed

m Install via curl
sh -c "$(curl -fsSL https:/bit.ly/2IpJN1X)"

= Install via wget
sh -c "$(wget https:/bit.ly/2IpJN1X -O -)"
Install Docker on Ubuntu 16.04 64bit

Reference: https://docs.docker.com/engine/installation/linux/docker-ce/ubuntu/

Set up the repository
sudo apt-get remove docker docker-engine docker.io

sudo apt-get update
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sudo apt-get install \
apt-transport-https \
ca-certificates \
curl\
software-properties-common
curl -fsSL https://download.docker.com/linux/ubuntu/gpg | sudo apt-key add -
sudo add-apt-repository \
"deb [arch=amd64] https://download.docker.com/linux/ubuntu \
$(Isb_release -cs) \
stable"
Install Docker CE
sudo apt-get update

sudo apt-get install docker-ce

Install Docker compose

sudo apt-get install docker-compose

Install Pritunl Open VPN Server by docker compose

(1) Set up the basic environment by the following commands.
mkdir ~/pritunl
cd ~/pritunl
touch docker-compose.yml
(2) Copy and paste the following content to docker-compose.yml.
version: 2"
services:
pritunl:
image: jippi/pritunl
volumes:
- pritunl:/var/lib/pritunl
- mongo:/var/lib/mongodb
privileged: true
network_mode: "host"
ports:
- "1194:1194/tcp"
- "1194:1194/udp"
- "80:80/tcp"
- "443:443/tcp"

volumes:
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mongo:
pritunl:
(3) Run the command docker-compose up -d to start the server

(4) Check the Pritunl Open VPN Server by visiting https://<server_ip_or_domain>

Setup Pritunl Open VPN Server for Cellular Router
The server will running on https://<server_ip_or_domain>.

The default username/password is pritunl/pritunl.

Login Page:

lUsername

Password

After logged, the server will ask you to do the initial setup. You can change the username

and the password setting in this page.

Initial Setup:

Initial Setup
Username New Password
pritunl = Enter password =
Public Address Public IPv6 Address
60.250.198.239 Enter public address
Web Console Port Lets Encrypt Domain
443 mrdrd.ddns.net

Setup Later m

Open VPN user setup

Please navigate to the User page to setup the Open VPN user account.
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pritunl Users Upgrade to Enterprisel

Users and Organizations Add Organization

There are no organizations.

Add the organization by click the Add Organization button.
Add Organization

Enter name

(In this document, we use the MR to be the organization example.)

When the organization be created, the Users page should be like the following figure.
pl’itl.ll'll Users Upgrade to Enterprisel

Successfully added organization.

| oenzaeon IV I | Soarch foruser

There are no users in this organization

Then add the Open VPN user by click the Add User button.

Add User

Name

Enter name =

Select an organization

MR

Email (optional)

Enter email address

Pin

Enter user pin =2

Note: In this Open VPN server, the PIN must contain only digits.

Note: In this document, we use the test/123456 Open VPN user to be the example.
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pritu nl Users Upgrade to Enterprisel

Successfully added organization.

Successfully added user.

test @offine SOV

Open VPN server setup

Please navigate to the Server page to setup the Open VPN server.

pri‘l:l.lnl Servers Upgrade to Enterprisel

servers

There are no servers on this host.

And click the Add Server button to create the Open VPN server.

Add Server Advanced
Name DNS Server
Enter name g8.8.8.8
Fort Protocol Virtual Network
10149 udp 192.168.231.0/24
Enable IPv6 Enable Two-Step Authentication

Cancel m

Note: Please click the Advanced tab and make sure the Inter-Client Communication be
checked

When the Open VPN server created, the Servers page should like the following figure.

© ALLNET GmbH Computersysteme 2020 — All rights reserved
Errors and changes reserved
167



pritl.lnl Servers Upgrade to Enterprisel

Server e

Successfully added server. x

m router Server must have an organtzation attached

@ Status OFfline m Bandwidth Graphs o
1

Uptime

1 Users -/- users online

" Devices 0 devices online

all Network 192.168.234.0/24
#»Port 17470/udp

£+ Multiple Devices Disabled
0.0.0.0/0 ==
192.168.234.0/24 [ Remove Route |

There are no organizations attached to this server.

And click Attach Organization button to setup the Open VPN server.

Attach Organization

Select an organization

MR

Select a server

router

Start the Open VPN server by click Start Server button.
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pritunl Servers Upgrade to Enterprise!

Servers

Successfully added server. X

Successfully attached organization. X

 c— ™
23 router ‘ Start Sorver ) Deleto Server
e
O Status OFftine Bandwidth Graphs i
1
© Uptime -
2 Users 0/1 users online
< Devices 0 devices online
Jl Network  192.168.234.0/24
7> Port 17470/udp
£+ Multiple Devices Disabled
(» 0.0.0.0/0
3 192.168.234.0/24 m [ to |
MR

Cellular Router setup

First, please navigate to the Users page and download the user configuration file and extract
it.

pri‘l‘l.lnl Users Upgrade to Enterprisel

Users and Organizations T T ey
m MR m Search for user

| test @ offine SO P v

Note: In this document, you should get the MR_test_router.ovpn file.
And visit the Cellular Router Open VPN custom page then import the .ovpn file.

Fill up the username/password which be setup in Open VPN user setup part.
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Edit Open VPN Connection #1

Setting Log
Mode "1 Disable @ Enable
VPN Maode T Server () Client @ Custom
Username test
Password 123456
Status Connected

1P Connected since

192.168.235.2 2017-08-16 16:04:16

(= ==

When the Cellular Router Open VPN connected, the Pritunl Open VPN server also update
the user status.

Pl'itl.lnl Users Upgrade to Enterprise!

Users and Organizations
MR EIZZN | Soarch oruser

2 test @onine S OQA

@ router ) calm-plateau-9655 A 1921682352 (A 60.250.198.235 (O 4:04pm @ Online
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16.6 VRRP Topology

Basic VRRP Topology

Router A Router B

Virtual Router Virtual Router
Master Backup
192.168.1.100 } 192.168.1.101 4
pgmm— e
-— —
- — ==Y
e\ b\
Client 1 Client 2

Base on this topology and VRRP Parameter settings, Router A and Router B will offer a
virtual router service with virtual IP = 192.168.1.200 for the client.

16.7 TR0O69 Server (GenieACS Installation)

Server OS: Ubuntu 14.04 on Virtualbox
Installation:

1) Login ubuntu
2) Change to root by 'su -' and enter your root password.
3) Install required package as below command:
>apt install gcc openssl-devel zlib-devel readline-devel sqlite-devel
4) Make a directory for application installation
>mkdir /opt
5) Install yaml
cd /opt
wget http:/pyyaml.org/download/libyaml/yaml-0.1.7.tar.gz
tar xvzf yaml-0.1.7.tar.gz
cd yaml-0.1.7
Jconfigure
make && make install
6) Install ruby
cd /opt
wget http://cache.ruby-lang.org/pub/ruby/2.4/ruby-2.4.1.tar.gz
tar xvzf uby-2.4.1.tar.gz
cd ruby-2.4.1

Jconfigure
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make && make install
ruby -v
ruby 2.4.1p111 (2017-03-22 revision 58053) [i686-linux]

cd /opt
gem install rails --no-ri --no-rdoc
gem install bundle --no-ri --no-rdoc

7) Install node.js

cd /opt

wget http:/nodejs.org/dist/v8.2.1/node-v8.2.1.tar.gz
tar zxvf node-v8.2.1.tar.gz

cd node-v8.2.1

Jconfigure

make && make install

node -v

v8.2.1

8) Install redis

cd /opt

wget http:/download.redis.io/releases/redis-4.0.1.tar.gz
tar zxvf redis-4.0.1.tar.gz

cd redis-4.0.1

make

make test

All tests passed without errors!
make install

#Start redis server

redis-server

9) Install mongodb

cd /opt

wget https://fastdl.mongodb.org/linux’mongodb-linux-i686-3.3.3.tgz
tar zxvf mongodb-linux-i686-3.3.3.tgz

cd mongodb-linux-i686-3.3.3

mkdir -p /data/db

10) Install genieACS

cd /opt

git clone https://github.com/zaidka/genieacs.git
cd genieacs

npm install

npm run configure

npm run compile

Modify FS_HOSTNAME field in genieacs/config/config.json for device retrieve
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firmware file

Original configuration:
"FS_HOSTNAME" : "acs.example.com"

New configuration example.:
"FS_HOSTNAME" : "192.168.0.199"

Note: It is the place where the device firmware file stored. Generally, it is the IP address on
where your GenieACS server installed.

Modify connect request username/password in genieacs/config/auth.js to
stimulate connection

Original configuration:
function connectionRequest(deviceld, url, username, password, callback) {
return callback(username || deviceld, password || "");

}

New configuration example:

function connectionRequest(deviceld, url, username, password, callback) {
return callback('tr069','tr069");

}

Note: The hard code username/password MUST same with device's connection request
username/password, otherwise the ACS stimulate connection will fail.

11) Install genieACS-Gui

git clone https://github.com/zaidka/genieacs-qui
cd genieacs-gui
bundle

gem install json
bundle update

rm -f db/*.sqlite3
rake db:create
RAILS_ENV=development rake db:migrate

cd /opt

cd genieacs-gui/config

cp index_parameters-sample.yml index_parameters.yml

cp parameter_renderers-sample.yml parameter_renderers.yml
cp parameters_edit-sample.yml parameters_edit.yml

cp roles-sample.yml roles.yml

cp summary_parameters-sample.yml summary_parameters.yml
cp users-sample.yml users.yml

cp graphs-sample.json.erb graphs.json.erb

GenieACS startup script:
#1/bin/sh
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GENIE_PATH=/opt/genieacs/bin
GENIE_GUI_PATH=/opt/genieacs-gui

echo "start mongod."
pidof mongod
if [$? '=0]; then

/opt/mongodb-linux-i686-3.3.3/bin/mongod --dbpath
storageEngine=mmapv1 --fork --syslog
fi

echo "start North Bound/RESTful Interface service."
$GENIE_PATH/genieacs-nbi &

echo "start ACS/CWMP service."
$GENIE_PATH/genieacs-cwmp &

echo "start HTTP/File streaming service."
$GENIE_PATH/genieacs-fs &

echo "start GenieACS/WebUI."
cd $GENIE_GUI_PATH

rails server -b 0.0.0.0
GenieACS stop:

Ctrl-C

Usage:
1) Device Configuration

Fill in the ACS URL field as http://GenieACS server IP:7547

/data/db

--journal --

Fill in the Connection Request Username and Connection Request Password fields to same

with the configuration in genieacs/config/auth.js.

2) GenieACS Operation

Input http://GenieACS server IP:3000 on browser url bar and Enter.

Press Home tab to refresh Online devices status.

®eenieacs
N G G R

Online devices

All devices

Online now: 1 (100.00%)
Past 24 hours: 0 (0.00%)
® Others: 0 (0.00%)
Total: 1

2.1) Login

Username and Password are admin/admin.

Virtual Parameters Files
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®eenieacs

Home

Log in
Username |admin
Fassword eeeee

Log in

3) Device information

Press Devices tab

& eenieacs
Home Faults Presets Objects Provisions

Listing devices
Filters
+

Filter ) Clear

Showing 1 devices

Virtual Parameters Files

Serial number Product class Software version MAC IP WLAN 55ID Last inform
999999999999 0136000215129B37 192.168.0.89 8 minutes ago
Download

Move mouse to line end of your device, the Show link show up.

Showing 1 devices
Serial number Product class Software version MAC P

admin | Log out

WLAN SSID  Last inform

999999999999 0136000215129B37 192.168.0.89

MNrvwarnlnad

Press Show link, the device information shows up.

&L eenieacs

Home Devices Faults Presets Objects Provisions

Device: 00304F-999999999999
Tags: +
Last inform: 12 minutes ago — Refresh, Ping

Serial number: 999999999999
Product class:

OUI- 00304F

Manufacturer: Generic

Hardware version: 0126000200000000
Software version: 0136000215129B37
P2 192.168.0.89 — Edit

Task queue
Task Time Fault code Fault message Fault detail Retries

Empty

Devi(ypammeters
(Typfto search... ]

ternetGatewayDevice.Devicelnfo
nternetGatewayDevice.Devicelnfo.SpecVersion 1.0
nternetGatewayDevice.Devicelnfo.Hardwareversion 0136000200000000)
ternetGatewayDevice.Devicelnfo.SoftwareVersion 0136000215129B37

InternetGate Device.Devicelnfo.ProductClass

Reboot
Factory reset

Push file »

Add Firmware
Delete

4) Access parameters

Virtual Parameters

Files

8 minutes ago( )

admin | Log out

Scroll up/down on Device parameters list, the Refresh and Edit link show up at line end of

parameter.

© ALLNET GmbH Computersysteme 2020 — All rights reserved
Errors and changes reserved
175



For Readable parameter

Device parameters
Type to search...
InternetGatewayDevice

InternetGatewayDevice.DeviceSummary InternetGatewayDevice:1.4[](Baseline:1,Eth..

InternetGatewayDevice.Devicelnfo
InternetGatewayDevice.Devicelnfo.SpecVersion 1.0

InternetGatewayDevice.Devicelnfo.HardwareVersion 0136000200000000
InternetGatewayDevice.Devicelnfo.SoftwareVersion 0136000215129837

InternetGatewayDevice.Devicelnfo.ProvisioningCode

For Readable and Writable parameter

LSS AT Y LTV ILEa A WU | LI LA 1S o | 2SIt UelaUats
InternetGatewayDevice.X_ROUTER_DNAT.entry.15.dport_begin 0
InternetGatewayDevice.X_ROUTER_DNAT.entry.15.dport_end O
InternetGatewayDevice.X_ROUTER_DNAT.entry.16
InternetGatewayDevice.X_ROUTER_DNAT.entry.16.mode off
InternetGatewayDevice.X_ROUTER_DNAT.entry.16.description
InternetGatewayDevice.X_ROUTER_DNAT.entry.16.protocol tcp
InternetCatewavDevice. X ROUTFR NNAT.entrv.1f.snort henin @

4.1) Get parameter value

Press on the Refresh link, the Pending tasks window will pop up on right top to ask you

to allow or Cancel this action.

® eenieacs

Home Devices Faults Presets

Device: 00304F-999999999999
Tags: +

Last inform: 12 minutes ago — Refresh, Ping

Serial number: 9999999999939

Product class:

QUIZ 00304F

Manufacturer: Generic

Hardware version: 0136000200000000
Software version: 0136000215129837
IP: 192.168.0.89 — Edit

Task queue

Task Time Fault code Fault message Fault detail Retries

Empty

Device parameters

Type to search...
InternetGatewayDevice.X_ROUTER_DNAT .entry.15.protocol tcp
InternetGatewayDevice.X_ROUTER_DNAT.entry.15.sport_begin O
InternetGatewayDevice.X_ROUTER_DNAT.entry.15.sport_end 0
InternetGatewayDevice.X_ROUTER_DNAT.entry.15.dest 0.0.0.0
InternetGatewayDevice.X_ROUTER_DNAT.entry.15.dport_begin 0
InternetGatewayDevice.X_ROUTER_DNAT.entry.15.dport_end 0
InternetGatewayDevice. X_ROUTER_DNAT.entry.16
InternetGatewayDevice.X_ROUTER_DNAT.entry.16.mode off
InternetGatewayDevice.X_ROUTER_DNAT.entry.16.description
InternetGatewayDevice.X_ROUTER_DNAT.entry.16.protocol tcp
InternetGatewayDevice.X_ROUTER_DNAT.entry.16.sport_begin O
InternetGarewavDevice X ROUTFR NNAT.entrv.16.snort end @

Reboot
Factory reset
Push file »
Add Firmware
Delete

Objects

Press Commit to get this parameter value.

Provisions

admin | Log out

Pending tasks
m Refresh mode

Commit Cancel

Note: If the GenieACS can reach the device, the parameter value will be updated
immediately. Otherwise, this request will be queued on Task queue list until next time device

connect to GenieACS.

Note: To update the whole tree, refresh the root parameter (InternetGatewayDevice.).
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Note: To update partial tree, refresh the parent node of the partial tree.
4.2) Set parameter value

Press on the Edit link, editing window will pop up to ask you to change the value of this
parameter.

n:illg

InternetGatewayDevice.X_ROUTER_DNAT.entry. I 6.mode

Bm ]

(0K cance

Input new value and press OK.
Editing
InternerGarewayDevice. X_ROUTER_DNAT.entry. 1 6.mode

(o)) cance

The Pending tasks window will pop up to ask you to allow or Cancel this action.
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mut

Commit | Cancel

®eenieacs e

= Edit mode

Home Devices Faults Presers Objects Provisions b

N\
‘ Device is offline /T

Device: 00304F-999999999999

Tags: +

Last inform: @ less than 5 seconds ago — Refresh, Ping

Serial number: 999999999939

Product class:

QUI: 00304F

Manufacturer: Generic

Hardware version: 0136000200000000
Software version 36000215129E37
IP- 192.168.0.89 — Edit

Task queue

Task Time Fault code Fault message Fault detail Retries

Empty

Device parameters

|Type to search...
InternetGatewayDevice.X_ROUTER_DNAT.entry.15.protocol tcp
InternetGatewayDevice. X_ROUTER_DNAT.entry.15.sport_begin 0
InternetGatewayDevice. X_ROUTER_DNAT.entry.15.sport_end 0
InternetGatewayDevice.X_ROUTER_DNAT.entry.15.dest 0.0.0.0
InternetGatewayDevice.X_ROUTER_DNAT.entry.15.dport_begin 0
InternetGatewayDevice.X_ROUTER_DNAT.entry.15.dport_end 0
InternetGatewayDevice.X_ROUTER_DNAT.entry.16
InternetGatewayDevice.X_ROUTER_DNAT.entry.16.mode off
InternetGatewayDevice.X_ROUTER_DNAT.entry.16.description
InternetGatewayDevice.X_ROUTER_DNAT.entry.16.protocol tcp
InternetGatewayDevice.X_ROUTER_DNAT.entry.16.5port_begin 0
InternetCatewavDevice X ROUTFR NNAT entrv 16 sport end 0

Reboot

Factory reset
Push file »
Add Firmware
Delete

Press Commit to set this parameter value.

Note: If the GenieACS can reach the device, the parameter value will be set immediately.
Otherwise, this request will be queued on Task queue list until next time device connect to
GenieACS.

5) Reboot device

Press on Reboot link.

@ eenieacs

Home Devices Faults Presets Objects Provisions Virtual Parameters  Files

admin | Log out

Device: 00304F-Mobile%20Router-999999999999
Tags: +
Last inform: about 2 hours ago — Refresh, Ping

Serial number: 999999999999

Product class: Mobile Router

QUI: 00304F

Manufacturer: Generic

Hardware version: 0136000200000000
Software version: 0136000215129839
IP: 192.168.0.89 — Edit

Task queue

Task Time Fault code Fault message Fault detail Retries

Empty

Device parameters

|Type to search...

InternetGatewayDevice

InternetGatewayDevice.DeviceSummary InternetGatewayDevice:1.4[J(Baseline:1,Eth..
InternetGatewayDevice.Devicelnfo
InternetGatewayDevice.Devicelnfo.SpecVersion 1.0
InternetGatewayDevice.Devicelnfo.HardwareVersion 0136000200000000
InternetGatewayDevice.Devicelnfo.SoftwareVersion 0136000215129839
InternetGatewayDevice.Devicelnfo.ProvisioningCode
InternetGatewayDevice.Devicelnfo.Manufacturer Generic
InternetGatewayDevice.Devicelnfo.UpTime 3920 (1:5:20)
InternetGatewayDevice.Devicelnfo.AdditionalSoftwareVersion V1.51
InternetGatewayDevice.Devicelnfo.ModemFirmwareVersion EC25EFARO2AD6M4G
InternetGatewayDevice.Devicelnfo.SerialNumber 999999999999

»

I3
yreset
Push file »
Add Firmware
Delete

The Pending tasks window will pop up to ask you to allow or Cancel this action.
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admin | Log out

Pending tasks

. Commit Cancel
Provisions

Press Commit to reboot device.

Note: If the GenieACS can reach the device, the device will reboot immediately. Otherwise,
this request will be queued on Task queue list until next time device connect to GenieACS.

6) Reset to default

Similar to Reboot device except pressing on Factory reset link.
7) Firmware Upgrade
7.1) Upload Firmware

Press Add Firmware link

®eenieacs

Home Devices Faults Presets Objects Provisions Virtual Parameters  Files

admin | Log out

Device: 00304F-Mobile%20Router-999999999999
Tags: +
Last inform: about 2 hours ago — Refresh, Ping

Serial number: 999999999999
Product class: Mobile Router

OUIL- 00304F

Manufacturer: Generic

Hardware version: 0126000200000000
Software version: 0136000215129839
IP: 192.168.0.89 — Edit

Task queue

Task  Time Fauli code Fault message Fault detail Retries

Empty

Device parameters
Type to search...
InternetGatewayDevice
InternetGatewayDevice.DeviceSummary InternetGatewayDevice:1.4[](Baseline:1,Eth__ (]
InternetGatewayDevice.Devicelnfo

InternetGatewayDevice.Devicelnfo.SpecVersion 1.0

InternetGatewayDevice.Devicelnfo.HardwareVersion 0136000200000000

>

InternetGatewayDevice.Devicelnfo.SoftwareVersion 0136000215129839
InternetCGatewayDevice.Devicelnfo.ProvisioningCode
InternetGatewayDevice.Devicelnfo.Manufacturer Generic
InternetGatewayDevice.Devicelnfo.UpTime 3920 (1:5:20)
InternetGatewayDevice.Devicelnfo.AdditionalSoftwareVersion V1.51
InternetCGatewayDevice.Devicelnfo.ModemFirmwareVersion EC25EFARD2A06M4G
InternetGatewayDevice.Devicelnfo.SerialNumber 999999999999

Reboot
Factory reset

Push file
Add Firmware

Delete

The link will redirect to Files tab

© ALLNET GmbH Computersysteme 2020 — All rights reserved
Errors and changes reserved
179



@genieacs admin | Log o

Home Devices Faults Presers Objects Provisions Virtual Parameters Files

New file

File type: | 1 Firmware Upgrade Image B
OUl: |00304F
Product class: |Mobile Router

Version: 0

File: m300.img

Batk

Press File: browse button, select the firmware, and then press Upload button.

The firmware will be added to listing files as below.

eenieacs

Home Devices Faults Presets Objects Provisions Virtual Parameters Files

admin | Log out

Listing files

Showing 1 files
Name Type oul Product dlass ~ Version

m300.img 1 Firmware Upgrade Image 00304F Mobile Router 0136000215129839

New File

7.2) Upgrade
Move mouse to the Push file>> link, the upgrade firmware name will pop up as below
picture.

Device parameters

ype to search...
InternetGatewayDevice
InternetGatewayDevice.DeviceSummary InternetGatewayDevice:1.4[](Baseline:1,Eth. ..
InternetGatewayDevice.Devicelnfo
InternetGatewayDevice.Devicelnfo.Specversion 1.0
InternetGatewayDevice.Devicelnfo.HardwareVersion 0136000200000000
InternetGatewayDevice,Devicelnfo.SoftwareVersion 0136000215129B839
InternetGatewayDevice.Devicelnfo.ProvisioningCode
InternetCatewayDevice.Devicelnfo.Manufacturer Generic
InternetGatewayDevice.Devicelnfo.UpTime 1020 (0:17:0)
InternetGatewayDevice.Devicelnfo.AdditionalSoftwareVersion ¥1.51
InternetGatewayDevice.Devicelnfo.ModemFirmwareVersion EC25EFARDZADEMAG
InternetGatewayDevice.Devicelnfo.SerialNumber 999999999999

Reboot

Factory re:
I 200.img (1 Firmware Upgrade Image

Add Firmware
Delete

Move mouse to the upgrade firmware name and press it. The Pending tasks window will
pop up to ask you to allow or Cancel this action.

QAN | LhLg WTR

Pending tasks
® Push file (m300.img)

Cancel

Press Commit, then firmware upgrade started.

Note: If the GenieACS can reach the device, the firmware upgrade will be started
immediately. Otherwise, this request will be queued on Task queue list until next time device
connect to GenieACS.
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17Test CaseExample

17.1 VLAN Topology

LAN1 LAN3

W

PC-A- 192.168.1.20/24 Cellular Router PC-B: 192.168.2.20/24

S TN

This VLAN Topology for 3-port LANs shows different PCs how to configure VLAN settings

with different LAN ports and has two results for this configuration.

(1) PC-A sends ICMP packet to PC-B IP (192.168.2.20) and captures traffic on PC-B. Thus, PC-
B will receive Tag20 traffic.

(2) PC-B sends ICMP packet to PC-A IP (192.168.1.20) and captures traffic on PC-A. Thus, PC-

A will receive untag traffic.
Note:

e PC-A and PC-B are on Ubuntu OS.
e PC-A and PC-B should install vlan on Ubuntu.
e PC-A and PC-B should command this order “sudo apt-get install vlan”.

The following interface shows VLAN settings for the cellular router.

Mode Off ® Tag Base Port Base
VLAN Isolation ~ ® OF © On
Port

Enable Subnet VvID LAN1 LAN2 LAN3 Router
o NET1 v |10 o o u u

- NET2 v | a0 - - " "

u NET3 v 3 @ @ “ “

u NET4 v 4 @ @ “ “

u NET5 s o o u u

u NETE MG o o o o

[0} NET7 v 7 v v 15 15

u NET8 v 8 @ @ “ “
PVID 10 10 20

Tag Mode Access A Access v Trunk AR

Apply

Note:
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e Different PCs have different interface of network cards, like PC-A network card is eth1.10
for example 1 and PC-B network card is eth1.20 for example 2.

e How to find out the terminal and the interface of network cards based on different PCs.

m From the following picture, you can click the finding your computer icon and input the
terminal letters. Then, the interface will show the terminal icon and click to open it.

CJ

——). .
@ ® terminal

test@test-CMB630-CM6730-CMB830 : ~
ast-( cmes30:~$ |

= From the following picture, it shows the interface of network card,
enp7s0.

test@test-CM6630-CM6730-CM6830 : ~

st-CM )-C :~$ ifconfig
Link encap:Ethernet HWaddr c8:60:00:8c:e9:6d
UP BROADCAST RUNNING MULTICAST MTU:1500 Metric:1
RX packets:6718527 errors:0 dropped:1 overruns:0 frame:0
TX packets:236763 errors:0 dropped:0 overruns:0 carrier:0
collisions:® txqueuelen:1000
RX bytes:840602765 (840.6 MB) TX bytes:23763604 (23.7 MB)

Link encap:Ethernet HWaddr 1c:7e:e5:10:82:ed

inet addr:192.168.2.10 Bcast:192.168.2.255 Mask:255.255.255.0
inet6 addr: feB80::915:67ad:ddbf:2a6/64 Scope:Link

UP BROADCAST RUNNING MULTICAST MTU:1500 Metric:1

RX packets:0 errors:0 dropped:0® overruns:0 frame:@

TX packets:100 errors:0 dropped:0® overruns:0 carrier:0
collisions:0 txqueuelen:1000

RX bytes:0 (0.0 B) TX bytes:13612 (13.6 KB)

Link encap:Local Loopback

inet addr:127.0.0.1 Mask:255.0.0.0

inet6é addr: ::1/128 Scope:Host

UP LOOPBACK RUNNING MTU:65536 Metric:1

RX packets:4892 errors:0 dropped:® overruns:® frame:@
TX packets:4892 errors:0 dropped:® overruns:0® carrier:0
collisions:® txqueuelen:1000

RX bytes:513828 (513.8 KB) TX bytes:513828 (513.8 KB)

M6630-CM6730-CM6830 : ~$ [

There are two examples to explain how configure VLAN settings.
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|Examp|e 1: PC-A pings PC-B (Access to Trunk) |

For PC-A, add default gateway and LAN's MAC to ARP.
e Load VLAN and create VLAN interface, command as below:

" sudo modprobe 8021q
" sudo vconfig rem eth1.20
" sudo vconfig add eth1.10

e Configure VLAN interface as below:
m sudo ifconfig eth1.10 192.168.1.20 netmask 255.255.255.0 up
m sudo ifconfig eth1 0.0.0.0

e sudo route add default gw 192.168.1.1 eth1.10

e sudo arp-s 192.168.1.1 LAN's MAC

e eth1 is network interface on PC-A

Therefore, PC-B will receive Tag20 traffic when PC-A sends ICMP packet to PC-B IP
(192.168.2.20) and captures traffic on PC-B.

[Example 2: PC-A ping PC-B (Trunk to Access) |

For PC-B, add default gateway and LAN's MAC to ARP
o Load VLAN and create VLAN interface, command as below:

n sudo modprobe 8021q
" sudo vconfig rem eth1.10
" sudo vconfig add eth1.20
e Configure VLAN interface as below:
" sudo ifconfig eth1.20 192.168.2.20 netmask 255.255.255.0 up
" sudo ifconfig eth1 0.0.0.0

e sudo route add default gw 192.168.2.1 eth1.20
e sudo arp-s 192.168.2.1 LAN's MAC
e eth1 is network interface on PC-B

Therefore, PC-A will receive untag traffic when PC-B sends ICMP packet to PC-A IP
(192.168.1.20) and captures traffic on PC-A.
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17.2 MQTT Topology

LAN LAN

=
;_j v __J

192.168.1.1/24 o

PC-A: 192.168.1.10/24 PC-B: 192.168.1.33/24
R ’ Cellular Router
Sub Pub
(Receive Messages) (Send Messages)

This MQTT Topology shows the cellular router to connect PC-A and PC-B’s LANs and have
two results are as below.

Expect Result:

(1) PC-A sends message to PC-B and PC-B should not receive any message.
(2) PC-B sends message to PC-A and PC-A should receive message.

Note: PC-A and PC-B should install MQTT Client software.

There is a process to explain the steps and result.

e Step1: Install mosquitto-clients on ubuntu or windows.

If your OS system is Ubuntu, you should install as below steps:

@S test@test: ~

test@test:~$ sudo apt-get install mosquitto-clients

sudo: unable to resolve host test

Reading package lists... Done

Building dependency tree

Reading state information... Done

The following packages were automatically installed and are no longer required:
geoip-database-extra javascript-common libjs-openlayers libnghttp2-14
libnl-route-3-200 libqgsttools-p1 libqt5multimedia5-plugins
libgt5multimediawidgets5 libsmi2ldbl libssh-gcrypt-4 libwireshark-data
libwiretap6 libwscodecs1 libwsutil7 linux-headers-4.10.0-28
linux-headers-4.10.0-28-generic linux-headers-4.10.0-42
linux-headers-4.10.0-42-generic linux-headers-4.13.0-26
linux-headers-4.13.0-26-generic linux-image-4.10.0-28-generic
linux-image-4.10.0-42-generic linux-image-4.13.0-26-generic
linux-image-extra-4.10.0-28-generic linux-image-extra-4.10.0-42-generic
linux-image-extra-4.13.0-26-generic

Use 'sudo apt autoremove' to remove them.

The following additional packages will be installed:
libc-ares2 libmosquittol

The following NEW packages will be installed:
libc-ares2 libmosquittol mosquitto-clients

0 upgraded, 3 newly installed, © to remove and 119 not upgraded.

Need to get 65.3 kB/96.4 kB of archives.

After this operation, 330 kB of additional disk space will be used.

Do you want to continue? [Y/n] Y
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@S G test@test: ~

After this operation, 330 kB of additional disk space will be used.

Do you want to continue? [Y¥/n] Y

Get:1 http://tw.archive.ubuntu.comfubuntu xenial-updates/main amd64 libc-ares2 amd
64 1.10.0-3ubuntu®.2 [34.1 kB]

Get:2 http://tw.archive.ubuntu.com/ubuntu xenial-updates/universe amd64 libmosquit
tol amd64 1.4.8-1ubuntu®.16.04.2 [31.3 kB]

Fetched 65.3 kB in 8s (201 kB/s)

Selecting previously unselected package libc-ares2:amdé4.

(Reading database ... 319360 files and directories currently installed.)
Preparing to unpack .../libc-ares2 1.10.0-3ubuntu®.2 amdé64.deb ...

Unpacking libc-ares2:amd64 (1.10.0-3ubuntu®.2) ...

Selecting previously unselected package libmosquittol:amdé4.

Preparing to unpack .../libmosquittol 1.4.8-1ubuntu®.16.04.2 amd64.deb ...
Unpacking libmosquittol:amd64 (1.4.8-1ubuntu®.16.04.2) ...

Selecting previously unselected package mosquitto-clients.

Preparing to unpack .../mosquitto-clients 1.4.8-1ubuntu®.16.04.2 amd64.deb ...
Unpacking mosquitto-clients (1.4.8-1ubuntu®.16.04.2) ...

Processing triggers for libc-bin (2.23-8ubuntule) ...

Processing triggers for man-db (2.7.5-1) ...

Setting up libc-ares2:amd64 (1.10.8-3ubuntu@.2) ...

Setting up libmosquittol:amd64 (1.4.8-1ubuntu®.16.04.2) ...

Setting up mosquitto-clients (1.4.8-1ubuntu®.16.04.2) ...

Processing triggers for libc-bin (2.23-8ubuntuile) ...

test@test:~%

e Step2: Configure MQTT for the Cellular Router

You need to add two users. For example, we create the users for test and test2.

Mode Disable @® Enable
Port 1883
Manage Users
Username Password Delete
Username test
Password
(=]
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Mode ) Disable @ Enable
Port 1883
Manage Users
Username Password Delete
test . B
Username tesi2
Password | seeee

Add

Mode ) Disable ® Enable
Port 1883
Manage Users
Username Password Delete

test B8
stz | e [ x |

Username

Password

You need to add two ACLs based on the users you created. For instance, we create two ACLs
for test user and test2 user.
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ACLs

User Topic Subscribe Publish Delete
User test v
Topic ach
¥ Subscribe
Fublish

ACLs
User Topic Subscribe Publish Delete
test ach ¢ B
test2 abc . B
User v
Topic
Subscribe
Publish
Note:

e For Receive message command format:
Mosquitto_sub -h <RUT22GW IP> -t <Topic> -u <username> -P <password>
e For Send message command format:

Mosquitto_pub -h <RUT22GW IP> -t <Topic> -u <username> -P <password> -m
<message>
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e Step3: There are two test MQTT examples.

Example 1: PC-A sends message to PC-B and PC-B should not receive any message

For PC-B, command "mosquitto_sub -h 192.168.1.1 -t abc -u test2 -P test2".

Bl Command Prompt (1) - mosquitto_sub -h 192.168.1.1 -t abc -u test2 -P test?2 - O X

For PC-A, command "mosquitto_pub -h 192.168.1.1 -t abc -u test -P test -m test" and confirm
the message on PC-B. It won't receive any message on PC-B.

0 S @ test@test: ~

test@test:~$ ifconfig enp7s0O
enp7s0 Link encap:Ethernet HWaddr 1c:7e:e5:10:82:ed
inet addr:192.168.1.10 Bcast:192.168.1.255 Mask:255.255.255.0
inet6 addr: 2001:b400:e335:e5ca::102/128 Scope:Global
inet6 addr: fe80::915:67ad:ddbf:2a6/64 Scope:Link
UP BROADCAST RUNNING MULTICAST MTU:1500 Metric:1
RX packets:34342 errors:0 dropped:® overruns:0 frame:0
TX packets:4582 errors:0 dropped:0 overruns:0 carrier:0
collisions:0® txqueuelen:1000
RX bytes:9538280 (9.5 MB) TX bytes:1065380 (1.0 MB)

test@test:~$ mosquitto pub -h 192.168.1.1 -t abc -u test -P test -m test
test@test:~$ |J

Bl Command Prompt (1) - mosquitto_sub -h 192.168.1.1 -t abc -u test2 -P test2 - O X

Windows IP Configur:

101 -t ahe

\Example 2: PC-B sends message to PC-A and PC-A should receive message.\
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For PC-A, command "mosquitto_sub -h 192.168.1.1 -t abc -u test -P test"

MBS @ test@test: ~

test@test:~$ ifconfig enp7s0
enp7s0 Link encap:Ethernet HWaddr 1c:7e:e5:10:82:ed
inet addr:192.168.1.10 Bcast:192.168.1.255 Mask:255.255.255.0
inet6 addr: 2001:b400:e335:e5ca::102/128 Scope:Global
inet6 addr: fe80::915:67ad:ddbf:2a6/64 Scope:Link
UP BROADCAST RUNNING MULTICAST MTU:1500 Metric:1

RX packets:50690 errors:0 dropped:0 overruns:0 frame:0

TX packets:4831 errors:0 dropped:® overruns:0® carrier:0
collisions:0 txqueuelen:1000

RX bytes:10908302 (10.9 MB) TX bytes:1150596 (1.1 MB)

test@test:~S$ mosquitto_sub -h 192.168.1.1 -t abc -u test -P test

For PC-B, command "mosquitto_pub -h 192.168.1.1 -t abc -u test2 -P test2 -m test" and
confirm the message on PC-A. It will receive test message on PC-A.

B Command Prompt (1) - O »

Mindaws [P Confi

Link encap:Ethernet HWaddr 1c:7e:e5:10:82:ed

inet addr:192.168.1.10 Bcast:192.168.1.255 Mask:255.255.255.0
inet6 addr: 2001:b400:e335:e5ca::102/128 Scope:Global

inet6 addr: fe80::915:67ad:ddbf:2a6/64 Scope:Link

UP BROADCAST RUNNING MULTICAST MTU:1500 Metric:1

RX packets:50690 errors:0 dropped:0 overruns:0 frame:0

TX packets:4831 errors:0 dropped:® overruns:0 carrier:0
collisions:0 txqueuelen:1000

RX bytes:10908302 (10.9 MB) TX bytes:1150596 (1.1 MB)

test@test:~$ mosquitto sub -h 192.168.1.1 -t abc -u test -P test
test
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17.3 IP Routing Topology

—
—
ey

S

PC-A: 192.168.1.33/24

192.168.10.1/24 @ 192.168.1.50/24
WAN

Router-1

192.168.2.1/24  192.168.2.2/24 @ 192.168.20 1124

WAN

Cellular Router

Router-2

This IP Routing topology that the cellular router connects Router-1 and Router-2 will have
two results.

(1) PC-A sends ICMP packet to Router-1 LAN and WAN IP and they should have response.
(2) PC-A sends ICMP packet to Router-2 LAN and WAN IP and they should have response.

Note: Router-1 and Router-2 are pure routers and should be supported "NAT enable /
disable".

e LAN configuration:

= LAN IPv4

IP Address 192.168.1.1

IP Mask 2552552550

DHCP Server Configuration

# DHCP Server Configuration

IP Address Pool From| 192.168.1.2 To 192.168.1.254

Apply

e \WAN configuration:

= WAN Ethernet

Work As () DHCP Client ) PPPoE Client ® Static IPv4

Configuration Ethernet Ping Health

Static IPv4 Configuration

IP Address 0.0.0.0
IP Mask 255.255.255.0
Gateway Address 0.0.0.0

There are two examples to introduce how to work for routing.
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[Example 1: Add IP Routing on LAN interface|

e Step 1: The cellular router for Static Route configuration
The Mode is on at the settings section and add the routing.

e Step 2: Router-1 configuration is as below.

(1) Login to the Router-1 web site, and then "NAT disable".

(2) Configure LAN IP: 192.168.10.1

(3) Configure WAN IP: 192.168.1.50

¢ Static Route

Mode O Off @ On
Settings Status
Mode Name Destination Gateway Interface Delete
Mode © Of @ On
Name lan side
Destination 192.168.10.1
Gateway 192.168.1.50
Interface <empty= v
Add
Apply
¢ Static Route
Mode © Of ® On
Settings ~ Status
Mode Name Destination Gateway Interface Delete
© of ® On 20 side 192.168.10.1 192.168.1.50 [ x |

e Result: PC-A sends ICMP packet to Router-1 LAN and WAN IP and they should have
response.
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@ Command Prompt (1) - O 4

r Blue:

[Example 2: Add IP Routing on WAN interface|

e Step1: The cellular router for Static Route configuration
The Mode is on at the settings section and add the routing.

e Step2: Router-2 configuration is as below.

(1) Login to the Router-2 web site, and then "NAT disable".

(2) Configure LAN IP: 192.168.20.1

(3) Configure WAN IP: 192.168.2.2

¢ Static Route

IMode Off ® On
Settings Status
Mode Name Destination Gateway Interface Delete
Mode Off ® On
Name wan side
Destination 192.168.20.1
Gateway 192.168.2.2
Interface WAN Ethernet v
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3 Static Route

Mode Off ® On
Settings Status
Mode Name Destination Gateway Interface Delete
of ® On wan side 192.168.20 1 19216822 WAN Ethernet [ x |

e Result: PC-A sends ICMP packet to Router-2 LAN and WAN IP and they should have
response.

Bl Command Prompt (1) - O X

: 4, Lo

in milli-
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18Safety Warnings

18.1 Safety Warnings

For your safety, be sure to read and follow all warning
notices and instructions.

* Do not open the device. Opening or removing the device cover can expose you to
dangerous high voltage points or other risks. Only qualified service personnel can service

the device. Please contact your vendor for further information.

* Do not use your device during a thunderstorm. There may be a risk of electric shock

brought about by lightning.
* Do not expose your device to dust or corrosive liquids.
* Do not use this product near water sources.
= Make sure to connect the cables to the correct ports.

= Do not obstruct the ventilation slots on the device.

19CE & GPL

19.1 CE

ALLNET GmbH Computersysteme declares that the device ALL-RUT22GW is in compliance
with the essential requirements and other relevant provisions of Directive 2014/53/EU. The
Declaration of conformity can be found under this link: http:/ce.allnet.de/

ALLNET GmbH Computersysteme
Maistrasse 2
82110 Germering

Tel.: +49 (0)89 894 222 - 22
Fax: +49 (0)89 894 222 - 33
Email: info@allnet.de
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19.2 GPL

DISCLAIMER_OF_WARRANTY

This Program is free software; you can redistribute it and/or modify it under the terms of the GNU General Public License as
published by the Free Software Foundation; version 2 of the License.

This Program is distributed in the hope that it will be useful, but WITHOUT ANY WARRANTY; without even the implied
warranty of MERCHANTABILITY or FITNESS FOR A PARTICULAR PURPOSE. See the GNU General Public License for more details.
You should have received a copy of the GNU General Public License along with this Program; if not, write to the Free Software
Foundation, Inc., 59 Temple Place, Suite 330, Boston, MA 02111-1307 USA.

The full text of the GNU General Public License version 2 is included with the software distribution in the file LICENSE.GPLv2

NO WARRANTY

BECAUSE THE PROGRAM IS LICENSED FREE OF CHARGE, THERE IS NO WARRANTY FOR THE PROGRAM, TO THE EXTENT
PERMITTED BY APPLICABLE LAW. EXCEPT WHEN OTHERWISE STATED IN WRITING THE COPYRIGHT HOLDERS AND/OR OTHER
PARTIES PROVIDE THE PROGRAM "AS IS" WITHOUT WARRANTY OF ANY KIND, EITHER EXPRESSED OR IMPLIED, INCLUDING,
BUT NOT LIMITED TO, THE IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE. THE
ENTIRE RISK AS TO THE QUALITY AND PERFORMANCE OF THE PROGRAM IS WITH YOU. SHOULD THE PROGRAM PROVE
DEFECTIVE, YOU ASSUME THE COST OF ALL NECESSARY SERVICING, REPAIR OR CORRECTION. IN NO EVENT UNLESS REQUIRED
BY APPLICABLE LAW OR AGREED TO IN WRITING WILL ANY COPYRIGHT HOLDER, OR ANY OTHER PARTY WHO MAY MODIFY
AND/OR REDISTRIBUTE THE PROGRAM AS PERMITTED ABOVE, BE LIABLE TO YOU FOR DAMAGES, INCLUDING ANY GENERAL,
SPECIAL, INCIDENTAL OR CONSEQUENTIAL DAMAGES ARISING OUT OF THE USE OR INABILITY TO USE THE PROGRAM
(INCLUDING BUT NOT LIMITED TO LOSS OF DATA OR DATA BEING RENDERED INACCURATE OR LOSSES SUSTAINED BY YOU OR
THIRD PARTIES OR A FAILURE OF THE PROGRAM TO OPERATE WITH ANY OTHER PROGRAMS), EVEN IF SUCH HOLDER OR
OTHER PARTY HAS BEEN ADVISED OF THE POSSIBILITY OF SUCH DAMAGES.

Written Offer for Source Code
For binaries that you receive from ALLNET GmbH Computersysteme on physical media or within the download of the offered
firmware that are licensed under any version of the GNU General Public License (GPL) or the GNU LGPL, you can receive a
complete machine-readable copy of the source code by sending a written request to:

ALLNET GmbH Computersysteme
Maistrasse 2
82110 Germering

Your request should include: (i) the name of the covered binary, (ii) the version number of the ALLNET product containing the
covered binary, (iii) your name, (iv) your company name (if applicable) and (v) your return mailing and email address (if
available). We may charge you a nominal fee to cover the cost of the media and distribution. Your request must be sent within
three (3) years of the date you received the GPL or LGPL covered code. For your convenience, some or all of the source code
may also be found at:

http://www.allnet.de/gpl.html

LICENSE.GPLv2
GNU GENERAL PUBLIC LICENSE
Version 2, June 1991
Copyright (C) 1989, 1991 Free Software Foundation, Inc. 51 Franklin Street, Fifth Floor, Boston, MA 02110-1301, USA
Everyone is permitted to copy and distribute verbatim copies of this license document, but changing it is not allowed.

Preamble
The licenses for most software are designed to take away your freedom to share and change it. By contrast, the GNU General
Public License is intended to guarantee your freedom to share and change free software--to make sure the software is free for
all its users. This General Public License applies to most of the Free Software Foundation's software and to any other program
whose authors commit to using it. (Some other Free Software Foundation software is covered by the GNU Library General
Public License instead.) You can apply it to your programs, too.
When we speak of free software, we are referring to freedom, not price. Our General Public Licenses are designed to make
sure that you have the freedom to distribute copies of free software (and charge for this service if you wish), that you receive
source code or can get it if you want it, that you can change the software or use pieces of it in new free programs; and that
you know you can do these things.
To protect your rights, we need to make restrictions that forbid anyone to deny you these rights or to ask you to surrender the
rights. These restrictions translate to certain responsibilities for you if you distribute copies of the software, or if you modify
it.
For example, if you distribute copies of such a program, whether gratis or for a fee, you must give the recipients all the rights
that you have. You must make sure that they, too, receive or can get the source code. And you must show them these terms
so they know their rights.
We protect your rights with two steps: (1) copyright the software, and (2) offer you this license which gives you legal permission
to copy, distribute and/or modify the software.
Also, for each author's protection and ours, we want to make certain that everyone understands that there is no warranty for
this free software. If the software is modified by someone else and passed on, we want its recipients to know that what they
have is not the original, so that any problems introduced by others will not reflect on the original authors' reputations.
Finally, any free program is threatened constantly by software patents. We wish to avoid the danger that redistributors of a
free program will individually obtain patent licenses, in effect making the program proprietary. To prevent this, we have
made it clear that any patent must be licensed for everyone's free use or not licensed at all.
The precise terms and conditions for copying, distribution and modification follow.

GNU GENERAL PUBLIC LICENSE
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TERMS AND CONDITIONS FOR COPYING, DISTRIBUTION AND MODIFICATION

0. This License applies to any program or other work which contains a notice placed by the copyright holder saying it
may be distributed under the terms of this General Public License. The "Program", below, refers to any such
program or work, and a "work based on the Program" means either the Program or any derivative work under
copyright law: that is to say, a work containing the Program or a portion of it, either verbatim or with
modifications and/or translated into another language. (Hereinafter, translation is included without limitation in

the term "modification".) Each licensee is addressed as "you".

Activities other than copying, distribution and modification are not covered by this License; they are outside its scope.
The act of running the Program is not restricted, and the output from the Program is covered only if its contents
constitute a work based on the Program (independent of having been made by running the Program). Whether that
is true depends on what the Program does.

1. You may copy and distribute verbatim copies of the Program's source code as you receive it, in any medium,
provided that you conspicuously and appropriately publish on each copy an appropriate copyright notice and
disclaimer of warranty; keep intact all the notices that refer to this License and to the absence of any warranty; and
give any other recipients of the Program a copy of this License along with the Program.

You may charge a fee for the physical act of transferring a copy, and you may at your option offer warranty protection
in exchange for a fee.

2. You may modify your copy or copies of the Program or any portion of it, thus forming a work based on the
Program, and copy and distribute such modifications or work under the terms of Section 1 above, provided that
you also meet all of these conditions:

a) You must cause the modified files to carry prominent notices stating that you changed the files and the
date of any change.

b) You must cause any work that you distribute or publish, that in whole or in part contains or is derived from
the Program or any part thereof, to be licensed as a whole at no charge to all third parties under the terms of
this License.

¢) If the modified program normally reads commands interactively when run, you must cause it, when started
running for such interactive use in the most ordinary way, to print or display an announcement including an
appropriate copyright notice and a notice that there is no warranty (or else, saying that you provide a
warranty) and that users may redistribute the program under these conditions, and telling the user how to
view a copy of this License. (Exception: if the Program itself is interactive but does not normally print such an
announcement, your work based on the Program is not required to print an announcement.)

These requirements apply to the modified work as a whole. If identifiable sections of that work are not derived from
the Program, and can be reasonably considered independent and separate works in themselves, then this License, and
its terms, do not apply to those sections when you distribute them as separate works. But when you distribute the
same sections as part of a whole which is a work based on the Program, the distribution of the whole must be on the
terms of this License, whose permissions for other licensees extend to the entire whole, and thus to each and every
part regardless of who wrote it.

Thus, it is not the intent of this section to claim rights or contest your rights to work written entirely by you; rather, the
intent is to exercise the right to control the distribution of derivative or collective works based on the Program.

In addition, mere aggregation of another work not based on the Program with the Program (or with a work based on
the Program) on a volume of a storage or distribution medium does not bring the other work under the scope of this

License.
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You may copy and distribute the Program (or a work based on it, under Section 2) in object code or executable

form under the terms of Sections 1 and 2 above provided that you also do one of the following:

a) Accompany it with the complete corresponding machine-readable source code, which must be distributed
under the terms of Sections and 2 above on a medium customarily used for software interchange; or,

b) Accompany it with a written offer, valid for at least three years, to give any third party, for a charge no more
than your cost of physically performing source distribution, a complete machine-readable copy of the
corresponding source code, to be distributed under the terms of Sections 1 and 2 above on a medium
customarily used for software interchange; or,

¢) Accompany it with the information you received as to the offer to distribute corresponding source code.

(This alternative is allowed only for noncommercial distribution and only if you received the program in object

code or executable form with such an offer, in accord with Subsection b above.)

The source code for a work means the preferred form of the work for making modifications to it. For an executable
work, complete source code means all the source code for all modules it contains, plus any associated interface
definition files, plus the scripts used to control compilation and installation of the executable. However, as a special
exception, the source code distributed need not include anything that is normally distributed (in either source or
binary form) with the major components (compiler, kernel, and so on) of the operating system on which the
executable runs, unless that component itself accompanies the executable.

If distribution of executable or object code is made by offering access to copy from a designated place, then offering
equivalent access to copy the source code from the same place counts as distribution of the source code, even though
third parties are not compelled to copy the source along with the object code.

You may not copy, modify, sublicense, or distribute the Program except as expressly provided under this License.
Any attempt otherwise to copy, modify, sublicense or distribute the Program is void, and will automatically
terminate your rights under this License. However, parties who have received copies, or rights, from you under this
License will not have their licenses terminated so long as such parties remain in full compliance.

You are not required to accept this License, since you have not signed it. However, nothing else grants you
permission to modify or distribute the Program or its derivative works. These actions are prohibited by law if you
do not accept this License. Therefore, by modifying or distributing the Program (or any work based on the
Program), you indicate your acceptance of this License to do so, and all its terms and conditions for copying,
distributing or modifying the Program or works based on it.

Each time you redistribute the Program (or any work based on the Program), the recipient automatically receives a
license from the original licensor to copy, distribute or modify the Program subject to these terms and conditions.
You may not impose any further restrictions on the recipients' exercise of the rights granted herein. You are not
responsible for enforcing compliance by third parties to this License.

If, as a consequence of a court judgment or allegation of patent infringement or for any other reason (not limited
to patent issues), conditions are imposed on you (whether by court order, agreement or otherwise) that contradict
the conditions of this License, they do not excuse you from the conditions of this License. If you cannot distribute
so as to satisfy simultaneously your obligations under this License and any other pertinent obligations, then as a
consequence you may not distribute the Program at all. For example, if a patent license would not permit royalty-
free redistribution of the Program by all those who receive copies directly or indirectly through you, then the only

way you could satisfy both it and this License would be to refrain entirely from distribution of the Program.

If any portion of this section is held invalid or unenforceable under any particular circumstance, the balance of the

section is intended to apply and the section as a whole is intended to apply in other circumstances.

It is not the purpose of this section to induce you to infringe any patents or other property right claims or to contest

validity of any such claims; this section has the sole purpose of protecting the integrity of the free software distribution

system, which is implemented by public license practices. Many people have made generous contributions to the wide
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range of software distributed through that system in reliance on consistent application of that system; it is up to the

author/donor to decide if he or she is willing to distribute software through any other system and a licensee cannot

impose that choice.

This section is intended to make thoroughly clear what is believed to be a consequence of the rest of this License.

8.

If the distribution and/or use of the Program is restricted in certain countries either by patents or by copyrighted
interfaces, the original copyright holder who places the Program under this License may add an explicit
geographical distribution limitation excluding those countries, so that distribution is permitted only in or among
countries not thus excluded. In such case, this License incorporates the limitation as if written in the body of this
License.

The Free Software Foundation may publish revised and/or new versions of the General Public License from time to
time. Such new versions will be similar in spirit to the present version, but may differ in detail to address new

problems or concerns.

Each version is given a distinguishing version number. If the Program specifies a version number of this License which

applies to it and "any later version", you have the option of following the terms and conditions either of that version

or of any later version published by the Free Software Foundation. If the Program does not specify a version number

of this License, you may choose any version ever published by the Free Software Foundation.

10.

If you wish to incorporate parts of the Program into other free programs whose distribution conditions are
different, write to the author to ask for permission. For software which is copyrighted by the Free Software
Foundation, write to the Free Software Foundation; we sometimes make exceptions for this. Our decision will be
guided by the two goals of preserving the free status of all derivatives of our free software and of promoting the

sharing and reuse of software generally.

NO WARRANTY
BECAUSE THE PROGRAM IS LICENSED FREE OF CHARGE, THERE IS NO WARRANTY FOR THE PROGRAM, TO THE
EXTENT PERMITTED BY APPLICABLE LAW. EXCEPT WHEN OTHERWISE STATED IN WRITING THE COPYRIGHT
HOLDERS AND/OR OTHER PARTIES PROVIDE THE PROGRAM "AS IS" WITHOUT WARRANTY OF ANY KIND, EITHER
EXPRESSED OR IMPLIED, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTIES OF MERCHANTABILITY AND
FITNESS FOR A PARTICULAR PURPOSE. THE ENTIRE RISK AS TO THE QUALITY AND PERFORMANCE OF THE
PROGRAM IS WITH YOU. SHOULD THE PROGRAM PROVE DEFECTIVE, YOU ASSUME THE COST OF ALL NECESSARY
SERVICING, REPAIR OR CORRECTION.
IN NO EVENT UNLESS REQUIRED BY APPLICABLE LAW OR AGREED TO IN WRITING WILL ANY COPYRIGHT HOLDER,
OR ANY OTHER PARTY WHO MAY MODIFY AND/OR REDISTRIBUTE THE PROGRAM AS PERMITTED ABOVE, BE
LIABLE TO YOU FOR DAMAGES, INCLUDING ANY GENERAL, SPECIAL, INCIDENTAL OR CONSEQUENTIAL DAMAGES
ARISING OUT OF THE USE OR INABILITY TO USE THE PROGRAM (INCLUDING BUT NOT LIMITED TO LOSS OF DATA
OR DATA BEING RENDERED INACCURATE OR LOSSES SUSTAINED BY YOU OR THIRD PARTIES OR A FAILURE OF THE
PROGRAM TO OPERATE WITH ANY OTHER PROGRAMS), EVEN IF SUCH HOLDER OR OTHER PARTY HAS BEEN

ADVISED OF THE POSSIBILITY OF SUCH DAMAGES.

END OF TERMS AND CONDITIONS

How to Apply These Terms to Your New Programs

If you develop a new program, and you want it to be of the greatest possible use to the public, the best way to achieve
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this is to make it free software which everyone can redistribute and change under these terms.
To do so, attach the following notices to the program. It is safest to attach them to the start of each source file to
most effectively convey the exclusion of warranty; and each file should have at least the "copyright" line and a pointer

to where the full notice is found.

<one line to give the program's name and a brief idea of what it does.> Copyright (C) <year> <name of author>

This program is free software; you can redistribute it and/or modify it under the terms of the GNU General Public
License as published by the Free Software Foundation; either version 2 of the License, or (at your option) any later
version.

This program is distributed in the hope that it will be useful, but WITHOUT ANY WARRANTY; without even the implied
warranty of MERCHANTABILITY or FITNESS FOR A PARTICULAR PURPOSE. See the GNU General Public License for
more details.

You should have received a copy of the GNU General Public License along with this program; if not, write to the Free
Software Foundation, Inc., 51 Franklin Street, Fifth Floor, Boston, MA 02110-1301, USA

Also add information on how to contact you by electronic and paper mail. If the program is interactive, make it

output a short notice like this when it starts in an interactive mode:

Gnomovision version 69, Copyright (C) year name of author
Gnomovision comes with ABSOLUTELY NO WARRANTY; for details type ‘show w'.

This is free software, and you are welcome to redistribute it under certain conditions; type “show ¢' for details.

The hypothetical commands ‘show w' and “show ¢' should show the appropriate parts of the General Public License.
Of course, the commands you use may be called something other than ‘show w' and “show c'; they could even be
mouse-clicks or menu items--whatever suits your program.

You should also get your employer (if you work as a programmer) or your school, if any, to sign a "copyright

disclaimer" for the program, if necessary. Here is a sample; alter the names:

Yoyodyne, Inc., hereby disclaims all copyright interest in the program

‘Gnomovision' (which makes passes at compilers) written by James Hacker.

<signature of Ty Coon>, 1 April 1989

Ty Coon, President of Vice

This General Public License does not permit incorporating your program into proprietary programs. If your program is
a subroutine library, you may consider it more useful to permit linking proprietary applications with the library. If this

is what you want to do, use the GNU Lesser General Public License instead of this License.

LICENSE.LGPLv2.1
GNU LESSER GENERAL PUBLIC LICENSE

Version 2.1, February 1999
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Copyright (C) 1991, 1999 Free Software Foundation, Inc. 51 Franklin Street, Fifth Floor, Boston, MA  02110-1301 USA
Everyone is permitted to copy and distribute verbatim copies of this license document, but changing it is not allowed.
[This is the first released version of the Lesser GPL. It also counts as the successor of the GNU Library Public License,

version 2, hence the version number 2.1.]

Preamble

The licenses for most software are designed to take away your freedom to share and change it. By contrast, the GNU
General Public Licenses are intended to guarantee your freedom to share and change free software--to make sure the
software is free for all its users.
This license, the Lesser General Public License, applies to some specially designated software packages--typically
libraries--of the Free Software Foundation and other authors who decide to use it. You can use it too, but we suggest
you first think carefully about whether this license or the ordinary General Public License is the better strategy to use in
any particular case, based on the explanations below.
When we speak of free software, we are referring to freedom of use, not price. Our General Public Licenses are
designed to make sure that you have the freedom to distribute copies of free software (and charge for this service if
you wish); that you receive source code or can get it if you want it; that you can change the software and use pieces of
it in new free programs; and that you are informed that you can do these things.
To protect your rights, we need to make restrictions that forbid distributors to deny you these rights or to ask you to
surrender these rights. These restrictions translate to certain responsibilities for you if you distribute copies of the
library or if you modify it.
For example, if you distribute copies of the library, whether gratis or for a fee, you must give the recipients all the
rights that we gave you. You must make sure that they, too, receive or can get the source code. If you link other
code with the library, you must provide complete object files to the recipients, so that they can relink them with the
library after making changes to the library and recompiling it. And you must show them these terms so they know
their rights.
We protect your rights with a two-step method: (1) we copyright the library, and (2) we offer you this license, which
gives you legal permission to copy, distribute and/or modify the library.
To protect each distributor, we want to make it very clear that there is no warranty for the free library. Also, if the
library is modified by someone else and passed on, the recipients should know that what they have is not the original
version, so that the original author's reputation will not be affected by problems that might be introduced by others.
Finally, software patents pose a constant threat to the existence of any free program. We wish to make sure that a
company cannot effectively restrict the users of a free program by obtaining a restrictive license from a patent holder.
Therefore, we insist that any patent license obtained for a version of the library must be consistent with the full
freedom of use specified in this license.
Most GNU software, including some libraries, is covered by the ordinary GNU General Public License. This license, the
GNU Lesser General Public License, applies to certain designated libraries, and is quite different from the ordinary
General Public License. We use this license for certain libraries in order to permit linking those libraries into non-free
programs.
When a program is linked with a library, whether statically or using a shared library, the combination of the two is
legally speaking a combined work, a derivative of the original library. The ordinary General Public License therefore
permits such linking only if the entire combination fits its criteria of freedom. The Lesser General Public License
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permits more lax criteria for linking other code with the library.

We call this license the "Lesser" General Public License because it does Less to protect the user's freedom than the
ordinary General Public License. It also provides other free software developers Less of an advantage over competing
non-free programs. These disadvantages are the reason we use the ordinary General Public License for many libraries.
However, the Lesser license provides advantages in certain special circumstances.

For example, on rare occasions, there may be a special need to encourage the widest possible use of a certain library,
so that it becomes a de-facto standard. To achieve this, non-free programs must be allowed to use the library. A
more frequent case is that a free library does the same job as widely used non-free libraries. In this case, there is little
to gain by limiting the free library to free software only, so we use the Lesser General Public License.

In other cases, permission to use a particular library in non-free programs enables a greater number of people to use a
large body of free software. For example, permission to use the GNU C Library in non-free programs enables many
more people to use the whole GNU operating system, as well as its variant, the GNU/Linux operating system.

Although the Lesser General Public License is Less protective of the users' freedom, it does ensure that the user of a
program that is linked with the Library has the freedom and the wherewithal to run that program using a modified
version of the Library.

The precise terms and conditions for copying, distribution and modification follow. Pay close attention to the
difference between a "work based on the library" and a "work that uses the library". The former contains code

derived from the library, whereas the latter must be combined with the library in order to run.

GNU LESSER GENERAL PUBLIC LICENSE
TERMS AND CONDITIONS FOR COPYING, DISTRIBUTION AND MODIFICATION
0. This License Agreement applies to any software library or other program which contains a notice placed by the
copyright holder or other authorized party saying it may be distributed under the terms of this Lesser General
Public License (also called "this License"). Each licensee is addressed as "you".
A "library" means a collection of software functions and/or data prepared so as to be conveniently linked with
application programs (which use some of those functions and data) to form executables.
The "Library", below, refers to any such software library or work which has been distributed under these terms. A
"work based on the Library" means either the Library or any derivative work under copyright law: that is to say, a work
containing the Library or a portion of it, either verbatim or with modifications and/or translated straightforwardly into
another language. (Hereinafter, translation is included without limitation in the term "modification".)
"Source code" for a work means the preferred form of the work for making modifications to it. For a library,
complete source code means all the source code for all modules it contains, plus any associated interface definition
files, plus the scripts used to control compilation and installation of the library.
Activities other than copying, distribution and modification are not covered by this License; they are outside its scope.
The act of running a program using the Library is not restricted, and output from such a program is covered only if its
contents constitute a work based on the Library (independent of the use of the Library in a tool for writing it).
Whether that is true depends on what the Library does and what the program that uses the Library does.
You may copy and distribute verbatim copies of the Library's complete source code as you receive it, in any
medium, provided that you conspicuously and appropriately publish on each copy an appropriate copyright notice
and disclaimer of warranty; keep intact all the notices that refer to this License and to the absence of any warranty;

and distribute a copy of this License along with the Library.

© ALLNET GmbH Computersysteme 2020 — All rights reserved
Errors and changes reserved
201



You may charge a fee for the physical act of transferring a copy, and you may at your option offer warranty protection

2.

in exchange for a fee.

You may modify your copy or copies of the Library or any portion of it, thus forming a work based on the Library,
and copy and distribute such modifications or work under the terms of Section 1 above, provided that you also
meet all of these conditions:

a) The modified work must itself be a software library.

b) You must cause the files modified to carry prominent notices stating that you changed the files and the date
of any change.

¢) You must cause the whole of the work to be licensed at no charge to all third parties under the terms of this
License.

d) If a facility in the modified Library refers to a function or a table of data to be supplied by an application
program that uses the facility, other than as an argument passed when the facility is invoked, then you must
make a good faith effort to ensure that, in the event an application does not supply such function or table,

the facility still operates, and performs whatever part of its purpose remains meaningful.

(For example, a function in a library to compute square roots has a purpose that is entirely well-defined independent

of the application. Therefore, Subsection 2d requires that any application-supplied function or table used by this

function must be optional: if the application does not supply it, the square root function must still compute square

roots.)

These requirements apply to the modified work as a whole. [f identifiable sections of that work are not derived
from the Library, and can be reasonably considered independent and separate works in themselves, then this License,
and its terms, do not apply to those sections when you distribute them as separate works. But when you distribute
the same sections as part of a whole which is a work based on the Library, the distribution of the whole must be on
the terms of this License, whose permissions for other licensees extend to the entire whole, and thus to each and
every part regardless of who wrote it.

Thus, it is not the intent of this section to claim rights or contest your rights to work written entirely by you; rather,
the intent is to exercise the right to control the distribution of derivative or collective works based on the Library.

In addition, mere aggregation of another work not based on the Library with the Library (or with a work based on
the Library) on a volume of a storage or distribution medium does not bring the other work under the scope of this
License.

You may opt to apply the terms of the ordinary GNU General Public License instead of this License to a given copy

of the Library. To do this, you must alter all the notices that refer to this License, so that they refer to the ordinary
GNU General Public License, version 2, instead of to this License. (If a newer version than version 2 of the ordinary
GNU General Public License has appeared, then you can specify that version instead if you wish.) Do not make any

other change in these notices.

Once this change is made in a given copy, it is irreversible for that copy, so the ordinary GNU General Public License

applies to all subsequent copies and derivative works made from that copy.

This option is useful when you wish to copy part of the code of the Library into a program that is not a library.

4.

You may copy and distribute the Library (or a portion or derivative of it, under Section 2) in object code or
executable form under the terms of Sections 1 and 2 above provided that you accompany it with the complete
corresponding machine-readable source code, which must be distributed under the terms of Sections 1 and 2 above

on a medium customarily used for software interchange.

If distribution of object code is made by offering access to copy from a designated place, then offering equivalent

access to copy the source code from the same place satisfies the requirement to distribute the source code, even

though third parties are not compelled to copy the source along with the object code.
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5. A program that contains no derivative of any portion of the Library, but is designed to work with the Library by
being compiled or linked with it, is called a "work that uses the Library". Such a work, in isolation, is not a
derivative work of the Library, and therefore falls outside the scope of this License.

However, linking a "work that uses the Library" with the Library creates an executable that is a derivative of the
Library (because it contains portions of the Library), rather than a "work that uses the library". The executable is
therefore covered by this License. Section 6 states terms for distribution of such executables.

When a "work that uses the Library" uses material from a header file that is part of the Library, the object code for the
work may be a derivative work of the Library even though the source code is not. Whether this is true is especially
significant if the work can be linked without the Library, or if the work is itself a library. The threshold for this to be
true is not precisely defined by law.

If such an object file uses only numerical parameters, data structure layouts and accessors, and small macros and small
inline functions (ten lines or less in length), then the use of the object file is unrestricted, regardless of whether it is
legally a derivative work. (Executables containing this object code plus portions of the Library will still fall under
Section 6.)

Otherwise, if the work is a derivative of the Library, you may distribute the object code for the work under the terms
of Section 6. Any executables containing that work also fall under Section 6, whether or not they are linked directly
with the Library itself.

6. Asan exception to the Sections above, you may also combine or link a "work that uses the Library" with the Library
to produce a work containing portions of the Library, and distribute that work under terms of your choice,
provided that the terms permit modification of the work for the customer's own use and reverse engineering for
debugging such modifications.

You must give prominent notice with each copy of the work that the Library is used in it and that the Library and its
use are covered by this License. You must supply a copy of this License. If the work during execution displays
copyright notices, you must include the copyright notice for the Library among them, as well as a reference directing
the user to the copy of this License. Also, you must do one of these things:

a) Accompany the work with the complete corresponding machine-readable source code for the Library
including whatever changes were used in the work (which must be distributed under Sections 1 and 2 above);
and, if the work is an executable linked with the Library, with the complete machine-readable "work that uses
the Library", as object code and/or source code, so that the user can modify the Library and then relink to
produce a modified executable containing the modified Library. (It is understood that the user who changes
the contents of definitions files in the Library will not necessarily be able to recompile the application to use
the modified definitions.)

b) Use a suitable shared library mechanism for linking with the Library. A suitable mechanism is one that (1)
uses at run time a copy of the library already present on the user's computer system, rather than copying
library functions into the executable, and (2) will operate properly with a modified version of the library, if the
user installs one, as long as the modified version is interface-compatible with the version that the work was
made with.

¢) Accompany the work with a written offer, valid for at least three years, to give the same user the materials
specified in Subsection 6a, above, for a charge no more than the cost of performing this distribution.

d) If distribution of the work is made by offering access to copy from a designated place, offer equivalent access

to copy the above specified materials from the same place.
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e) Verify that the user has already received a copy of these materials or that you have already sent this user a

copy.

For an executable, the required form of the "work that uses the Library" must include any data and utility programs
needed for reproducing the executable from it. However, as a special exception, the materials to be distributed
need not include anything that is normally distributed (in either source or binary form) with the major components
(compiler, kernel, and so on) of the operating system on which the executable runs, unless that component itself
accompanies the executable.

It may happen that this requirement contradicts the license restrictions of other proprietary libraries that do not
normally accompany the operating system. Such a contradiction means you cannot use both them and the Library
together in an executable that you distribute.

You may place library facilities that are a work based on the Library side-by-side in a single library together with
other library facilities not covered by this License, and distribute such a combined library, provided that the
separate distribution of the work based on the Library and of the other library facilities is otherwise permitted, and
provided that you do these two things:
a) Accompany the combined library with a copy of the same work based on the Library, uncombined with any
other library facilities. This must be distributed under the terms of the Sections above.
b) Give prominent notice with the combined library of the fact that part of it is a work based on the Library, and
explaining where to find the accompanying uncombined form of the same work.
You may not copy, modify, sublicense, link with, or distribute the Library except as expressly provided under this
License. Any attempt otherwise to copy, modify, sublicense, link with, or distribute the Library is void, and will
automatically terminate your rights under this License. However, parties who have received copies, or rights, from
you under this License will not have their licenses terminated so long as such parties remain in full compliance.
You are not required to accept this License, since you have not signed it. However, nothing else grants you
permission to modify or distribute the Library or its derivative works. These actions are prohibited by law if you
do not accept this License. Therefore, by modifying or distributing the Library (or any work based on the Library),
you indicate your acceptance of this License to do so, and all its terms and conditions for copying, distributing or
modifying the Library or works based on it.
Each time you redistribute the Library (or any work based on the Library), the recipient automatically receives a
license from the original licensor to copy, distribute, link with or modify the Library subject to these terms and
conditions. You may not impose any further restrictions on the recipients' exercise of the rights granted herein.
You are not responsible for enforcing compliance by third parties with this License.
If, as a consequence of a court judgment or allegation of patent infringement or for any other reason (not limited
to patent issues), conditions are imposed on you (whether by court order, agreement or otherwise) that contradict
the conditions of this License, they do not excuse you from the conditions of this License. If you cannot distribute
so as to satisfy simultaneously your obligations under this License and any other pertinent obligations, then as a
consequence you may not distribute the Library at all. For example, if a patent license would not permit royalty-
free redistribution of the Library by all those who receive copies directly or indirectly through you, then the only

way you could satisfy both it and this License would be to refrain entirely from distribution of the Library.

If any portion of this section is held invalid or unenforceable under any particular circumstance, the balance of the

section is intended to apply, and the section as a whole is intended to apply in other circumstances.

It is not the purpose of this section to induce you to infringe any patents or other property right claims or to contest

validity of any such claims; this section has the sole purpose of protecting the integrity of the free software distribution

system which is implemented by public license practices. Many people have made generous contributions to the wide

range of software distributed through that system in reliance on consistent application of that system; it is up to the

author/donor to decide if he or she is willing to distribute software through any other system and a licensee cannot

© ALLNET GmbH Computersysteme 2020 — All rights reserved
Errors and changes reserved
204



impose that choice.

This section is intended to make thoroughly clear what is believed to be a consequence of the rest of this License.

12.

If the distribution and/or use of the Library is restricted in certain countries either by patents or by copyrighted
interfaces, the original copyright holder who places the Library under this License may add an explicit geographical
distribution limitation excluding those countries, so that distribution is permitted only in or among countries not
thus excluded. In such case, this License incorporates the limitation as if written in the body of this License.

The Free Software Foundation may publish revised and/or new versions of the Lesser General Public License from
time to time. Such new versions will be similar in spirit to the present version, but may differ in detail to address

new problems or concerns.

Each version is given a distinguishing version number. If the Library specifies a version number of this License which

applies to it and "any later version", you have the option of following the terms and conditions either of that version

or of any later version published by the Free Software Foundation. If the Library does not specify a license version

number, you may choose any version ever published by the Free Software Foundation.

14.

If you wish to incorporate parts of the Library into other free programs whose distribution conditions are
incompatible with these, write to the author to ask for permission. For software which is copyrighted by the Free
Software Foundation, write to the Free Software Foundation; we sometimes make exceptions for this. Our
decision will be guided by the two goals of preserving the free status of all derivatives of our free software and of
promoting the sharing and reuse of software generally.
NO WARRANTY

BECAUSE THE LIBRARY IS LICENSED FREE OF CHARGE, THERE IS NO WARRANTY FOR THE LIBRARY, TO THE EXTENT
PERMITTED BY APPLICABLE LAW. EXCEPT WHEN OTHERWISE STATED IN WRITING THE COPYRIGHT HOLDERS
AND/OR OTHER PARTIES PROVIDE THE LIBRARY "AS IS" WITHOUT WARRANTY OF ANY KIND, EITHER EXPRESSED
OR IMPLIED, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS
FOR A PARTICULAR PURPQOSE. THE ENTIRE RISK AS TO THE QUALITY AND PERFORMANCE OF THE LIBRARY IS
WITH YOU. SHOULD THE LIBRARY PROVE DEFECTIVE, YOU ASSUME THE COST OF ALL NECESSARY SERVICING,
REPAIR OR CORRECTION.
IN NO EVENT UNLESS REQUIRED BY APPLICABLE LAW OR AGREED TO IN WRITING WILL ANY COPYRIGHT HOLDER,
OR ANY OTHER PARTY WHO MAY MODIFY AND/OR REDISTRIBUTE THE LIBRARY AS PERMITTED ABOVE, BE LIABLE
TO YOU FOR DAMAGES, INCLUDING ANY GENERAL, SPECIAL, INCIDENTAL OR CONSEQUENTIAL DAMAGES ARISING
OUT OF THE USE OR INABILITY TO USE THE LIBRARY (INCLUDING BUT NOT LIMITED TO LOSS OF DATA OR DATA
BEING RENDERED INACCURATE OR LOSSES SUSTAINED BY YOU OR THIRD PARTIES OR A FAILURE OF THE LIBRARY
TO OPERATE WITH ANY OTHER SOFTWARE), EVEN IF SUCH HOLDER OR OTHER PARTY HAS BEEN ADVISED OF THE
POSSIBILITY OF SUCH DAMAGES.

END OF TERMS AND CONDITIONS

How to Apply These Terms to Your New Libraries

If you develop a new library, and you want it to be of the greatest possible use to the public, we recommend making it

free software that everyone can redistribute and change. You can do so by permitting redistribution under these

terms (or, alternatively, under the terms of the ordinary General Public License).

To apply these terms, attach the following notices to the library. It is safest to attach them to the start of each source

file to most effectively convey the exclusion of warranty; and each file should have at least the "copyright" line and a

pointer to where the full notice is found.
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<one line to give the library's name and a brief idea of what it does.> Copyright (C) <year> <name of author>

This library is free software; you can redistribute it and/or modify it under the terms of the GNU Lesser General Public
License as published by the Free Software Foundation; either version 2.1 of the License, or (at your option) any later
version.

This library is distributed in the hope that it will be useful, but WITHOUT ANY WARRANTY; without even the implied
warranty of MERCHANTABILITY or FITNESS FOR A PARTICULAR PURPOSE. See the GNU Lesser General Public License
for more details.

You should have received a copy of the GNU Lesser General Public License along with this library; if not, write to the
Free Software Foundation, Inc., 51 Franklin Street, Fifth Floor, Boston, MA 02110-1301 USA

Also add information on how to contact you by electronic and paper mail.

You should also get your employer (if you work as a programmer) or your school, if any, to sign a "copyright

disclaimer" for the library, if necessary. Here is a sample; alter the names:

Yoyodyne, Inc., hereby disclaims all copyright interest in the library ‘Frob' (a library for tweaking knobs) written by
James Random Hacker.

<signature of Ty Coon>, 1 April 1990 Ty Coon, President of Vice

That's all there is to it!
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